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H katavonon tou KuRepvooIiKOOUOTAMATOC

THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB

Infrastructure consisting

of a standardized set of

data transfer protocols for
digital information exchange.

Dark web (darknets)

Darknets, or overlay networks
within the Internet that can

only be accessed with specific
software, configurations, or
authorization, and often use a
unigue customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.

Clear web (surface web)

Content indexed by standard usocial networks
web-search engines, accessible u public pages
to anyone using the Internet. fprofiles

Content not indexed by standard | aonline banking

web-search engines; content usocial networks
can be located and accessed wrestricted pages
by a direct URL or IP address [profiles

but may require a password or
other security access to get past

public-website pages; includes

many vy common uses sch [MoAUTTAOKO - oUVOETO TTEPIBAAAOV

as web mail, enline banking,
private or otherwise restricted

Me aBefaioTnTeg
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MNMnyég:
http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg

2.

https://reliefweb.int/report/world/unodc-world-drug-report-2022 BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57

3.

https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
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The History of

INNOVATION CYCLES

Below, we show waves of innovation across 250 yeal
from the Industrial Revolution to sustail oble techn ology
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Source: Cybersecurity Incident Reporting and Analysis System 2025

1. AoyiouIkO ekBiaoou (ransomware)

2. Kak6BouAo Aoyiopiké (malware)

3. ATTEIAEG KOIVWVIKNG MNXaVIKNG (social engineering)

4. ATTEIAEG KATA TWV OEOONEVWIV

5. ATTeINEC KaTA TNG d1aBeoIuOTNTAG: APVNON UTTHPEDIAC
(Denial of Service)

6. ATTEINEC KATA TNG dlaBeoiuoTnNTaC: ATTEIAEC aTo AladikTuo

7.MapatrAnpo@opnon — YeUdEiG TTANPOYOPIES

8. EmBéocic otnv aAucida epodiacuou

Anpooisvonke 01/10/2025

Mnyég:
. https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf

1
2. https://www.enisa.europa.eu/media/media-press-kits/logos

3. https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
4

https://www.europarl.europa.eu/news/el/headlines/society/20220120ST021428/https://id4d.worldbank.org/quide

[cybercrime-and-cybersecurity
5. https://www.enisa.europa.eu/search?keys=artificial+intelligence#contentList
6. https://ciras.enisa.europa.eu/
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Cybercri 1€ (etymology)

Norbert Wiener 1894-1964

=Kd0e EéykAnua otov KuBepvoxwpo

“Cybernetics”, 1948
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To KuBepvoEykAnua augaveTtai
Ta OEdOMEVA HAG TTPWTOC OTOXOC

AnpoaoieuBnkav 28/04/2026 & 06/4/2026
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ents/IOCTA-2026.pdf
https://www.ic3.gov/AnnualReport/Reports/2025_1C3Report.
pdf
https://id4d.worldbank.org/quide/cybercrime-and-
cybersecurity
https://www.europol.europa.eu/cms/sites/default/files/docum
ents/EU-SOCTA-2025.pdf
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[TpoopaTta TTEPIOTATIKO KUBEPVOEYKANUATWY

Profit - KEpdoc

EUR 47 million in crypto
traced to disrupt digital
piracy services

16.6 million packages of
fake and harmful toys taken
off EU markets

Mnyég
1. https://www.astynomia.gr/2025/11/13/13-11-2025-i-elliniki-astynomia-stin-operation-endgame-gia-ton-termatismo-leitourgias-ypodomon-pou-diefkolynoun-to-kyvernoegklima/
2. https://lwww.europol.europa.eu/media-press/newsroom
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on Cybercrime
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https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html
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https://www.eurojust.europa.eu/sites/default/files/assets/files/united-nations-convention-against-cybercrime-sirius-factsheet.pdf
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Antigua and Barbuda
and Malaysia have
been invited to accede
to the Convention on "~
Cybe rcrime JrTE——

on Cybercrime

On 24 September 2025, following the 1538th
Meeting of the Ministers’ Deputies’, Antigua and...

P@ST CONVENTION ON CYBERCRIME P COUNCILE ELRORE
T OF THE COUNCIL OF EUROPE

UDAPEST SURLA CYBERCRIMINALITE
e DU CONSEIL DE LEUROPE SINCE 2001 CONSELDE CECRORE
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https://www.coe.int/en/web/cybercrime/the-budapest-convention
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https://rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680a99137

97 kpaTn cival TTAEoV €iTe cuuPalAoueva pépn (82),
EITE TNV £XOUV UTTOYPAYEI €iTE £XOUV TTPOCKANBEI va

https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol-to- TTPOUXUUPF]UOUV (15)

the-convention-on-cybercrime

https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-
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the%C2%A0convention-on-cybercrime
https://ministryofjustice.qr/wp-content/uploads/2019/08/12aNomos4411-1.pdf
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https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680a99137
https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol-to-the-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol-to-the-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-the%C2%A0convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-the%C2%A0convention-on-cybercrime
https://ministryofjustice.gr/wp-content/uploads/2019/08/12aNomos4411-1.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.coe.int/en/web/cybercrime/-/tunisia-becomes-the-70th-party-to-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime
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Human Population Growth

€9 World Population l
—— 1mszn\‘l‘ B.HER EaN BaE

l internet

users is a child
How is the EU protecting them?

TOP 10 MOST POPULOUS COUNTRIES (July 1, 2026)

IPopuIatlon Boom and Bust?
Giobal papitiztion ih billen peopie) #DigitalEU #ChildrensDay 1. India 1,429,700,205 6. Nigeria 250,228,859

2. China 1,405,918,6803 7. Brazil 222 624,000
3. United States 342 620,143 8. Bangladesh 175,927 589
nboolh 2 World pf:pulation growth is )

L S i 23;?3!5‘::&:;3!‘:5:;2:ﬁi’.::m:?s 4. Indonesia 285,562,809 9. Russia 139,450,252
: - ¢ ®f 5. Pakistan 261,714 024 10. Mexico 132 807,523

*asof Nov 15 ** given the attainment of developmental goals n! l ! és

Sources: U.N. Population Division, The Lancet ) 4 httDS//WWWCQrISUSqu/pODClOCk/
statista’a ) HTTPS://WWW.WORLDOMETERS.INFO/WORLD-POPULATION/

HTTPS://WWW.FACEBOOK.COM/PHOTO?FBID=509355941231664&SET=A.298981855602408
https://www.facebook.com/Statista.Inc/photos/pch.5553912264721206/5553912154721217
J. Bradford Delong, ZTov dpdpo mpog v outotia, 2023, Metaixuio, oeA. 25-26, 36-40, 42

1960 1980 2000 2020 2040

aRwp -

Source: UNCTADstat based on UN DESA Population Division, World Population Prospects
2022

Note: The graph provides estimates from 1950 to 2021 and projections from 2022 to 2050
of total population



https://future.internetsociety.org/2019/consolidation-in-the-internet-economy/
https://www.census.gov/popclock/
https://www.worldometers.info/world-population/
https://www.facebook.com/photo?fbid=509355941231664&set=a.298981855602408
https://www.facebook.com/Statista.Inc/photos/pcb.5553912264721206/5553912154721217
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Number of Internet of Things connected devices (billions)

50 1 More Phones Than People
39.4 Estimated number of mobile-cellular phone subscriptions
40 37.0 vs. world population estimates
34.6
32.2 = World population Mobile phone subscriptions*
30 4 27.4 228 e
251 8.59B
20.5 228 8.0B —
20 4 4 184 [7.95B
. 6.0B
: 4.08 SN
2.0B ,
0.0B -
1990 ‘95 ‘00 '05 10 "15 '20 22

O Observed M Projected

* includes postpaid and active prepaid subscriptions that offer voice
communications; excludes subscriptions via data cards or USB modems,
radio paging and telemetry services

Sources: ITU, World Bank, UN Population Division

Source: Original figure for this book, based on data from Transforma Insights 2024.

statista %a

MNnyég:
1. https://www.weforum.org/stories/2023/04/charted-there-are-more-phones-than-people-in-the-world/
2. https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e4 7bf/content



https://www.weforum.org/stories/2023/04/charted-there-are-more-phones-than-people-in-the-world/
https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content
https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content
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THE GROWTH OF GLOBAL

INTERNET USERS

SOURCE: DATAREPORTAL
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https://www.facebook.com/photo/?fbid=1128585352642440&set=a.224950713005913
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.facebook.com/photo/?fbid=122210232734146486&set=a.122121627272146486
https://www.facebook.com/photo/?fbid=1128585352642440&set=a.224950713005913
https://www.facebook.com/photo/?fbid=122210232734146486&set=a.122121627272146486
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Poverty is the worst form of

violence.

— Mahatma Gandhi —

AZQUOTES

MNnyég:

1. https://www.itu.int/en/ITU-D/Statistics/pages/stat/default.aspx

2. https://www.azquotes.com/quote/105873

3. https://www.mkgandhi.org/momgandhi/chap38.php

4. https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/ p.22-23



https://www.itu.int/en/ITU-D/Statistics/pages/stat/default.aspx
https://www.azquotes.com/quote/105873
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.azquotes.com/quote/105873
https://www.facebook.com/photo/?fbid=1128585352642440&set=a.224950713005913
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Figure 2.1: Individuals using the Internet
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Figure 2.2: Percentage of individuals using the Internet by region and special groups
2005 and 2025
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Mnyég:

1. https://www.itu.int/en/ITU-D/Statistics/pages/stat/default.aspx
2. https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/ p.22-23



https://www.itu.int/en/ITU-D/Statistics/pages/stat/default.aspx
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://stocksnap.io/photo/technology-network-PN7RVGLUUD
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T=GREECE

GR - 10,341,683 population (2022) - Country Area: 131,957 sq km
Capital city: Athens - population 3,153,000 (2021)

GDP (per capita): $17,647 (2020) per World Bank.
8,115,397 Internet users in JAN/2022, 78.5% penetration, per IWS.
7,657,000 Facebook subscribers in JAN/2022, 74.0% penetration rate.

Mnyég:

1. https://www.statistics.gr/documents/20181/18723345/DT_texnologies _noiko
kyria 2025 new_qgr.png/aa6d7da4-7259-a607-8629-54c813912b87

2. https://lwww.statistics.gr/en/statistics/-/publication/SFA20/-

3. https://www.internetworldstats.com/europa.htm#gr



https://www.statistics.gr/documents/20181/18723345/DT_texnologies_noikokyria_2025_new_gr.png/aa6d7da4-7259-a607-8629-54c813912b87
https://www.statistics.gr/documents/20181/18723345/DT_texnologies_noikokyria_2025_new_gr.png/aa6d7da4-7259-a607-8629-54c813912b87
https://www.statistics.gr/documents/20181/18723345/DT_texnologies_noikokyria_2025_new_gr.png/aa6d7da4-7259-a607-8629-54c813912b87
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Janus
Korczak
6/8/1942

d 2uvrayua 1975/1986/2001/2008/2019 apBpo 21

d The United Nations Convention on the Rights of the Child
(UNCRC) 20/11/1989

d E2AA Gpbpo 14

d Xaptng OcpeAiwdwv Aikaiwpdtwy apbpo 13, 14, 34

d N. 21 01/1 992 CDEK A 192 Kupwaon 1ng Alebvoug 2uuaong yia 1a Aikaiwparta Tou MNaidiou



https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
https://www.die-tagespost.de/kultur/janusz-korczak-ging-mit-seinen-schuetzlingen-in-den-tod-art-230984#group
https://www.coe.int/en/web/children/i-have-rights-you-have-rights-he/she-has-rights-...
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Connected baby
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Mnyég:
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-
parents-and-carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-
strateqy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c¢8-53ea-11ec-9l1ac-01laa75ed7l1al
https://www.globalencryption.org/parents-quide-to-
encryption/?fbclid=IwAR2SiOsZPE UezZcgykzkCdmolD9 0vZOS3j13i0PKzWDUeMW1UFVEz
wvvg#parents
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-
COVID-19-on-child-sexual-abuse
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https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on-child-sexual-abuse
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://pixabay.com/photos/students-computer-young-boy-99506/
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. https://www.coe.int/en/web/cyberviolence/types-of-cyberviolence
2. https://www.unitad.un.org/content/cyber-harassment-self-protection-tips
3. https://iwww.kethi.gr/sites/default/files/attached_file/file/2025-
07/5%CE%B7%20%CE%95%CF%84%CE%AE%CF%83%CE%B9%CE%B1%20%CE%88%CE%BA%CE%B8%CE%B5%CF%83%CE%B7%20%CE%B3%CE%B9%CE%B1%20%CF%84%CE%B7%C
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4. https://lwww.un.org/en/observances/ending-violence-against-women-day
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https://www.unitad.un.org/content/cyber-harassment-self-protection-tips
https://www.un.org/en/observances/ending-violence-against-women-day
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Young Europeans who faced
hostile messages online
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Mnyég:
1. https://digital-strategy.ec.europa.eu/en/policies/cyberbullying
2. https://digital-strateqy.ec.europa.eu/en/library/action-plan-against-

cyberbullying



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://digital-strategy.ec.europa.eu/en/policies/cyberbullying
https://digital-strategy.ec.europa.eu/en/library/action-plan-against-cyberbullying
https://digital-strategy.ec.europa.eu/en/library/action-plan-against-cyberbullying
https://digital-strategy.ec.europa.eu/en/library/action-plan-against-cyberbullying
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lnyég:

1. https://iris.who.int/server/api/core/bitstreams/0Oce56bbf-4535-405e-9bd6-
el43f64ae2ba/content p. 16

2. https://lwww.coe.int/en/web/children/violence-against-children

Childhood problems
in general

Safety, health, mental health
Evidence: strong

Violence against
children
Bullying, deliquency, dating violence,

sexual assault
Evidence: strong

Violence against
children online

Cyberbullying
Evidence: strong

Online child sexual
exploitation and abuse
Evidence: not yet available



https://iris.who.int/server/api/core/bitstreams/0ce56bbf-4535-405e-9bd6-e143f64ae2ba/content
https://iris.who.int/server/api/core/bitstreams/0ce56bbf-4535-405e-9bd6-e143f64ae2ba/content
https://www.coe.int/en/web/children/violence-against-children
https://pixabay.com/photos/students-computer-young-boy-99506/
https://iris.who.int/server/api/core/bitstreams/0ce56bbf-4535-405e-9bd6-e143f64ae2ba/content
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Types of violence

facilitated by

technology, perpetrated
by adults or children:

LIVE &)

\\

Live-streaming sexual
abuse of children

Using online video applications to
view or share live video of children
being sexually abused.

Sharing of sexual images
without consent and
sexual extortion

Transmission or exchange of sexual
content (i.e. images, videos or
messages) obtained via coercion or
pressure or used without consent,
sometimes to extort money or
sexual favours.
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Online sexual solicitation
and grooming

Using information and
communication technology to build a
relationship, trust and/or emotional
connection with a child or young
person in order to manipulate, exploit
and sexually abuse them.

Production or sharing
of sexual abuse images
of children

Producing andfor sharing content
showing nude or partially clothed
children, children sexually posing or
images depicting children engaging
in both penetrative and
non-penetrative sexual activity.

Cyber bullying

Repetitive aggression, hostility and
other attempts to cause harm in
online communications such as
threats, distributing defamatory
information, hate speech, including
homophobic and sexist content
mostly perpetrated by peers.

Mnyég:
https://cdn.who.int/media/docs/default-source/documents/child-
maltreatment/online-violence-final.pdf
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-
hate-speech
https://www.kethi.gr/sites/default/files/attached_file/file/2025-
07/5%CE%B7%20%CE%95%CF%84%CE%AE%CF%83%CE%B9%C
E%B1%20%CE%88%CE%BA%CE%B8%CE%B5%CF%83%CE%B7%
20%CE%B3%CE%B9%CE%B1%20%CF%84%CE%B7%CE%BD%20
%CE%92%CE%AF%CE%B1%20%CE%BA%CE%B1%CF%84%CE%
AC%20%CF%84%CF%89%CE%BD%20%CE%93%CF%85%CE%BD
%CE%B1%CE%B9%CE%BA%CF%3E%CE%BD_%CE%93%CE%93
%CE%99%CE%91%CE%94 2025.pdf
https://www.un.org/en/observances/ending-violence-against-women-day



https://cdn.who.int/media/docs/default-source/documents/child-maltreatment/online-violence-final.pdf
https://cdn.who.int/media/docs/default-source/documents/child-maltreatment/online-violence-final.pdf
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/innovationpolicy/posts/pfbid0Gefk7gEXbFaSP4TaCAJ75nYNfcuBXYQccmBSHFAxQnC3zziBZRrLSxELAMUyekRul

2.£COUOAIKN EkpeTaAAeuon AvnAikwy (ZEA)

.

AU¢non otn diakivnon UAIkou

Eykardotaon kakoBouAou AoyIoPIKOU Kal aAieuon 0eQ0UEVWV

Au¢non T1n¢ O1adIkTUaKnG atromrAdvnong ota MKA «kal oTIg

OIAQIKTUOKEC TTAATPOPMPEC TTAIXVIOIWV

4, Xprjon KPUTTTOYPOAPNHUEVWYV EQOAPMOYWYV OUOXEPAIVEI TO €PYO TWV
Apxwv EmoArn¢ tou Nouou -AEN

5. Or1kuBepvoeykAnuaTiec Tou Xwpou egeAicoovTal (xprnon TN)

6. O OKOTEIVOG I0TOG £CAKOAOUDOEI va TTAPANEVEI OQV UIO ONUAVTIKNA
TTAATQOPUA YIa TNV avTaAAayn UAIKou 2EA

7. AUCNON Twv TTEQITTTWOEWYV (WVTAVAGC METAdOOONC TIEQITITWOEWV 2EA
(LDCA-Live Distant Child Abuse)

8. Eptopeupartotroinon tng diadikTtuakns 2EA

SO b

=2 EURTPOL

TOCTA | tectincecape
2026 oicsens IOCTA 2026 p. 8, 15, 27, 31-36

lNnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
2. https://lwww.eurojust.europa.eu/term/crimes-against-children
3. https://www.coe.int/en/web/children/lanzarote-convention



https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
https://www.eurojust.europa.eu/term/crimes-against-children
https://www.coe.int/en/web/children/lanzarote-convention
https://www.interpol.int/News-and-Events/News/2023/Fighting-crimes-against-children-through-collective-action
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf

TERMINOLOGY GUIDELINES

FOR THE PROTECTION OF CHILDREN
FROM SEXUAL EXPLOITATION AND
SEXUAL ABUSE

ERMINOLOGY
- BAND SEMANTICS

2.£COUaAIKN EkueTaAAeuon AvnAikwy (ZEA)
2ot xpnon OpoAoyiag

The Luxembourg Guidelines were developed by a group of 18 international partners, including INTERPOL. We consider these

guidelines to be best practice and recommend their use to law enforcement across the globe.

The below table provides some key examples of terms which should be avoided when referring to child sexual abuse.

Terms to be used with caution, or avoided completely

Recommended

Child pornography

Child sexual abuse

Child sex tourism

Sexual exploitation of children in the context of travel and tourism

Child sex tourist

Travelling perpetrators of child sexual offences

Child prostitution

Exploitation of children in/for prostitution

Child prostitute, child sex worker

Victim of sexual exploitation

Customer, client, John

Abuser, child sex offender

Webcam child sex tourism / webcam child sex abuse

Live online child sexual abuse

Mnyég:

1. http://luxembourgguidelines.org/wp-content/uploads/2017/06/Terminology-guidelines-396922-EN.pdf
2. https://www.interpol.int/Crimes/Crimes-against-children/Appropriate-terminology




Bia arov KuBepvoxwpo - Bia aro d1adiKTuo

H xpnon cuoTnUATWY NAEKTPOVIKWY UTTOAOYIOTWV
yia TNV TTPOKANoN, d1euKOAuveon 1) atrelAn Biag KATA ATOHWYV,
N OTroia £XEl WG ATTOTEAEC A
O cwpaTikn,
L oegouaAikn,
O yuxoAoyikn
d oikovouikn BAGBNn n Tovo

TTEPIANAUPBAVEI TNV EKPETAAAEUOT) TWV TTEPIOCTACEWV,
TWV XOPOKTNEIOTIKWY ] TWV TPWTWV CNMUEIWV TOU ATOUOU.

MNnyég:
https://www.coe.int/en/web/cyberviolence
https://eige.europa.eu/gender-based-violence/cyber-violence-against-women
https://eige.europa.eu/sites/default/files/cyber violence against women_and _qirls_key terms and_concepts.pdf
https://cdn.who.int/media/docs/default-source/documents/child-maltreatment/online-violence-final. pdf
https://www.unodc.org/documents/southernafrica/Publications/CriminalJusticelnteqrity/GBV/UNODC v4 121022 normal pdf.pdf
https://isotita.gr/wp-content/uploads/2024/11/5%CE%B7-etisia-ekthesi-gia-ti-via-kata-twn-gynaikwn.pdf oeA. 14, 24
https://www.un.org/en/observances/ending-violence-against-women-day

Nogar~whE



https://www.coe.int/en/web/cyberviolence
https://eige.europa.eu/gender-based-violence/cyber-violence-against-women
https://eige.europa.eu/sites/default/files/cyber_violence_against_women_and_girls_key_terms_and_concepts.pdf
https://www.unodc.org/documents/southernafrica/Publications/CriminalJusticeIntegrity/GBV/UNODC_v4_121022_normal_pdf.pdf
https://isotita.gr/wp-content/uploads/2024/11/5%CE%B7-etisia-ekthesi-gia-ti-via-kata-twn-gynaikwn.pdf
https://www.coe.int/en/web/cyberviolence/-/combatting-digital-and-sexual-violence-against-women-in-bosnia-and-herzegovina
https://upload.wikimedia.org/wikipedia/commons/7/7a/Cyber_violence_1.jpg

TurmmoAoyia 1n¢ Bia¢

12TV OIKOYEVEIOKO
TTEPIBAAAOV

1210 OXOAIKO TTEPIBAAAOV

210V KuBepvoxwpo

JOT1TadIKn Bia

JdPartoioTikn Bia

JEcTpeuioTikn Bia

B :\ EAAHNIKH AHMOKPATIA
“ ll,] " Npoedpia g KuBépvnong
|~

EOvikn ITparnyikn
yia v MpoAnwn

NG Biag kai Tnv
AVTIUETOTTION TNG
MNapaPatikd™Tag
AVNAIK@V

2025-2030

AimAa ota Naidia
Armévavri o Bia

=

Mnyég:
https://www.coe.int/en/web/cyberviolence
https://www.government.qgov.gr/dipla-sta-pedia-apenanti-sti-via-ethniki-stratigiki-gia-tin-
prolipsi-tis-vias-ke-tin-antimetopisi-tis-paravatikotitas-anilikon-2025-2030/ ceA. 2
https://www.kathimerini.gr/society/reportaz/563989942/i-aktinografia-tis-paidikis-
paravatikotitas-o-fakelos-tis-el-as/



https://www.coe.int/en/web/cyberviolence
https://www.government.gov.gr/dipla-sta-pedia-apenanti-sti-via-ethniki-stratigiki-gia-tin-prolipsi-tis-vias-ke-tin-antimetopisi-tis-paravatikotitas-anilikon-2025-2030/
https://www.government.gov.gr/dipla-sta-pedia-apenanti-sti-via-ethniki-stratigiki-gia-tin-prolipsi-tis-vias-ke-tin-antimetopisi-tis-paravatikotitas-anilikon-2025-2030/

Onllne Gaming — AladIKTUOKO I'IO(|XV|6|

iVETOl BTIKA €ival TTal

OeTIKA
« Alaok€daon — yuxaywyia
* AnuioupyikoTNTA
* AvaTtrTugn AgCIoTnTWYV Kal
2TPATNYIKNG

ApvnTika
« 'EKBe0n TTPOOWTTIKWYV OEDONEVWV
« Ek@ofiouog oto AladikTuo
» [lpooPaon o€ akaTtAAANAO TTEPIEXOUEVO
* AVETIOUUNTEC ETTAPES
« EvBdappuvon yia Tuxepa traixvidia
* [loAUG xpovog aTnv 086vn - €BiI0u6C

Mnyég
1. https://www.gamingcommission.gov.gr/index.php/ypeythino-paixnidi/prolipsi-kai-katapolemisi-toy-ethismoy
2. https://lwww.esafety.gov.au/sites/default/files/2022-01/eSafety%20parent%20guide%20t0%200nline%20gaming.pdf
3. https://lwww.who.int/news-room/questions-and-answers/item/addictive-behaviours-gaming-disorder



https://pixahive.com/photo/online-gaming-playing-in-a-mobile/
https://www.gamingcommission.gov.gr/index.php/ypeythino-paixnidi/prolipsi-kai-katapolemisi-toy-ethismoy
https://www.esafety.gov.au/sites/default/files/2022-01/eSafety%20parent%20guide%20to%20online%20gaming.pdf
https://www.who.int/news-room/questions-and-answers/item/addictive-behaviours-gaming-disorder

World Health
Organization

Avoid eye strain and headaches
Follow the 20-20-20 rule

After 20 Look at an For at least
minutes object 20 feet 20 seconds
spent using (6m) away

a screen

Ooet -

(@} World Health
Organization

PAIRS
EPerass
UVENATES

UR BODY

Oplia kai
TEPIBWPIN

Increasing
physical activity can prevent
our children becoming obese.

AIYéTSp n Oeévr] more pIayL::ziicercengttiI::\etlime is key.
& TTEPICO 6T£pn KiVI]O'r] SL T @) o

Nnyég:
1. https://www.facebook.com/WHO/posts/1771269776251731
2. https:/mwww.who.int/standards/classifications/frequently-asked-questions/gaming-disorder

3. https://twitter.com/WHQO/status/1699044996995854779



https://www.facebook.com/WHO/posts/1771269776251731
https://www.who.int/standards/classifications/frequently-asked-questions/gaming-disorder
https://twitter.com/WHO/status/1699044996995854779
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg
https://twitter.com/WHO/status/1699044996995854779
https://www.facebook.com/photo/?fbid=851230177036374&set=a.627139002778827

(Cyber-Bullying)

Exk@ofiouog, peow NG XpPAoNg WNeIakwy
TEXVOAOYIWV (2015, UNICEF)

O 6p0¢ «KUBEPVOEKPOPBIOUOSCH AVAPEPETAI TE
OUNTTEPIPOPES TTOU EKONAWVOVTAI UECW WNPIAKWYV
TEXVOAOYIWV, UE TTPWTAPXIKO OKOTTO N ATTOTEAECUQ TV
smavaiauBavouevn i CUVEXH TATTEIVWON, KOIVWVIKN
arooOvwWaon, KAKOT1roinon, mapevoxyAnon n BAaBn,
10iw¢ g€ maIdia N véoug

EE, 10-02-2026, Action plan against cyberbullying "Safer online,
stronger together” p. 3

EkpoBiounog otov Kufepvoxwpo

Naked deepfake images of teenage girls
shock Spanish town: Butis it an Al crime?

NGO A~BNE

MNnyéeg:

https://www.unicef.org/end-violence/how-to-stop-cyberbullying

https://www.gov.gr/sdag/healthcare/national-emergency-numbers/general/116111/

https://www.stopbullying.gov/cyberbullying/what-is-it

https://ec.europa.eu/commission/presscorner/detail/en/QANDA 22 2826

https://www.reuters.com/world/europe/spain-readies-age-checking-tech-protect-children-adult-online-content-2023-12-14/

https://www.jmir.org/2025/1/e70508

https://digital-strategy.ec.europa.eu/en/library/action-plan-against-cyberbullying
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime



https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.gov.gr/sdg/healthcare/national-emergency-numbers/general/116111/
https://www.stopbullying.gov/cyberbullying/what-is-it
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_22_2826
https://www.reuters.com/world/europe/spain-readies-age-checking-tech-protect-children-adult-online-content-2023-12-14/
https://www.jmir.org/2025/1/e70508
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime

TN ka1 Deepfakes
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Naked deepfake images of teenage girls
shock Spanish town: But is it an Al crime?

i

«

MNnyég.
https://digital-strateqy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://www.europol.europa.eu/media-press/europol-podcast/episode-21-how-crime-is-accelerated-by-ai
https://www.europol.europa.eu/publication-events/main-reports/ai-and-policing
https://ai.gov.gr/news/otan-to-pseytiko-moiazei-alithino-ti-kanei-i-eidiki-grammateia-tn-kai-diakyvernisis-dedomenon-gia-ta-deepfakes/
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https://digital-strategy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://www.europol.europa.eu/media-press/europol-podcast/episode-21-how-crime-is-accelerated-by-ai
https://www.europol.europa.eu/publication-events/main-reports/ai-and-policing
https://ai.gov.gr/news/otan-to-pseytiko-moiazei-alithino-ti-kanei-i-eidiki-grammateia-tn-kai-diakyvernisis-dedomenon-gia-ta-deepfakes/
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content

EK@oBIouOC oTo 2X0AIKO [epiBaAAov

NEa TTAATPOPUa

i > € @ % https//stop-bullying.gov.gr/archives/7752 % g ) e ) = 4 0O , ,
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lavoudplog 2024
AeképuBplog 2023

NogpBplog 2023

NOMOZ YIT APIOM. 5029/2023 — «ZoUue ApuoVvIKG
Madi — >rdue TN 21wty : PuBuioeic yia Tnv TpoAnwn
R KAl QVTIMETWITION TNE Biac Kal ToOUu EKQoBIouoU oTa
oxoAgia kal GAAEC DIATALEIC

Etiketeg

lTupvaoto (38) AnpoTtiko (48)

Aladiktuakog ExkpoBiopog (4)

AlapecohaBnon/EmniAuon
2uykpouoewv (11)

Mnyég:
1. https://stop-bullying.gov.gr/
2.  https://stop-bullying.gov.gr/institutional-framework
3. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/scholikos-ekfovismos-schoolbullying-i-ekfovismos-bullying/an-eisai-goneas/



https://stop-bullying.gov.gr/
https://stop-bullying.gov.gr/institutional-framework
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf

Safe Youth

H epapuoyr) SAFE.YOUth trepIAapBAavel TIG €CHGC AEITOUPYIEG:

» Emergency Button

» YToBoAN katayyeAiag yéow Tou gov.gr

» Emkoivwvia pe T AieuBuvon Apeong Apdaong ATTikAG "100"

» Emkoivwvia pe n Npauun KartayyeAiwy yia avnAikoug "10201"
» EvnuepwTIKO UAIKO

/A

Emergency Button gival éva gpyaAgio TO OTT0I0 XPNOIUOTIOIEITAI O€ TTEPITITWOEIG KIVOUVOU (WING.
EvepyotroiwvTtag 1o KouuTri €1d0TTOIEITAI KAI TTOpEUPBaivel aueca n EAAnvIk AcTuvopia yia Tnv
TTapoxn BonBeiac.

ATTQITEITAI N TTPOCUMTIANPWON MiOg QPOPMOAG ME TTPOCWTTIKA OTOIXEiO TOU avnAikou
(Trpogyypa@n) yia va evepyoTroinBei wg duvaTtoTnNTa, EVTOC TNG EQAPPOYNG.

Mnyég:

1. https://lwww.safeyouth.gov.gr/
2. https:/lwww.safeyouth.qgov.gr/oroi-chrisis
3.  https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmoqis-gia-tin-prostasia-ton-anilikon/




Nea INAateopua Parco - Kids Wallet app

parental
control

ApPXLKN AuvatotnTeg 0bnylec yLa ouokeuéc Android 0bnylec yLa ouokeugg i0OS JUXVEC EpwTnoeLg
Y

_ : Ag TTApOUpE TOV
Twpa, EXETE TOV EAEYXO! | EAeyyo OTA XEPIA
AnpoupynoTe Eva aopare pac!

WNPLOKO TTEPLRAANOV.

GETTON
P> Google Play

Mnyég:

https://parco.gov.gr/
https://www.minocp.qov.qr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://kidswallet.gov.gr/

https://kidswallet.gov.qgr/ios.pdf

https://kidswallet.gov.gr/android.pdf

akhowopPRE



https://parco.gov.gr/
https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://kidswallet.gov.gr/
https://kidswallet.gov.gr/ios.pdf
https://parco.gov.gr/
https://kidswallet.gov.gr/index.html
https://kidswallet.gov.gr/index.html#instructions

MeTaTtoTriIon TNC TTOPAVOUNG AYyOPAC OTO WNPIOKO TreEPIBAAAOV

European Drug Report
2025

Trends and developments

n\ = EURTPOL

EU Drug Markets
Analysis | 2024

Key insights for policy and practice

e
Clearnet marketplaces e
Online 7 \
platforms e - e

Messenger sServices Social media

marketplaces

Darknet marketplaces

CLEARNET

The publicly-accessible
Internet that is easily
accessed with a normal
Internet connection and

a browser.

Examples of content:
Google, Facebook, YouTube,
Wikipedia, Netflix.

DEEP WEB

The publicly-accessible
Internet that is unknown

to search engines, such as
encrypted or unindexed
websites, private databases,
and other unlinked content.
Examples of content:
Academic databases,
medical records,

financial records, legal
documentation, government

information, library access,
bank accounts.

DARKWEB

A collection of websites that exist

on darknets. These are not directly
accessible from the Cleamet and often
require special software to access

such websites. Websites use hidden IP
addresses which are hosted on securely
encrypted networks for increased
anonymity.

Examples of content: Tor encrypted
websites, whistleblowing platforms, ultra-
secure email services, darknet markets.

1 B~

Mnyég:

https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html

https://www.interpol.int/Crimes/|llicit-goods/Pharmaceutical-crime-operations

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

https://vvv.vev.site/unodc-syntheticdrugstrateqy-en/

https://www.euda.europa.eu/publications/european-drug-report/2025 en#odf p.14-15



https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrategy-en/
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf

NapkwTikd otov KuBepvoxwpo

To ocuyxpovo opyavwuévo EykAnua «aloTrolEi»

Tov KuBepvoxwpo yia tn diakivnon tTwv
VAPKWTIKWY KAl VEWV WUXoSpaoTIKWV OUCIWV NwAnon
A NAnpwuég

| A

v Xpnon loxupng kpumrtoypagnong
TTOU KaBI10Ta DUOKOAO TOV eVTOTTIONO Twv OCGS.
v EKTeTapéVNn XpRon Twy social media yia Alavikn 81d8son
10iwG o€ vea avnAika TTaidiq.
v Autopartotroinon péow TnG TN Kal Twv bots
YIQ ETTIKOIVWVIES, TTPOBAEWN KIVOUVOU, £CUTTVI OTTOOTOAN
OEUATWYV K.ATT.

\\




YTTOVOUEUON TWV KOIVWVIWY ATTO TO OPYAVWHEVO EYKANUO

f
[ Person A sends money to person B

(=)—(®) -

Cybercrime

#0pioidStrategy
#SyntheticDrugs

Person A opens their A block representing that The transaction is The network of nodes
crypto wallet and request transaction is created broadcast to the P2P validates the transaction
a transaction network consisting of

computers, known as nodes

._._ e

Z EURTPOL

Transaction is complete The updated ledgeris The transactions (block) is The nodes receive a reward
and Person B received distributed across the P2P combined with other for Proof of Work, typically
the money in their network transaction to create a new in cryptocurrency
crypto wallet block of data for the ledger

The

changing

DNA of

serious g

and nvéc:

https://www.unodc.org/centralasia/en/news/unodc-explains-the-combined-use-of-unmanned-aerial-vehicles-and-ground-surveillance-systems.html
https://www.reuters.com/article/crime-europol/technology-is-now-at-root-of-almost-all-serious-crime-europol-idUSL2N1GM27Z/
https://www.theguardian.com/world/2019/jan/28/spanish-drug-smugglers-who-used-drones-to-spy-on-police-are-arrested
https://www.emcdda.europa.eu/publications/european-drug-report/2023_en
https://Ifpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf p.14-15

0.  Eric Schmidt, Jared Cohen, H Néa Wneoiakr Etroxr, 2014, Ekdooeig Aiaulog, agA. 208, 216

organised
crime

EUj UNION
SERIOUS AND
ORGANISED CRIME
THREAT ASSESSMENT
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https://www.emcdda.europa.eu/publications/european-drug-report/2023_en
https://lfpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
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Online hate speech
doesn’t just stay online

INFORMATION DISORDER

HARMFUL

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

Nooakrw N

© ©

/

Mnyég
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21
https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE_Paper 7 Geopolitics _and_strategies in_cyberspace WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf p. p1, 98
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united-
states/?fbclid=IwAR3L6VNUXxnQ7n5RGhecgHItuIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.un.org/en/hate-speech

Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

TYPES OF INFORMATION DISORDER

FALSENESS INTENT TO HARM

Misinformation Disinformation Malinformation



https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/innovationpolicy/posts/pfbid0Gefk7gEXbFaSP4TaCAJ75nYNfcuBXYQccmBSHFAxQnC3zziBZRrLSxELAMUyekRul
https://www.facebook.com/photo?fbid=1346753917480630&set=a.577863084369721

ExkoTpateieC TTapatTTANPOPOPNONG
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&, 5ANIZED P¢
Merging cRN

Aiktua diadpauatilouv KaBopIoTIKO POAO OTNV TTPOTTAYAVOA UE OKOTIO TNV

d1adoan TTapaATTANPOPOPNONG KAl TOV  ETTNPECOHNO  TWV  TTONITIKWYV
OuUoTNUATWV.

2 EURTPOL

O1 ekoTpaTeiec ouxva TrepIAauBavouy YeuTiIKoug Aoyaplaocuoug ota MKA,
Ll ETTIXEIPNOEIC  TPOA KAl  TTAPATTOINMEVO  TTEPIEXOMEVO  €IONCEWV,
DNA of ECUTTNPETWVTAC TA OTPATNYIKA OCUPE@PEPOVTA TwWV URBPISIKWY ATTEIAWY,

serious
el ATTOOUVAUWVOVTAG TOUG AVTITIAAOUG aTTO YETO.
crime
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SERIOUS AND

e XeIpaywyouv Kal UTToKIVOUV Tn Bia

Anuooiev8nke 20/03/2025

Mnyéc:
1. https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
2. https://www.consilium.europa.eu/en/policies/hybrid-threats/
3. https://www.hybridcoe.fi/hybrid-threats/



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
https://www.consilium.europa.eu/en/policies/hybrid-threats/
https://www.hybridcoe.fi/hybrid-threats/

Fake news & TTPAKTIKEC AVTIUETWTTIONG

Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

INFORMATION DISORDER

HARMFUL

BEFORE YOU SHARE, THINK:

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks

® WHO made it?

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

® WHAT is the source?

@ WHERE did it come from?

Mnyég : .
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21 @ WHY are you sharmg this?
https://www.hybridcoe.fi/wp-

content/uploads/2021/06/20210622 Hybrid CoE Paper 7 Geopolitics and_strategies in_cyberspace WE
B.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf p.
pl, 98

https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united-
states/?fbclid=IwWAR3L6VNUXxnQ7n5RGhecgHOtUIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721
https://ai.gov.gr/news/otan-to-pseytiko-moiazei-alithino-ti-kanei-i-eidiki-grammateia-tn-kai-diakyvernisis-dedomenon-gia-
ta-deepfakes/

\\

() WHEN was it published?



https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721
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Cloud storage
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https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
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Sensors/ meters
Transactional and Activity Records
Data from Electronic
Devices

Madika dedoucva (Big Data)
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Social 9

H EVEHY WORLD == =
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INITIATIVE [cnuumc PRKET D|%Mn§ RECORDS pogt INSIGHT T00 Interactions {:CG [.'I]

TERABYTES MARKET
5 RLATED g “"‘“ E o 50

now  NATIONAL

OUAAEYOUV TTANPOYPOPIEC YIa OXEDOOV TA TTAVTA, ATTO TTAPADOCIAKES TTNYEC TTANPOPOPIWY £WC TN XPNON KIVTWYV TNAEQWVWV
Ta dedopéva utropouv va dnuIoupyouvTal EiTe atTd avBpwITOUS EITE QTTO UNXAVES, OTTWS aIoONTAPES TTOU GUAAEYOUV TTANPOQOPIES YIa TO KAiLIA, DOPUPOPIKES EIKOVEC,
WNQIAKES pwToypagies kai Bivreo, apxeia ouvalaywy ayopwyv, onuara GPS kai aAa

MNnyég:

https://digital-strategy.ec.europa.eu/en/policies/big-data
https://unstats.un.org/capacity-development/handbook/html/Handbook/C8/Big_Data.htm
https://reports.weforum.org/docs/WEF_New Economy_Skills_2025.pdf
https://www.ilo.org/resource/article/big-data-what-it-what-it-does-and-how-it-impacts-world-work

oD E



https://tdwi.org/articles/2020/03/03/adv-all-how-accounting-teams-can-leverage-big-data.aspx
https://digital-strategy.ec.europa.eu/en/policies/big-data
https://unstats.un.org/capacity-development/handbook/html/Handbook/C8/Big_Data.htm
https://reports.weforum.org/docs/WEF_New_Economy_Skills_2025.pdf
https://unstats.un.org/capacity-development/handbook/html/Handbook/C8/Big_Data.htm

Ta Madika Aedopéva ot1o «N€o MepiIBaAAovy»

T |

SECRET | | PERSONAL | | PUBLIC | | ANONYMIZED | | NONPERSONAL
Passwords Name Username What | Click Weather or
Passport Number Home Address Language What Wepsites Temperature
Health Data Email Address Device Type Visit ConEsr:Jer:\gp{ion

What | Search F
' GPS Coordinates Home Telephone Cookie Ak SRRICLTRE

Preferences

| Religion Gender Identity
' Political Affiliation ~ Date of Birth

(in some circumstances)

To KOOTOC TWV
dloppPOoWYV

Mnyég:
https://cyber.gov.gr/antimetopisi-apeilon/systaseis-pros-polites/
https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fhid=122202984878146486&set=a.122121627272146486
0. https://www.ibm.com/reports/data-breach
1. https://cyber-news.gr/2026/01/28/%cf%84%ce%b1-

%:cf%80%cf%81%ce%bf%cf%83%cf%89%cf%80%ce%b9%ce%ba%ce%oac-
%ce%h4%ce%b5%ce%b4%ce%bf%ce%bc%ce%ad%ce%bd%ce%b1-%cf%83%cf%84%ce%bf-
%ce%hbd%ce%ad%ce%bf-%cf%80%ce%b5%cf%81%ce%h9%ce%b2%ce%ac%ce%bb/

RBOOoONOOAWLNE



https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486
https://www.ibm.com/reports/data-breach
https://pixnio.com/objects/computer/program-programmer-notebook-personal-computer-laptop-digital-computer-portable-computer-computer
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OEOOUEVWY ATTO ATOMA ME TTPOCBA0N OTA OEOOUEVA POC
d Tuxaia attwAeia

kj [Mpoooxrn ME TO OEOOMEVA TWV TTAIOIWYV MG |



https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/
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Q¢ aduvapuocg kpikog | | Q6 uNXAVIOHOG ANUVAG

\// 3 <

QMn €TTOPKA YVWON KUBEPVOATPAAEIOC JKpiTikn okeyn ,
Tdon yia eukoia J¥neiakog eyypappaniopog
QY1epBOAIKA EUTTIGTOOUVN OE PNVUUATA dYTevbuvn Xxpnon twv TEXVOAOYIWY
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https://www.picpedia.org/chalkboard/c/cybersecurity.html
https://pixabay.com/vectors/social-media-connections-networking-3846597/

H agia Twv dedouEvwy

DIKI or DIKW model
Data -Information- Knowledge -Intelligence

Aedopéva > | MAnpoopitg ) Fvwon > Nonpoouvn

EtriAuon

"POBM] I‘I aTWVv Mnyég:
1. https://www.systems-thinking.org/dikw/dikw.htm

D ATTOQAOCEWV %
@ nyn ¢

2. http://ioc.unesco.org/Oceanteacher/OceanTeacher2/02_InfTchSciCmm/DIKWchain.pdf



https://www.systems-thinking.org/dikw/dikw.htm
https://www.pexels.com/photo/green-and-yellow-printed-textile-330771/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/

Méoa KoivwvikAc AIKTuwong 80% of the World’s Population
Will Use Social Media by 2028

Estimated number of social media users worldwide and
global penetration rate

M Users worldwide (in billions) == Penetration rate (in percent)
100%

 H NAYTEMIOPIKH H . om

Newsroom Oikovopia & Ayopéc Nautidia Emixeiproeig MoMitiky Kowwvia Koéopog MoAmiopog Amogeic ABGAnTikG Green Yyeia Stories Clickatlife Tech & Science

| Anoeig

gvouveidntn emAoyn

Zapgaro, 7 @eBpouapiou 2026 17:47

Mawdia kat Social Media: O¢pa anayopsuong i (

O emavakaBopLopos TOU LOVTEAOU AVOPWTIOKEVTPIKAG XPNONG TWV TEXVOAOYLWV
€PXETAL OTO ETUKEVTPO TNG dnuociag culAtnong

svare: @) W ] =2

0%
98208 =D 22 23 24

As of August 2025
Source: Statista Market Insights

statista ¥a

Mnyég:
1. https://www.dpa.gr/el/polites/prostasia

2. https://www.facebook.com/photo/?fbid=1243308608006506&set=a.561580072846033
3. https://www.naftemporiki.gr/opinion/2069725/paidia-kai-social-media-thema-apagoreysis-i-ensyneiditi-epilogi/



https://www.dpa.gr/el/polites/prostasia
https://www.facebook.com/photo/?fbid=1243308608006506&set=a.561580072846033
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SOCIAL PLATFORM USAGE
AMONG U.S. TEENS Most Popular Social Platforms

% of U.S. teens (13-17) who say they visit or use the following apps...

Hfacebunk 2.91 billion < 22

O oilite . OIKTU@ €I1Val
® wos [T cav T pabpnTpina.
@ nagrar. T pooexe PRV NETEIG PETQ!

% - T
-
& oy [ R
& oo [N
Sina Weibo -

Number of monthly active users
(%Broadband Search

Mnyég:

09/02/2009

1. https://ec.europa.eu/newsroom/rtd/items/713444/en

2. https://techcrunch.com/2009/02/09/facebook-activates-like-button-friendfeed-tires-of-sincere-
flattery/?guce_referrer=aHROcHM6Ly9lbi53aWtpcGVkaWEub3JInLw&guce_referrer_sig=AQAAAHjA0gdfUs5MX2xkxydv8nAa
Sxh1lgYdVW2la_YpxBQnv3X5hYg5TL7pedboB--joVGIyXiGNNvWqKKd44nVm3qUYc-
olMwfhj4pyYDd50Ay9027Z7CBdRoDUIQzyJ1UJG6D0YhHAMxyh6C70vdF1XTdBupwUD3FN8GTel07yTbroa
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

& App Store [ P> Google ey

aprw



https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

[TpakTIKEC guveTTEleC- NEa Oikovopia

[MpooTipa o Millions — 'Ecoda o€ Billions

Big Tech, Big Fines

Largest fines for breaching one or more articles of
the General Data Protection Regulation in the EU

Facesoo $1,296M
AT, I $306M
INStagram N $437M
Facebosk I $286M f £
WhatsAPP L $243M N X
PR I 2 \y%
INSIAZTAM L $194M — %
Goo%'® Il $97M B Meta
FacE oK I S E5 N B Google
Google g $65M B Amazon

Converted from euros on May 23, 2023
Sources: CMS GDPR Enforcement Tracker, European Data Protection Board

statista %a

¥\

Is Big Tech Growth
Losing Steam?

GAMAM revenue in the first nine months
of the following years (in billion U.S. dollars)

2020 W 2021 W 2022

2 +10%
364.8
3324 A +6%
260.5 Jhag et A +13%
e A +14%
182.7 182.3
1330514 A +0%
1255 110.2
84.2 84.4
A
amazon [ ¢ Alphabet gE Microsoft  OQ Meta

Source: Company filings

statista %a

Nnyég:

1. https://www.facebook.com/Statista.lnc/photos/a.168793176566502/5540151162763983

[

2. https://www.statista.com/chart/25691/highes_t-fines-for-gdpr-breaches/



https://www.facebook.com/Statista.Inc/photos/a.168793176566502/5540151162763983/
https://www.facebook.com/Statista.Inc/photos/a.168793176566502/5540151162763983/
https://www.statista.com/chart/25691/highest-fines-for-gdpr-breaches/
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Is Big Tech Growth
Losing Steam?

GAMAM revenue in the first nine months
of the following years (in billion U.S. dollars)

2020 W 2021 W 2022
A +10%

364.8

3324 A +6%
0,
e 55042704 A +13%
S A +14%
182.7 1823
1335 1514 A +0%
et 110.2
84.2 84.4
b II

amazon Alphabet  gE Microsoft ~ OQ Meta

Source: Company filings

statista %

Mnyég
https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embarqo-7174425/
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e v ooy, — Elon tusk $714B (S
32588 Lty Page— e i oy P ot e
”g“s Larry Ellison
_32273 Mark Zuckerberg
msn% Bernard Arnault & family

@ $163B Jensan Huang
_31‘088 Warren Buffett Rl h t
msuﬂa Amancio Ortega c es

2026

mﬂhﬁﬂ Steve Ballmer .
@) 31383 Michael Dell & e P

$134B Rob Walton & family IN THE WORLD

$131B im Walton & family The combined wealth of the world's
20 richest people totals $3.8T,
-
31223 Alice Walton exceeding the GDP of France.
31093 Michael Bloomberg
L A
-SIOBB Mukesh Ambani
mslm Bill Gates
s‘mBCdrlus Slim Helu & family Jata as of January
Source: Forbe
3908 Francoise Bettencourt Meyers & family () VISUAL CAPITALIST



https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/
https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/

ATATHAA MHNYMATA HAEKTPONIKOY
TAXYAPOMEIOQY (PHISHING)

0 opog "phishing” avapépeTal 6Ta anatnAd pnvupara nAEKTpovIKOD
Taxudpopeion, oV okono £xouv va eEanarnBolV ot TapakinTeg ToUg
KaL va YVWOTOMOLG0UY-0TOUG ANATEWVES NPOOWIIKES Kal
OLKOVOLKEG TOUG patpopies ) Kwdikolg aopaleiag Tous.

MNQx AEITOYPTEL TI MMOPEITE NA ' KANETE;

Autd Ta ppvipara

nAekTpovikol Tayudpopeiou: > Alarnpeire 10 AOyIOpIKG EVNpEpLBEVD,
NEPAApPBAvOPEVOD Tou PUANOHETPNTH LOTOGEAIBWY

UTopeL Vo jotaZouy ndpa Mo pe Ta (browser), Tou avrukoU npoypappdToc (antivirus) Kat Tou

pnvipaTa mou oTEAVOLY 0TOUG ABITOUBYIKON ouaTigiaoc.
TEAATEG TOUG OL TpAneles.
SFUNE OLERHR LG > Na eloTe (3iaiTepa NPocexTIKOL £Av Eva pvupa
O] nAekTpovikol Tayudpopeion "Tpanelag” oag InTa
avTiypapouy 1o evaioBnTeg mMAnpopopies (.. Tov Kwdikd npdopacng

AoyoTuno, Ta ""* T0U Tpanedikod oag Aoyaplaopol péow internet
XAPAKTNPLOTIKA Kat _ % t k¥ banking).
T0 UPOG TWV ! SRR,
NpaypHaTkwy et £ 11006 enrovv.va > EA£YETE NPOOEKTIKA TO PivOpa NAEKTPOVIKOD
pnVOpATWY i KaTeBaoceTe OTH Tayudpopeiou: auykpiveTe Tn SievBuvon pe Ta
AEKTDOVIKOU GUOKELN Ga nponyodpeva npayparikd pnvopara an Ty Tpdneza
:lu prz o0 @ éva 0% ouvepyaoiag oag. EAEyETE yia opBoypapikd Aadn kau
XUOpo . : AGBn ypapparikig fj oovragne.
EMOLVVATITOUEVO
[— i « Gpxeiofva Mnv anavrare ge GronTo pivopa nAEKTpOVIKOD
: - Vo P
u. P ¥ KAveTe KAIK 08 Tayudpopeiov, avriBeTa npowdnoTe To oTHV Tpdnela
A évav ouvepyaaiag oag, MANKTPOAGYWVTAG TNV NAEKTPOVIKT
4 . ¢ SietBuvan povor oag.
A NAEKPOVIKO

ouvdeopo (link). >

Mnv kdveTe aneuBelag KA oTov AEKTPOVIKG OUVOETHO

KUVOUY Xprion) : (link) kat pnv npayparonoteiate Ay (download) Tou
opoAoyiac rou divel EMOUVANTOPEVOU apXEiou, avTiBeTa MANKTPOAOYNOTE T
Thv aioBnon Tou ﬁle’;ufuvon Tou n)\zxrp:%moﬁ ouvbéo;;ou aTov

: opeTpnTA oTooeAidwv (browser) mou
KaTeneiyovrog. ‘;:nmu':m jaikih (b

; . > e nepinTwon onotaodinoTe appioliag, EAEYETE TV
Ot eykAnparieg oTov KUBEpVOXWPO toTooeAida fj THAepwVHaTE oty Tpdnela cuvepyaoiac
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AAicuon AgdopeEvwy
Phishing

p -
N < Ewcpydueva empBep...

N —
EATA 5’ TS EAAHNIKH AHMOKPATIA

: KuBe
Hellenic Post wAm

Zag ypew y1a va 005 (VEpwOw o1
n
EMnvixg @oporoyixr) Ynmpeoaia unordyior

. o0

Swamobore cmatpogn gopou 600,13 € , Na
: - o 2 2 : va Baogakioout 61 n ematpogn
Oa BéAape va oag evnuePWOooupE 6Ti AdBape Ta oToixeia aTTooToAfig 0ag yia To TTakéto UPS MOTGVETal 010 0WOT6 Aoyapiaapd, mpérre
UPS#659183201 ka1 Ba rapadobei ota EAAnvika Taxudpopeia otnv ABriva yia eBvikr Trapadoon 3 TIPWTA Va CITKUPWOOUE 1a OTONEIG Tou

;i Aoyapiaopod oag mporod wmoptoouyt va
aupio: Emetepyaotodue mv emavpogn oag. Ma va
Yivti aut6, napaxarodye kavre kA atoy
MapaxaTw ouve BeBanio
To makéro oag Ba amoBnkeutei ato KENTPO AIAAOIHEZ AOHNQON péxpi va emBeBaitioeTe Ta oroeia oag, Sdont ol

oToIXEia 0ag:

To makéTo oag @ravel ota EATA alpio

M va yives aut6, napaxaAodie xavre i

070V Mapaxdtw ouvBeopo kar tmBefanoory
s (
Actrropépieg

Me exTipnon,

EATA.

Unsubscribe

Mnyég:
ol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-

tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on

a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-
tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-
na-axiopoiithoun-oi-neoi-epistimones/
https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuZe7nx7HTnSSWT8fNtZHfnpudYAogK74be
G9Ys8rBwFFn7DgPfxkFogcHudl


https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/

AAicuon Aedopevwy -Smishing

Smishing (a combination of the words SMS
and Phishing) is the attempt by fraudsters
to acquire personal, financial or security
information by text message.

Tpé"§<° Agv, 10/5/21

~ eAéy€Te eyKkaipwg TO
pAvNHa acpaleiag-

15:49

HOW DOES IT WORK?

The text message will typically ask you to click on a link or call a phone
number in order to ‘verify’, ‘update’ or ‘reactivate’ your account. But...the
link leads to a bogus website and the phone number leads to a fraudster
pretending to be the legitimate company.

ouvdeopuog (link)

2 EURCPOL o B
| European Cybercrime HOUV b eroscaims
EC3 | &% I

Mnyég:
1. https://www.europol.europa.eu/sites/default/files/documents/3_phishing_vishing_sms.pdf
2. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/symvoules-gia-asfali-prosvasi-sto-diadiktyo/



https://www.europol.europa.eu/sites/default/files/documents/3_phishing_vishing_sms.pdf

AAicuon Aedouevwy -Vishing

/

VISHING lpeeat
THE VOICE PHISHING SCAM )
ADVICE FOR CORPORATE EMPLOYEES =2

A fraudulent practice where verbal
communication technology (e.g
VOIP or telephone) is used by an
unauthorised entity pretending to
be a reputable company. The aim is
to manipulate individuals into
revealing financial or personal
information, or into providing
unlawful access to their corporate
networks.

BE AWARE OF THE SCAM - HOW TO RECOGNISE THE CALL?

? 0

Generic greeting. Sen: l urgency due to di Ife nt reasons:
The attacker rarely knows your name detected unsecure systems, banl| k uuuuuu

pmblmsp kgdlvervt

'S FB

ion of a trusted third party, Reference to personal information available
as banks, technological or on public corporate websites or social media
telecommunications companies, courier, etc. profiles

To vishing (ouvduaouog Twv AéCewv Voice Kal
Phishing) €ival pia TNAEQWVIKEA aTrdTn

KATA TNV OTTOIa ATTATEWVEG TTPOCTIA00UV va 0ag
ECATTATACOUV WOTE VA ATTOKAAUWETE TTPOCWTTIKA,
OIKOVOMIKA 1 €TAIPIKA OTOIXEIO ] VO PETAPEPETE
xpnuara

[iveTal PeE TEQVOAOYIa QWVNTIKNG ETTIKOIVWVIAC
(Tr.X. TnAepwvikéc kKAnoeic 1 VOIP) amd un
géouaiodornuéva droua TIOU  TTPOCTIOIOUVTAN
QCIOTTIOTEG ETAIPEIEC.

Mnyég:

1. https://www.europol.europa.eu/cms/sites/default/files/documents/vishing final version.pdf

2. https://www.europol.europa.eu/cms/sites/default/files/documents/vishing -

irsf O.pdf

3. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/symvoules-gia-asfali-prosvasi-sto-diadiktyo/

\



https://www.europol.europa.eu/cms/sites/default/files/documents/vishing_final_version.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/vishing_-_irsf_0.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/vishing_final_version.pdf

AAicuon Agdopévwy -Quishing

What is a QR Code?

| - S

Dear Customer

We 00 not have your updated delievry address for your parcsl. Pl

- c kY V) !
scan e OR code below using your smartphons 10 update your 80 Ay 2 e 2 Us Paroeis -d
and it will direct yu 10 where you Can enier your new ddelivery addr cowmrEn Te—

Track your Parcel

Enter Phone Number

I we do nat recieve an updaled address within 24 howrs, your parc
De delayed until we can conform your address
Customs Charges Apply
Thank you for your co-opecation to your parcel.
I you have any quenes. piease contact us
Find out more
Bes! regrds
Customer Service Representatve

D e

MNMnyég:
https://www.ncsc.gov.ie/pdfs/Quick Guide QR _Code Phishing Scams.pdf
https://www.cyber.gov.au/threats/types-threats/quishing
https://www.ibm.com/think/insights/quishing-growing-threat-hiding-plain-sight
https://www.trendmicro.com/en_us/what-is/phishing/quishing.htmi

PR



https://www.ncsc.gov.ie/pdfs/Quick_Guide_QR_Code_Phishing_Scams.pdf
https://www.ibm.com/think/insights/quishing-growing-threat-hiding-plain-sight
https://www.trendmicro.com/en_us/what-is/phishing/quishing.html
https://pixabay.com/photos/nature-wooden-qr-code-botany-6799019/

KakofouAo Aoyiouikd & Alicuaon Asdopevwyv

|

- Je® Io%
Techniques ‘oc’o VE 0y
_ o Marketplaces R CONSRN &
Social engineering and :
Compromised data,
Attacks on Systems e . NIST
Criminal actors tools and services ) Cybersecurity .
3]
IABs & Data Brokers ) it &
% &
o Q
DETECT

Exploitation
Online fraud schemes, Cyber-attacks,

Child sexual exploitation, Hybrid threats

MNMnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA 2025.pdf p. 17
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/

https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_ Cybersecurity Incident and Vulnerability Response Playbooks 508C.pdf p. 12
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https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

newsbeast

EAAAAL

T AAiguon Aedopévwy Kal TTwWG 6a TNV ATTOPUYOUE;

()

1 Aev divoupe KwdIKoug Tpocaong ato Aoyaplaopous (roamefikoug KATT)

J Agv akoAouBoUpe CUVOEOHOUC Kal OEV OVOIYOUHE CUVNHHEVA OpXEia aTTo

AYVWOTOUG OTTOOTOAEIC UNVUMATWY (NAEKTPOVIKOU TayudpopEiou, sms)

I Xpnon ao@aréoTepwy KWOIKWY (CuvOouaouoc ypaupuarwy, aplbuwy, cupufoAwv)

Mnyn:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




newsbeast

AAASA NOATIKH  OIKONOMIA

aloaluniiorisiueiinintl s AAicuon AgdopEVwyY Kal TTWES Ba TNV ATTOPUYOUUE;

()

1 AtTo@eUyoupuE ToV id10 KWOIKO Yyia KABE Aoyapiaouo pag

d AAANGC(OUME KWOIKO O€ TAKTA XPOVIKA dlaoTAMATA

1 Aev divoupue Tov apiBud Kivntou pac ota MKA

JETTIOKETTTONAOTE ACQPAAEIG DIKTUOKOUG TOTTOUG

Mnyn:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




newsbeast ‘ ‘o
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szmxu EAAMABA  KOIMOI  MOATIKH  OIKONOMIA  AGAWTIKA  KOINONIA  YTEIA  MEPIBAAAON I 8 U o n Aea o p £V ( )V Kq I "( ) e a T n V a" o ¢ UV o U ” 8 n
] J
1 EIVI TO
anoguyoupe - oIueG odnyieg
O npanv SievBuvtric TG AiwEng HAexTpovikou EyxAfparoc, Mdpyog

)

d2UvTaKTIKA & opBoypa@ika AGBn ota pnvuuaTa Pog

d ETIKaIpOTTOINMEVO AOYICHIKO VIA TIC CUOKEUEG HOC

dMapakoAouBoupe TNV Kivnon Tou Aoyapiaouou Uag

dMapakoAouBoupe TNV AgITOUpyia TOU KIVNTOU LAC

Mnyn:
https://lwww.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies
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T ——— AAicuon Aedopévwy Kal TTwG Od TNV ATTOPUYOUE;

()

1 Ava@EpoupEe OTTWODNTTOTE OTTOIADNTTOTE ATTOTTEIPA ATTATNC

d Aladikacia ap@iofATnong cuvaAAayng Tpatrelac Pog

(TTPOCOXI) TO TTPWTO EIKOCITETPAWPO)
d ZulnToUpE TO BEPA PE TO Aueoco TTEPIBAAAOV pag Kal
d Avalntoupue Bonbeia

(H o1wmrn Bonbad kai evlappuvel TOUC ATTATEWVES TOU KUBEOVOXWOOU)

MnyA:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies
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CYBER CRIME STATISTICS —

e o | e G
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Illuml ""’ 8%
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A W V

MAKE YOUR
HOME A

CYBER SAFE ﬁfﬁ
STRONGHOLD

=

Back up your data
and run regular
software updates

Wi-Fi: always

change the default
router password

Review your apps’
permissions and
delete those you

don't use

Secure electronic

devices with

il passwords, PIN or
” biometric

information

Install antivirus
software on all
devices connected

to the internet

Choose strong and
different passwords
for your email and
social media
accounts

t Review the privacy
_{& settings of your
social media

accounts

[IpOOCTATEUOVTOG CUOKEUEG, TTPOCTATEUOUE
OgOOMEVA, TTDOOTATEUOUUE AVOPWITOUG

ol {OIRER RIS I

www.nomoreransom.org

=

https://www.enisa.europa.eu/securesme/#/cyber-tips#

n

https://www.nomoreransom.org/el/index.html

MNnvyég:

3. https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-

cyber-safe-stronghold

4, https://nonprofitcyber.org/common-guidance-on-

passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPplelLxlZqcXZ4vOQFEWDSwrDdJwTzCe0

5. https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf

6. https://www.cisa.gov/secure-our-world/use-strong-
asswords?fbclid=IwAR3zicRJ4rBYL2J0O35h0OacPPxzEEPp1el xIZacXZ4vOFEWDSwrDdJwTzCe0



https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#
https://www.nomoreransom.org/el/index.html
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://nonprofitcyber.org/common-guidance-on-passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPp1eLxIZqcXZ4vQFEWDSwrDdJwTzCe0
https://nonprofitcyber.org/common-guidance-on-passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPp1eLxIZqcXZ4vQFEWDSwrDdJwTzCe0
https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://www.pexels.com/photo/macbook-and-ipad-on-desk-207589/

MpakTikEG ZUNPBOUAEG — Eva AdBog KAIK oTolyilEl

ONE WRONG CLICK

. . . ONE FRAUDULENT CALL
XpnoipotroloUpe AOYIOHIKO TTPOCTACI0G ONE STOLEN PASSWORD

AlaTnpouue EVNNEPWHMEVO TO AOYIOUIKO.

THIS IS ALL IT TAKES TO BE™S »
VICTIM OF \ \
. r'E:EF:-:F:Ir-.ﬂER

lNpooeKTIKOI KOTA TRV TTEPINYNON HAGC,

ATTO@EUYOUNE TO KAIK € UTTOTITOUG OUVOECIOUG.

MNnvyég:
1. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
2. https://lwww.cisa.gov/secure-our-world/use-strong-passwords?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPplelxlZqcXZ4vQFEWDSwrDdIwTzCe0



https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
https://www.facebook.com/unodc/posts/pfbid0PiapGsPRxaL2xkUtbxJeQfr57UpraqXyjztV75PW37ZSzHA9GacA3kBbEhTPVm9bl

Ransomware- AUTPIOUIKO
BlB]C]

WHAT EUROPOL IS DOING
Home News Sport Business Innovation Culture Arts Travel Earth Audio Video Live
NEW YORK AUCTION A : 2, L /ﬁ\l Ragnar
i ——— _ : —~ EE(S)EESTS K@/" Logker
TO EUROPOL Lockergoga
s 2020- 2021
EU cyber agency says airport software
held to ransom by criminals

EUROPEAN MALWARE
ANALYSIS SOLUTION (EMAS)
A Contributions increase
Share <  Save [] 00

2020 - 2021

Joe Tidy Cyber correspondent and Tabby Wilson

I'\lss“s
C ,g'-rpgﬁ,,,.

I WL VR L

@-EMPACT J-CAT

JOINT CYBERCRIME ACTION TASKFORCE

<@/> NO MORE RANSOM

Cybercrime - Attacks Agains Coordinated action against ovides the victims of ransomware

Information Systems decrypt their systems

key cybercrime threats and targets

Agv divoupe mToTE AUTpA (XpuaTa)!!!!

Mnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf p. 14
2.  https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape
3. https://www.bbc.com/news/articles/cqgjeej854520
¥ \



https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape

MNpakTIKEG ZUNPBOUAEG — Evag KAEPHEVOS KWOIKOG OTOIYXICE]

* Opiloupe povadikoug KwOIKOUG TTpociaonc.
ONE WRONG CLICK ] ] ]
ONE FRAUDULENT CALL * Anpioupyoupe 1I0XUpOUG KwBIKOUG.

ONE STOLEN PASSWORD , , ,
- EvepyotroioUpe Tn AsiToupyia eA£yxou

THIS IS ALL IT TAKES m%\ TAUTOTNTAC TTOAAQTTAWY TTAPAYOVTWV.
VICTIM OF o

':"r'EiEFi':FIII".ﬂEk

MNnvyég:
1. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
2. https://lwww.cisa.gov/secure-our-world/use-strong-passwords?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPplelxlZqcXZ4vQFEWDSwrDdIwTzCe0



https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
https://www.facebook.com/unodc/posts/pfbid0PiapGsPRxaL2xkUtbxJeQfr57UpraqXyjztV75PW37ZSzHA9GacA3kBbEhTPVm9bl

TexvoAoyia — Madlika dedopéva & lNepiaAAov:

OpBoAoyIkn xpnon Twv dI0BECIHWY TTOPWV

AIyoTEPN eVEPYEIQ
& TTEPIOCOOTEPN
BiwoIgoTNTA

\ | /
SEPA

Recycling your cell phone
recovers valuable resources,
saves energy, and reduces
greenhouse gas emissions.

- "@lﬂm[n‘ iIsn'tas

5 It seems...

LLL.’ “U“

Mnyég:

https://sdgs.un.org/topics/technology

https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAROk _duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg3806RaGgzlaZUpnj-Z0 A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://lwww.unep.org/resources/toolkits-manuals-and-guides/sustainable-procurement-guidelines-data-centres-and-servers

www.epa.gov/recycle

Sk wh~



https://sdgs.un.org/topics/technology
https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAR0k_duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg38O6RgGgzlqZUpnj-Z0_A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg
https://www.facebook.com/photo/?fbid=1142071817964307&set=pcb.1142071874630968

EmypauuikeEc ammarec — Online Frauds

Finance worker pays out $25 million after video

& t~hi 1 i 1 p 4
call with deepfake ‘chief financial officer Néa 05nv|q

i e A 2020/1828/EE

QVTITTIPOCWTTEUTIKEG AYWYEG YIA TV
TTPOOTACIA TWV CUANOYIKWV
OUMQEPOVTWYV TWV KATAVOAWTWY Kal

TNV Katapynon tng Odnyiag
2009/22/EC

N. 5019/2023 ®EK A
EvowpatwBnke oto
EOWTEPIKO OikaIO
Atrolnuiwon BuudTtwyv
KUBEPVOATTATNG UTTO
TTPOUTTOBEDEIC

Buying on the dark web?

Nnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_- pcf prevention_alert 0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32020L 1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://lwww.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
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https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
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DOCUMENT LEGALISE

Ka. Awarepivn
‘ v AsuBuvri g Evpuonc

&, THE ANATOMY OF BUSINESS EMAIL COMPROMISE
INTERPOL 3 TOXIC INGREDIENTS

Millions in
illegal profits

Hacking . . T . - Money laundering

An email account is . — o Multiple transfers are made
compromised through involving foreign banks/
malware, employee s 2 A i institutions

intrusion, etc.

# 7 arefil

[TapaAAayEC OIAOIKTUOKWY ATTATWYV

ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

EMPLOYEE ACCOUNT
COMPROMISE

CEO FRAUD /
CEO IMPERSONATION

BOGUS INVOICE
CHEME

INTERPOL

[nyéc:

1. https://www.europol.europa.eu/operations-services-and-
innovation/public-awareness-and-prevention-
guides/beware-scams-involving-fake-correspondence-
europol:el

2. https://www.messinialive.gr/eksarthrothikan-dyo-
speires-pou-arpaksan-630-000-evro-eksapatontas-
polites-120-peristatika-thymata-kai-stin-
kalamata/?fbclid=lwY 2xjawKIUB1leHRUA2FIbQIXMQBic
mIkETBaVzimbWJCejdnQXJ5UkJWAR7I1JbmyoKO0G5 A
kGO_6HJ9 su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0x
FuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA



https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.messinialive.gr/eksarthrothikan-dyo-speires-pou-arpaksan-630-000-evro-eksapatontas-polites-120-peristatika-thymata-kai-stin-kalamata/?fbclid=IwY2xjawKlUB1leHRuA2FlbQIxMQBicmlkETBaVzlmbWJCejdnQXJ5UkJwAR7IJbmyoK0G5_AkG0_6HJ9_su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0xFuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA

AlaélKTuaKég ayopE

EYKAIPIA-

= OL xpuooi Kavoveg Twv 6L 6[ TUAK

0

ATOPAZE ANO AZIOMIZTEX MH ITEANEIXZ XPHMATA XE KAMOION
MHIEX

IKEWOY AYO ®OPEXMPIN a ( 2
NAHPOIEIS MOY AEN I'NQPIZEIX
Xpnotponoinoe papkeg kat BeBatwoou o1t katavoeic [? D@ Asev Ba £61veg Xpripata oe £va Tuxaio dtopo

OKEPTOPAI TTPIV AYyOopAoWw

Karaotrpata ta onoia TOUG KIVBUVOUG TWV oTo Hpopo, PNV To KAVELS Kat oTo dtadiktuo.

yvwpiZeig. SLABIKTLAKWY AyopwV. Eav eivat duvatov, aoknoe 1o dikaiwpa tng

AZIOAOTHEEIX XPHIIMOMOIHEE MIETOTIKEE KAPTES
OTAN ArOPAZEIX AIAAIKTYAKA

/ NpoTEPNG Naparafis TWY MPOIOVTWY.
EAEF=E KPITIKEE KAl fﬁ @ °

E1d1ka ayvwoTwy Katastnpatwy

: ! MH ITEANEIZ NOTE TA ITOIXEIA
Kal HEHOVWHEVWY TWANTWV.

20,

OL MEPLOCOTEPES MUOTWTIKES KAPTES EXOLV THZ KAPTAZX X0Y MEZQ E-MAIL

o ve) LOXVPT) TOALTLKY TtpooTaciag nehatwy. Eav
) Sev AaBelg auTd mov napryyetAeg, o ek6OTNG Moté pn oTeAvels avtiypago Tng
EAETZE TIX ENMANAAAMBANOMENEX NG KApTag evOEXETAL va OE AMOZNPIWOEL. Kaptag cov, Tov aptBuo, to PIN f

XPEQYEIX onotodrnote aGAAo oTolxelo NG pEcw

i
o

Mpiv WOELS Ta OTOLXELA TNG KAPTAG TOU

e-mail
yla MANpwHI CLUVOPOUNTIKAG UNINPETLAC, (
péow d1adikTuou, pabe WG PNOPEIS va o m

SLAKOWELG TNV UTINPECIa auTr). EAETZE THN AZGAAEIA
+/ NAHPOMAN THE
% o\ 5 IETOZEAIAAX
BEBAIQXOY OTI H META®OPA ANOOGHKEYZE OAA TA IXETIKA ME TIX AEN OA ATOPAZEIY; MHN A®HXEIX Mpaypatonoinae Ti SIabKTUAKES
c:’: AEAOMENON EINAI AX®OAAHE AIAAIKTYAKEL X0Y ATOPEX EFTPA®A THN KAPTA X0Y MNIiz0 QYOPEG 00U HOVO OE LoTOOEAISEG TIoV
Xpnotpomnotolv mArpn auBevTikornoinon
Xpnotyonoinoe ta npwtokoAAa HTTPS kat Evbéxetal va xpetactoly yua va Edv bev ayopdoeig KAty pnv (onwg Verified by Visa /MasterCard
SSL otav nepinyeioat oto dtadiktuo. anodeifouv Toug Gpoug Kat TIg UTTOBAAELS 1) CWOELG Ta oTolXEla Secure Code).
BGupnoou: povo To cOPBOAO TOU AOUKETOU S npolUnoBEoelg TG MWANONG f yiava ¢ KaptTag cov.
6ev KAveL £vav LOTOTOMO acPar). anodeifouv OTL EXEIG TANPWOEL yia Ta
ayabd.
ECB CYBER
= EURCPOL |fom S A ICRIME #BuySafePaySafe

MNMnyég:
1. https://lwww.europol.europa.eu/sites/default/files/documents/ecommerce goldenrules 2020 gr O.pdf
2. https://www.europol.europa.eu/covid-19/covid-19-shopping-scams



https://www.europol.europa.eu/sites/default/files/documents/ecommerce_goldenrules_2020_gr_0.pdf
https://pixabay.com/illustrations/online-sales-ecommerce-technology-2108028/

| | MpooTacia avnAKwy KATAVOAWTWV | ewsssthess

protect minors
online?

O1 TTpounBeuTEC Bev dlaBETouV 0TV Ayopd TTPOIOGVTA, TA OTTOIa AOYW
TNG MOPPNG, EIKOVAC Kal XpNong, Yia TNV oTroia TrpoopidovTal 1)
TOU TPOTTOU dIA0ECNC KAl TTPOBOANC TOUC: AR

a) EVEXOUV KIVOUVOUC YIa TV OJOAR WUYXIKA, TTVEULATIKA N NBIKA avATTTUEn TwV aVIAIKWY KATAVOAWTWY,

B) ekBETOUV TOUC AVAAIKOUG KATAVOAWTEC O0€ Kivouvo oe€oUaAIKNG BupaTotroinong N EKUETAAAEUONG.

O1 TTpopnBeuTEC Bev TTPOBAAAOUV TTPOIOVTA TTOU aTTEUBUVOVTAl O€ AVAAIKOUG KATAVAAWTEC,
UE TPOTTO TTOU OTPeRAWVEl TNV €IKOVA TNG TAIBIKAS NnAIKiag, 10iW¢ MECW TNG XPRONS TTPOoWONTIKWYV
EVEPYEIWV TTOU TTEPIEXOUV UNVUMOATO JE OEEOUAAIKO TTEPIEXOMEVO 1) OECOUAAIKA UTTOVOOUUEVA.

ApbBpo 7a N 2251/1994 61w TpotroTroindnke pe apBpo 21 N. 5019/2023, N. 5099/2024

W/
MNnyég:

1. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%AD%CF%81%CF%89%CF%83%CE%B7-
%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AEY%CE%BB%CE%BI%CE%BA%CEY%BF%CF%82-
%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AEY%CF%82/

2. https://mitos.gov.gr/index.php/%CE%94%CE%94:%CE%9A%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1_/ %CE%91%CE%BD%CE%B1%CF%86%CE%BF%
CF%81%CE%AC_%CF%83%CF%84%CE%B7%CE%BD_%CE%95%CF%80%CE%B9%CF%84%CF%81%CE%BF%CF%80%CE%AE_%CE%A0%CF%81%CE%BF%CF%83%CF%84%CE%B1%CF
%83%CE%AF%CE%B1%CF%82_%CE%91%CE%BD%CE%B7%CE%BB%CE%AF%CE%BA%CF%89%CE%BD

3. https://digital-strategy.ec.europa.eu/en/library/commission-seeks-feedback-guidelines-protection-minors-online-under-digital-services-act



https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.facebook.com/photo/?fbid=1110959614404311&set=a.295498422617105

‘ [1pooTacia avnAikwv KGTGVG)\(JL)T(DV‘

[MpoiévTa TTou TTapaBIdlouv TIC aTTayopeUoEelc BewpouvTal 1I8iwg Ta TTPOIOVTA TTOU ANECA ) EUPEDA:

a) TTPOKAAOUV YO0 1] avac@AAEla OTOUG AVIAIKOUG,

B) TTapoTpUVOUV O€E TTAPAVOMN I ETTIBETIKA CUUTTEPIPOPA 1) Xprion PBiag,

Y) TTAPOTPUVOUV O€ CUNTTEPIPOPES KATAOTPOPNAS TOU TTEPIBAAAOVTOC,

0) TTapOTPUVOUV O CUHTTEPIPOPEG KAKOTTOINONG {WwV,

€) KaAAAIEpYOUV dlakpioelg AOyw QUANG, QUAoU, BpnokKeiag, 1I0ayEveIag, avaTrnpiag ) 0€COUAAIKOU TTPOCAVATOAICHOU,

OT) €y€ipouv, AUECA 1 EUUECQA, TTPOWPA, TOV EPWTIOHO MEOW AEKTIKWY N EIKOVIKWY AVOTTAPACTACEWV UE OEEOUAAIKA pnvUHOTO
TToU dev OUVADOUV HE TNV EIKOVA TNG TTAIBIKAG NAIKIOG KAl TA IDIAITEPA XOPAKTNPIOTIKA QUTHC,

() avatrapAyouVv oTEPEOTUTTA TTOU Biyouv TNV 1I00TNTA TWV dUO PUAWV,

n) TTAPOTPUVOUV O€ TTPAEEIG TTOU OEV CUVADOUV HE EUPEWG KABIEPWHEVA NBIKA TTPOTUTTA Kal OgiEg,

0) TTapoTpUVOUV TOUC AVAAIKOUG OTN CUMHMETOXN O& TUXEPA TTaiyvia 1] TIPOCOMNOIWVOUV TUXEPA TTaiyvia dNUIOUPYWVTAC KivOuvo
gBiopou,

1) TTAPOTPUVOUV Ot XPROT VOPKWTIKWY OUCIWYV,

1a) JTTOPEI va EKBETOUV TOUC AVAAIKOUG O€ KivOuvo O€SOUAAIKRG BupaToTtroinong r eEKMETAAAEUONG.

ApBpo 7a N 2251/1994 omtwg TpoTtrotroindnke e apbpo 21 N. 5019/2023, N. 5099/2024

| INYEG:

1. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%AD%CF%81%CF%89%CF%83%CE%B7-
%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AE%CE%BB%CE%B9%CE%BA%CE%BF%CF
%82-%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/

2. https://mitos.gov.gr/index.php/%CE%94%CE%94:%CE%9A%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1_/ %CE%91%CE%BD%CE%B1%C
F%86%CE%BF%CF%81%CE%AC_%CF%83%CF%84%CE%B7%CE%BD_%CE%95%CF%80%CE%B9%CF%84%CF%81%CE%BF%CF%80%CE%AE_%CE%A0%CF%81%CE%BF
%CF%83%CF%84%CE%B1%CF%83%CE%AF%CE%B1%CF%82_%CE%91%CE%BD%CE%B7%CE%BB%CE%AF%CE%BA%CF%89%CE%BD

3. https://digital-strategy.ec.europa.eu/en/library/commission-seeks-feedback-guidelines-protection-minors-online-under-digital-services-act
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https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://unsplash.com/photos/UH-xs-FizTk

AladIKTuaKEC aTtraTec - Odnyiec NG TTE

TPANIEZA THE EAAAAOZ
EYPQEYETHMA

Mg npocTarevoual
ano TIG NAEKTPOVIKEG ANATEG

DPONTIZQ TO

EIMAI IAIAITEPA
MPOXEKTIKOZX/-H...

...ME TIG SIASIKTUAKEG ayOopES
HOU Kal ENIAEYW
NAEKTPOVIKEG NAQTHOPUES
KAl KaTaoTAKATa
EPNICTOOUVNG EAEYXOVTAG
Kal TUXOV agloAoyNOoEIG nMou
undpxouy (EAEyxw OTI gival
TO owoTo url Kal &1 viveTal n
xpenon «https://..» A 6T
epgavigeTal To cUPBOAO TOU
AOUKETOU).

EAEMXQIMANTATIZ

/\ G EIAOMOIHZEIZ NOY
AAMBANQ ANO THN
TPATEZA MOY...
N @ X .TA UNVULIATA NOU CUVOJEUOUV

KWOIKOUG pIag xpriong OTP,
€1I00MOINCEIG YIa CUVOEDH VEWY
OUOKEUWV, UNPIAKWY NOPTODOAILY,
UNNPEECIV NANPWHWY Kal
eniBeBaIvVw 6T apopolv SIKEG HoU
EVEPVYEIEG. TAKTIKA EAEYXW KAI TIG
KIVAOEIG TWV AOYApIACH®V HOU.

AEITOYPrIKO
ILYITHMATOY =

YNOAOFIETH o
MOY... N

ENHMEPQNOMAI
U AIAPKQE... /)]

Y10 TOUG KIV3UVOUG Kal
TIG VEEG LIOPDES andTng.

T |
% ------ a BEBAIQNOMAI OTI...

.0 ANOOCTOAEAG TwWV UNVULATWY Nou AapBave gival 0 npaypaTikog
(akdua kal av gpaivetal 611 €ival PIAIKS Hou NEOCWNO A ENICNHUOG GOPEAS).

EIMAI ZE : a eival EVNHEPWHEVO Kal va

ErPHIOPZH... npooTaTeleTal and antivirus. MPIN AMANTHZQ XE EXQ YNOWH OTIH TPAMNEZA AEN
AITEAIAEPTAZIAZL, ©A MOY ZHTHZEI NOTE...

_.anNévavTi OE N CUVABEIS CUUNEPIDOPES Kal Eniong, EvnUEPWV® ToV browser nou EAErXQ... ..TO pin TNG KAPTAG 1 TOV KWBIKG Tou e-banking pou.

KaTaoTACEIG (M. EVNUERWON YIA KUEYAAEG XPNOILONMC al Slaod 0 . Ta oTolxela TG ETaIpIag Nou

EUKQIPIEG, AITAUATA yIa ENElyouca ) al agionicTo ’\_\\

: , ) > npPooEPE! TN B€on.
KartaBoAn xpnudTtwy, UnonTn SpacTnEIGTNTA

oTov TPAnedIké AoYapIacuo f TNV KAPTA).

é "\\\ " AEN AMANTQ...
4 ..0£ UnonTa e-mail, sms, KAMOEIG Kal OE Kapia nepinTwon dev akoAouba links / QR codes

®aBwg Kal Sev avoiyw cuvnuuéva apxeia.

AEN MOIPAZOMAI FANAMMNQETOSITE THE
TAITOIXEIA... TPAMEZAZ MOY...

AEN

Eipial NoAU NPOoEKTIKOS / - Tav
SnuooieUw ayyeNES kal dTav
anavTw o€ ayyEAEG AAAWV.

AMO®EYIQNA
IYNAEOMAL...

..0£ dnpéoia kai anpooTdTteuTa dikTua wi-fi. L

AEN ANMOOHKEYQ TOYXZ KQAIKOYZ MOY...

CTOV KGBE 6 i\ /0 TN XProN

AKOMA KAIME THN YNOWIA OTI

.Tpanedikou Aoyapiacuou /
KAPTAg / KwdIKoUS HIag
XPrioNG Kal euaictnTa
NPOCWNIKA OEOONEVA.

NANKTPOAOYW EYW TNV NAEKTPOVIKI BleUBUvVON
Kal eV AKOAOUB® XOpNYOUHEVOUG OUVBECUOUG
and unxaves avadritnang.

BeBaiwvopal 6Ti Bpickopal oTo npayparike site
NG TPANeCag (EAEyXw OTI €ival TO cwaT url kai

ANTAMOKPINOMAL...

..OE QVandavTeXES KANOEIG arno
UMNOTIBEUEVOUG NAPAXOUS UNNPESIV

(Microsoft, EATA, AEH, Epopia kKAN) Xwpig va
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Exhibit 1: Students require 16 skills for the 21st century

Foundational Literacies
How students apply core skills

to everyday tasks

1. Literacy

2. Numeracy

3. Scientific
literacy

4. ICT literacy

5. Financial
literacy

6. Cultural and
civic literacy

21st-Century Skills

7\

Competencies
How students approach
complex challenges

Character Qualities
How students approach
their changing environment

11. Curiosity
12. Initiative

13. Persistence/

14. Adaptability

15. Leadership

16. Social and cultural
awareness
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https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives

https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/

https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://reports.weforum.org/docs/WEF New_Economy_Skills_2025.pdf p.7
https://lwww3.weforum.org/docs/WEF _Schools_of the Future Report 2019.pdf
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https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://lwww3.weforum.org/docs/WEF _Schools_of the Future Report 2019.pdf
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Imagining the Internet, Robin Mansell, 2012, Oxford University Press, p. 38-40
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https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://apps.eett.gr/complaints/Complaint.seam
https://apps.eett.gr/complaints/Complaint.seam
http://www.synigoroskatanaloti.gr/index.html
https://www.opi.gr/
http://www.adae.gr/
https://www.eof.gr/web/guest;jsessionid=c9642e4e6876ead2dd197dd8694d
https://www.eett.gr/opencms/opencms/EETT/index.html
https://www.synigoros.gr/el
https://www.synigoros.gr/paidi/index.html

Avagpopa KuBepvoeyKANUATWV-

UTTAPXEI TTAOTPOPUA —AMEC O, EUKOAO KOl OWPEAV

KatayyeAisg yua eykAnpata kufepvoywpou

SLadLkTuou

KatayysAia yia olkovopLkd KuBspvosykArpata omou spmAEKovVTaL

nAskrpovika/YinpLakd vopiopatra

KatayyeAia yia mapafiacr Tou amopprtou Twv AEKIPOVLKWY Kal

INASPWVLKWY EMLKOLVWVLWY

KatayysAla yia mapavopn SLakivngorn oMILKOGKOUOTLKWY £pYwV

HEow SLadiLktuou

KatayysAia yLa EPLTTWOELG AMATNG € UTIOAOYLOTH

rPobde

Mnyéc:
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas 18-12-2020
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-

epochis/
https://www.europol.europa.eu/report-a-crime



https://pixabay.com/el/vectors/%CF%83%CE%B9%CE%BB%CE%BF%CF%85%CE%AD%CF%84%CE%B1-%CE%BA%CF%85%CF%81%CE%AF%CE%B1-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CE%BF%CF%83%CF%8D%CE%BD%CE%B7-%CE%BD%CE%BF%CE%BC%CE%B9%CE%BA%CF%8C%CF%82-3686231/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.europol.europa.eu/report-a-crime
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.europol.europa.eu/report-a-crime
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http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/

EykAnuatoAoyikn ‘Epeuva Wnoelakwy lNeiotnpiwv pe epyaAeia TN

-
EUROPEAN METWORK m& ®
OF FOREMSIC SCIENCE __)PI 1

L%l@??

INSTITUTES

e . PRECISION
FORENSICS

S _ = cssisiEi=E g IT'S ALL IN THE NAME

& Because 'International Organization for
I e g Standardization' would have different i
— acronyms in different languages (10S in |_|pOTU'IT£§ Kal
English, OIN in French for Organisation 'ITIO'TO'ITOIF]}JE'ZVEZQ
- internationale de normalisation), our A dladikaaies (ISO
L ; " founders decided to give it the short yd 9001, I1SO

i ‘ form ISO. ISO is derived from the Greek 17025)

'isos', meaning equal. Whatever the

country, whatever the language, we are

e always IS0.
- f
Mnyég:
1. https:/mwww.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/
2.  https://www.iso.org/about-us.html
3. https://enfsi.eu/
4. https://enfsi.eu/wp-content/uploads/2024/06/ENFSI Annual Report 2023-1.pdf p. 16


http://www.astynomia.gr/images/stories/2010/22122010ktirio1.JPG
https://www.iso.org/about-us.html
https://enfsi.eu/
https://enfsi.eu/wp-content/uploads/2024/06/ENFSI_Annual_Report_2023-1.pdf
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report%20-%20The%20Second%20Quantum%20Revolution.pdf

Aiebvnc 2uvepyaoia — AvraAdayr) NAnpo@opiwv

=Z EURTPOL

EC3 | tasmon

18" Meeting of the European Union Cybercrime Taskforce (EUCTF)
4 & 5 October 2018
Europol Headquarters

0 | TTANPOo®OpPIEC & KAAEC TIPAKTIKEC

and Exploitation Cases

Nnvyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022 Public 0.pdf
2. https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations
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https://upload.wikimedia.org/wikipedia/commons/0/0d/Europol_building,_The_Hague,_the_Netherlands_-_901.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022_Public_0.pdf
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.facebook.com/photo/?fbid=942723059269620&set=a.521388331403097

AieBvnc 2uvepyaoia — Npacn kal ATToTeEAEouATO

Emixeipnon «Kidflix»

Generalstaatsanwaltschaft ((:
Bamberg “\

* Ai1geBvig emixeipnon tng Europol kai
Eurojust padi pe dAAeg 38 xwpeg
OUMMETEIXaV aTnV ETTIXEIPNON .

H épeuva ¢ekivnoe 1o 2022 kal KaTéAnge o€
eOOPAdeC dpaong atrd TIG 10 €wg TIg 23
MaprTiou 2025.

MéExpl oTIVUNG, €XEl 0dNYNoEl oTa akdAouba

kS RI T T TT T T i amoteAEopara:
« 91.000 video 2EA
B Bevacion stun Crisinai Posceomon | N « 1.393 UTrotTTOI TQUTOTTOINBNKAV
Dihce of fhe Pubsc: Prosscubor Gerseal in Barnbarg . 79 OTroTITOI GUVEAREBNCAV
* > 3.000 ynolaKEG OUOKEUEG
KataoxEBnkav
Europol, 02/04/2025 * 39 Taidid TTpooTATEUBNKAV

Mnyn:
https://www.europol.europa.eu/media-press/newsroom/news/global-crackdown-kidflix-major-child-sexual-exploitation-platform-almost-two-million-users
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https://www.europol.europa.eu/media-press/newsroom/news/global-crackdown-kidflix-major-child-sexual-exploitation-platform-almost-two-million-users
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https://www.nomoreransom.org/el/index.html

ETKaipoTroinon BecuIKoU TTAAITIOU Medicrime Convention

(n Zuppaon yia Ta GAPHMAKA TTOU SIOKIVOUVTAI TTAPAvVOua 0TO O100iKTUO)

Tnv uttéypaye n xwpa pag 18/5/2022

EKkpepEi N ETIKUpWON atrd TNV 28 October 2011
EAANVIKA BouAn

05/06/2026

ENTERING INTO FORCE

1st January 2016

1st COMMITTEE OF PARTIES

17 December 2018

23 RATIFICATIONS

15 CoE member States

8 non CoE member

States (Belarus, Benin, Burkina
Faso, Guinea, Ivory Coast,
Morocco, Niger, Russian
Federation)

22 SIGNATURES

Mnyég: 14 CoE member States

11 Vi

1. https://www.coe.int/en/web/medicrime

2. https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3AN6QmrARke1B/content/greece-signs-the-medicrime- 8 non CoE member
convention?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fmedicrime%2Fnewsroom%3Fp_p_id%3D101_INSTANCE_3N6QmrA States (Chad, Chile, Congo,
RkelB%26p_p_lifecycle%3D0%26p_ p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1 Ecuador, Israel, Mali, Togo,

3. https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/ Tunisia)

4. https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-
078e1bc7375a/12951870.pdf?fbclid=IwY 2xjawkKratleHRUA2FIbOIXMABicmIKETBAT 1hObDNNNkh4TWZ6SEAWAR7ZYLMoQFAYNOXbg7VUbCBMpkOWKCVhgsWCz

krb32 SQWV-jKJpRxtPZjs 4w_aem_O00bjjEQYTRQrYa7NFznhNg
5. https://www.opengov.gr/yyka/?c=17616&fbclid=IwY2xjawRakutleHRUA2FIbQIXMABicmIKETB2aElscjJNeEMwWnVyZG1xc3J0YwZhcHBfaWw QQMjlyMDM5MTc40ODIw
MDg5MgABHmMUuU0zwYXnw004dhTi83hFCr3cm61VaVVpTix7D8LxYjzyROOt9xoVV_0Lqr_aem_488086woRUKI9OLXibRJISLg

2 countries invited to

sign (Cameroon, Senegal)



https://www.coe.int/en/web/medicrime
https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3N6QmrARke1B/content/greece-signs-the-medicrime-convention?inheritRedirect=false&redirect=https://www.coe.int/en/web/medicrime/newsroom?p_p_id%3D101_INSTANCE_3N6QmrARke1B%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1
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Criminal-law penalties,
international prevention
and victim-protection
measures

Framework for
international co-operation
and co-ordination at
national level

o IE

TiI TTPOBAETTEI N 2UuBaon

Medicrime Convention

. MEDICRIME
k CONVENTION

Setting up contact points within
national judicial, health and law
enforcement authorities to ensure
transborder co-operation

Setting up a Committee of
the Parties to monitor

L MoivikoTtrolgi Tnv TTapaywyn Kai v d1oKivnan Twv
TTAAOTWY QAPUAKWY

MNpofAEtrel cuvepyaaia e dieBveic opyaviououg
omrwg Tov MOY, v Interpol, Tnv Europol

L EmIKEVTPWVETAI OTNV TIPOCTACIN TNC dNUOCIAC
uyeiag



https://rm.coe.int/medicrime-10-questions-and-answers-eng/168096d6bc

MEDICRIME
CONVENTION

Avnathmes; Anpoeghery;

Ahe/Tiokn, 29/05/2025
EPOTHEH
NPOX: 1.YNOYPIEIO YTEIAZ
2 YNOYPIEIO WHOIAKHE AWKYBEPNHIHE
3.YMOYPIEIO AIKAIOZYMHE
4.¥YNOYPrEIO MPOLTAZIAL TOY NOMTH

BEMA: ANAIKAIA H EMIKYPOIH & E®APMOIH THI AIEBNOYE
IYMBAEHE A THN MAPANOMH AIAKINHIH ®APMAKQON ITO
AIAAIKTYO  (MEDICRIME CONVENTION], TNPOKEIMENOY NA
BOOPAKIITEI H AHMOZIA YTEIA!

To ZupBolho g E upmng 1o 2011 mMpoywpnoe, ge eMikmpo Ypdvo, O
Béamon guprmayods vopoBenkod mhmoiou wia Ty karamolipnon  mg
Mapdvoung SIOKVNONG PApUaKEUTINGNY OKEUAOUATWY OTOV Wrgia m\‘.! wiopo,

D\lp&w Tag Ty fugBvi] ZopBaan yia wupuum nuubt uuuuuuuuuuu
Biadin eupltepa ywwot wg «ahMedi nmeC nvention:, r omola ko Téenke

1oy 10 2016.

H EAhada, amodifoviag v Séouoa Bapdtmra |'| ﬂc p r| qu on g
dnudoag uyeiag g ywpac, Tpodfn oty (= )

1oy Mdio Tou 2022, n omoia wotdoo Sev el :vmnu u)B "wclune m
omhootame” g Xupac, kaBug exxpepel n Sodwaoia mg mmpcuur]c; UG,

Omruwg £ Kal aTo ouvoSEUTIKG UTidpvrpa T AevBuvTod g
.mu.lﬁng thmpmrmw EyrAfparog,  Av T T m'cl ea., lewpyiou
Namanpodpopow, n koBuoTépnan evéxe o |3 pods kvdovoug, kabBug kal

THYEpRa m:; Suoharoupyies gt 4T apopd TV Eappoyr Tou vopou
pmml: WTag TOUg TToAITES.

H emkdpwon g olpfoong Ba evepyomomnoe fva oTparnyirg onpadiag
:p\rul\:lu Wi Ty npclurumu T ncwld.w untvu ﬁu\rn m Bavatngpdpa
OREVATUATT u\rvw TpoEAEUTTS, EVITKUOVTOL wg Mohiteia T eEwrepikn
Hog sikdva  TIou 6 EIKVUEL  LOpIPAT |'| |, peBodikoTnTa Kol Duv:’n:lu am
TMPOAoMan Tou UTTE p ou ayabod g uyEiog.

TI KAvel N xwpa pacg yia 1o BEua

dYnoypadn Zuppaont
Mdawog 2022

U Emepwtnon yia tnv pn

I_ﬂl_'ﬁ Emikupwon tn¢2oppaonc

2EMTEUPPLOC 2025

[ TortoBEtTnon otn
dlaBouAsuon
AttpiAloc 2026

Representative to
Committee of the Parties
Single Point of Contact

Mnyég

. https:/lwww.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-

078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FIbQIXMABicmIkETB4T1hObDNnNkh4 TWZ6SE4WAR7zYLMoQFAYNOXbq7VUbCB
MpkOWKCVhgsWCzkrb32_SQWV-jKIpRxtPZjs_4w_aem_00bjiEqYTRQrYa7NFznhNg

. https://www.hellenicparliament.gr/UserFiles/67715b2c-ec81-4f0c-ad6a-476a34d732bd/12976450.pdf
. https://www.opengov.gr/yyka/?c=17616&fbclid=IwY 2xjawRakutleHRuA2FIbQIxMABicmIkETB2aElscjJNeEMwWnVyZG1xc3J0YwZhcHBfaWQQMil

yMDM5MTc4ODIwMDg5MgABHmMUuO0zwYXnw004dhTi83hFCr3cm61VaVVpTix7D8LxYjzyR0OOt9xoVV_0OLqr_aem_488086woRUKIILXibRJSLg



https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/67715b2c-ec81-4f0c-ad6a-476a34d732bd/12976450.pdf

Anuokpartia & Avopwtiva AIKAIWPATA

To TTpaVUATIKO dIaKUBsUUO

Figure 1. Layers of cybersecurity needs.
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Mnvég:
1. https://www.enisa.europa.eu/publications/enisa-position-papers-
and-opinions/enisa-input-to-the-css-review-b p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22 2695
3. https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE Paper 7 Geopolit
ics_and_strategies in_cyberspace WEB.pdf

N

4. https://digital-strategy.ec.europa.eu/el/policies/europes-digital-

decade



https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b%20p.7
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b%20p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
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T1 Ba ytTopoUCE VA ViVEl

d MpooTaoia KiI evOUVANWON TWV EUAAWTWY ATOUWV
d Avatrtuén KouAtoupag
(KuBepvoaopaAeiag — TrpooTaciag dedopeEvwy — TTAaigiou TN- TexvonOikn)
O Aglotroinon TTopwv Kal dUVATOTATWY
d KGT(']pTIOT]- £K1Tdi5£UOT|- U&TEK'ITG@&UOT] (avep(bmvwv TTOPWV KI EUAAWTWY opdéwv)
L ZeBaopdg TTOAITIKWY KUBEPVOATPAAEIAC & TTPOOTACIOC TWV TTPOCWTTIKWY OEQOUEVWV
L ECAAsiyn - TTEPIOPICHOG AVICOTATWY KAl CUMTTEPIANWN
d Evioyuon OeTikwv Apacgewv Kal [MpwTtoBouliwv
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1. https.//afterdarknews.gr/news/giorqos-papaprodromou-0-anthropos-paramenei-to-megqalytero-risko-kai-i-ischyroteri-amyna-stin-
kyvernoasfaleia/?fbclid=IwY2xjawSOKFZleHRuA2FIbQIxMABicmIkE TE4czYzd1FBNDVJUVhVbXZDc3J0YwZhcHBfaWQQMjlyMDM5MTc40DIwMDg5MgABHkbwVUpo5w T4 TriEeaswrL.gb-00T6xO0L8KAQodPIyC4JP-
ViKgvVA4AvZbs_aem _Ca3mRcWROJIU2sKeohMApw
https.://www.samiakonvima.qr/2025/10/blog-post.html
https://www.dimokratiki.gr/10-11-2024/giorgos-papaprodromou-antimetopizontas-tis-proklisis-tou-psifiakou-kosmou-apo-to-kyvernoegklima-sti-diafania-ke-tin-psifiaki-pedia/
4, https.://www.tharrosnews.qgr/2025/04/o0-proin-diefthyntis-tis-diefthynsis-dioxis-ilektronikou-egklimatos-giorgos-papaprodromou-sto-tharros/
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https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
https://www.dimokratiki.gr/10-11-2024/giorgos-papaprodromou-antimetopizontas-tis-proklisis-tou-psifiakou-kosmou-apo-to-kyvernoegklima-sti-diafania-ke-tin-psifiaki-pedia/
https://www.tharrosnews.gr/2025/04/o-proin-diefthyntis-tis-diefthynsis-dioxis-ilektronikou-egklimatos-giorgos-papaprodromou-sto-tharros/

OI1 TTPOTEPAIOTNTEC YIA TNV TTOAITEIO bl i

d Zrparnyiki kail Opaua
 MoAiTrikAA BoUAnon & geuputepn dUVATA CUVAIVESH

O KouATtouUpa 2uvepyaoiag Popéwv

[I'lavsmarnulaxég 2X0Aé¢, Epeuvnrika Kévrpa, Emiornuovikoi 2UAAoyol, EutrAskousvol gopeic, Evioxuon Aisvoug Zuvepyaoiag]
J KouAtoUpa Texvon0ikng
1 Oegopiki Bwpdkion

[20 TTpwTOKOAANO Cybercrime Convention (diaxeipion wnelakwyv teioTnpiwv), Auln dikoypagia, ¢eIdiKEUan dIKOOTWY,

Ei1diIk6¢ EloayyeAéag yia To KuBepvoEykANUa yia OAn TNV Xwpa, oplonos EloayyeAikou AeIToupyou yia TTOTTTEIQ TTAATOOPUAG
KaTtayyeAIwy, evioxuon PE ETTIOTAPOVEG TWV EYKANUATOAOYIKWYV EPYACTNPIWY VIO TNV £EETAON TWV TTEICTNPIWY, KATAPYNON
Tpatre(IkoU aTTopprTou, £TTIKUPpWON atrd Tn BouAn KiI epappoyry Medicrime convention, evioxuon Tou BeodIkoU TTAQIgiou yia
TNV TN, Ka.]

O Ai1d@eon Mépwyv via Tnv KuBepvoao@aAsia
O ASiokpartia — Ala@aveia - AiIkaloouvn
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kyvernoasfaleia/?fbclid=IwY2xjawSOKFZIeHRuA2FIbQIxMABicmIkETE4czYzd1FBNDVJUVhVbXZDc3J0YwZhcHBfaWQQMjlyMDM5MTc40DIwMDg5MgABHKkbwVUpo5wT4TriEeaswrLgb-00T6xO0L8KAOQodPyC4JP-
ViKqvVA4AvZbs _aem Ca3mRcWROQJIU2sKeohMApw
https://www.samiakonvima.qr/2025/10/blog-post.html
https://www.dimokratiki.qgr/10-11-2024/giorgos-papaprodromou-antimetopizontas-tis-proklisis-tou-psifiakou-kosmou-apo-to-kyvernoegklima-sti-diafania-ke-tin-psifiaki-pedia/
4. https://www.tharrosnews.qr/2025/04/0-proin-diefthyntis-tis-diefthynsis-dioxis-ilektronikou-egklimatos-giorgos-papaprodromou-sto-tharros/
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https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
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Q¢ ZUNTTEPAC O

 O1 rpokAnoeic Tou KuBepvoxwpou €ival TTOAAEC Kal
TTOIKIAEG.

 Ta ac@aAn 0edopEva ival utoBean OAWV Jac.

J Evnuépwon & euaioOntotroinon amo 0Aoug pac.

J MiAaue dev oiwTroupe — Zntouue fondeia

J AikaiouyaaoTe Evav ao@AAECTEPO KUPEPVOXWPO
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2TO XEPI MOAC...VaA VIVOUUE £va YEQUPI TTOU
OUVOEEI TNV TEXVOAOVIA UE TNV EUNUEPIA PAC



https://dimospylis.gr/dke/pyli-3/pylis/

MIa VEQ B10YOOVIKE EQAPHOYA 2.€ KAB¢e trepiTrTLON.. ...

To KAAUTEPO OWPEO YIa OAOUC
Ki auti AEyetal “oeBaocuog’

,’

Putting your phone away
and paying attention to
those talking to you..
there's an app for that.

[t's called respect.

Mnyn:
https://www.linkedin.com/company/eur
opean-leadership/posts/?feedView=all

«EVWUEVOI UTTOPOULE TTOAAQ,
uovol uac Tirroray



https://www.linkedin.com/company/european-leadership/posts/?feedView=all

XpNOINES TTANPOPOPIES
OTO KavdaAl Tou eionyntn oto Youtube kal otn oeAida cyber-news.gr
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o¢ Nananpobpopou - Giergos Papaprodromou NPT, U Y

Prevention Guides EUROPOL

europol.eurcpa eu/operations-services-andinnovation/ public-awaren._

Protecting Chikdren COE
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Cybercrime COE v Nnwpyoc NMananpodpopov - Giorgos Papaprodromou
u - 1,31 XIA. EyyEypappévol - 241 Bivieo
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interpol.int/ Crimes,/ Cybercrime
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ENISA PUBLICATIONS

n, il ALOU YEL Bivteo

Tpomot Atayeiptong MePOTATIKWY ANATNG GTOV KUBEPVOYW)...

eniza.europa.eu/publications#:3=201 2&c3=2022&c3-falsekeI=publi... M e 4 - , [ . 27 ngoBohb  vpw i Lrgsipa
CYBERSECURITY CISA USA 8 8“ GTI Ka .

H KwvoTavtiva AnpoyAisou kat o Mwpyog MNananpospopuov
o . i : " . KAAEOUEVOL OTNV TIPWILVI) EKTIORTIN TOU TAASOMTIKOU 0TaBpol
cisa.govy -.!.ltE" rE2cunty I I - t & I = I - r 31 ACTION 24, Twv Snuootoypaguv NTopag Koutpokon Kat
I l = Twpyou Mnyoptdadn cuZnToLY yia TNV THO SLaSESouEVN HopER
CYBER AWARE UK p ay I S S I S J £YKAMUATOC GTOV KUBEPVOY PO TIOU £ival 0L andTeg Tou

I 51adIKTOOU.

; s s | 3
EZAPOPOOHKE ENKAHMATIKH OPTANOIN NOY EZANATOYIE
KAl EKAEBE HAIOMENOYI ITHN ATTIKH

- B Gummn | o Qe |

ncec.gov.ukcyberawarefhome

CYBERCRIME EURQUUST

eurnjust europa.eu/crime-types-and-cazes/crime-typesfcybercrime
YAIKD KYEEPNOAZGANEIAZ

dipe. artsch.grfindex. php 201 4-06-29-19-31-34/ekp-ko-yliko) dimotiko...
Kupepvoompakeia EA%] YWHA
nationaldigitalacademy.gov.grfanazhthsh/7 skill=19&0=

ITU CYBEERSECURITY
itwint/en/action/cybersecurity/Pages/default.zspx

UN Office on Drugs and Crime ,
unade.org/unodc/en/cybercrime I_I nveg:

CSIRT HELLEMIC

o s et 1. https://www.youtube.com/@papaprodromou
2. Www.cyber-news.gr

AIABAETE MEPIZZOTEPA
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