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Baoikd onueia TNC onUEPIVNC TTApOUCiaong

1. T yvwpidoupe yia 10 oikoouoTnua tou KuBepvoxwpou;

2. [oleg gival ol onNUEPIVES TTPOKANCEIC VIO KATAVAAWTES KAl
ETTIXEIPNOEIG,

3. TI YN@IOKEG IKAVOTNTEC Kal OECIOTNTEC OIADETOUE;
4. Ta epyalAcia Kal ol KAAEC TTPAKTIKEC TTOU Ba pag BonBrnoouv
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H katavonon tou KuRepvooIiKOOUOTAMATOC

Infrastructure consisting

of a standardized set of

data transfer protocols for
digital information exchange.

Dark web (darknets)

Darknets, or overlay networks
within the Internet that can

only be accessed with specific
software, configurations, or
authorization, and often use a
unigue customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.

W

THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB

Clear web (surface web)
Content indexed by standard usocial networks
web-search engines, accessible u public pages
to anyone using the Internet. /profiles

Content not indexed by standard | wonline banking
web-search engines; content usocial networks
can be located and accessed ®restricted pages
by a direct URL or IP address [profiles

but may require a password or

other security access to get past

public-website pages; includes

many very commen uses such

as web mail, enline banking,

private or otherwise restricted

access content and profiles.

[MoAUTTAOKO - oUVOETO TTEPIBAAAOY
Me aBefaioTnTeg

Mnyég:
1. hitp://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg

2. https:/ireliefweb.int/report/world/unodc-world-drug-report-2022 BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57

3. https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
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T1 Bewpeital KuBepvoxwpog;

TexvoAoyiec AIXHNG
BiotexvoAoyiec - TN — KBavTiKEC TexVOAOyieC

The History of

INNOVATION CYCLES

Below, we show waves of innovation across 250 yeal
from the Industrial Revolution to sustai oble techn ology
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ATTEIAEC oTOV KuBepvoxwpo

1. Aoyiouiké ekBlacpuou (ransomware)
2. Kak63ouAo Aoyiopiké (malware)
3. ATTEINEC KOIVWVIKAG MNXAVIKAG (social engineering)

4. ATTEIAEG KATA TWV OEOOUEVWV

5. ATrelNéC kKaTd TNG dlaBeoiuoTnTag: Apvnon utrnpeciag (Denial
of Service)

6. ATTEINEC KATA TNG d100e0IuOTNTAG: ATTEINEC OTO AIdIKTUO

7. MapatrAnpo@opnon — Yeudeig TAnpoopieg

8. EmBéocic atnv aAucida e@odiacuou

Anpooisvonke 01/10/2025

i
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https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf

https://www.enisa.europa.eu/media/media-press-kits/logos

1
2.
3. https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
4 https://www.europarl.europa.eu/news/el/headlines/society/20220120ST021428/https://id4d.worldbank.org/quide

[cybercrime-and-cybersecurity

https://www.enisa.europa.eu/search?keys=artificial+intelligence#contentList

5.
6. https://ciras.enisa.europa.eu/
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75{:17{711"1:‘9: Original figure for this book, based on Woods and Béhme 2021,
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MNMnyég:

https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes p.9, 28

https://www.youtube.com/watch?v=ymLKVTat-IM

Reinforcing trust and security in the area of electronic communications and online services — ENISA (europa.eu)

o

https://cyber.gov.gr/wp-content/uploads/2025/03/250323_%CE%9F%CE%B4%CE%B7%CE%B3%CF%8C%CF%82-
%CE%91%CE%BD%CE%B1%CF%86%CE%BF%CEF%81%CE%WACYUWCEY%82-%CE%9D.-5160_2024-1.pdf
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2. https://www.enisa.europa.eu/topics/national-cyber-security-strategies/sme_cybersecurity
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6. Reinforcing trust and security in the area of electronic communications and online services — ENISA (europa.eu)
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CyberCrime(etymology)

Norbert Wiener 1894-1964

=Kd0e EéykAnua otov KuBepvoxwpo

“Cybernetics”, 1948
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To KuBepvoEykAnua augaveTtai
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Jonfidential Data

1 N
7 Eom B |

The evolving
threat landscape

How encryption,

, proxies and Al
Anpogieubnkav 28/04/2026 & 06/4/2026 are expanding

cybercrime 2

Federal Bureau of Investigation

Onyéc: Internet Crime Report

https://www.europol.europa.eu/cms/sites/default/files/docum
ents/IOCTA-2026.pdf
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.
pdf

https://id4d.worldbank.org/quide/cybercrime-and-

cybersecurity
https://www.europol.europa.eu/cms/sites/default/files/docum

ents/EU-SOCTA-2025.pdf



https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf
https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity
https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf

[leplypapn TNC KATGoTAONC

loxupd OIKTUO OPYAVWHEVOU EYKANMOTOG
TToAAaTtTAaciadovTal oTnv EupwTtrn,
avTAwVTAC duvaun aTtro 1o O1adIKTUO,
OlEI00UOUV OTNV OIKOVOMIa Kal ETTIOPOUV
apVvNTIKA OTNV KOIVWVIia Jac,

) OTTWG ETTIONMAIVETAI TNV AIOAOYNON ATTEIAWY GO0V aPopd To coBaps Kal
The

changing opyavwuévo EykAnua otnv EE
DNA of
serious
and
organised

crime

EUROPEAN UNION n nvég
SRS (o 1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 aeA. 1
Nt 2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
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OIKOVOUIKEC ATTWAEIEC ATTO TO KUBEPVOEYKANUO

Z EURZPOL

d Apeoceg OIKOVOUIKEC ATTWAEIEC
(Trx. KataBoAl AUTpwv AUTPIOUIKOU, KATOROA XPNMATWY O€ aTTtaTeg, aTraTnAEC OIAdIKTUOKES QAYOPEG,
OI100IKTUOKAOG TCOYOG, aAyopd VAPKWTIKWY — YUXOTPOTTWYV OUCIWYV KAl TTOPAVONWYV QAPHAKWY, ayopd
UAIKOU 0€E0UAAIKAG EKUETAAAEUONG AVNAIKWY, CUVOPOUEG O€E TTEIPATIKA KAVAAIA, KQ)

d 'Eppeceg OIKoVOUIKEC ATTWAEIEC

(Trx. OIOKOTTA A€ITOUpYiaG ETTIXEIPNOEWY Kal opyaviopwy, Znuid PAung, Au¢nuéva Ac@aAioTpa,,
eTTava@opd AsIToupyiag TTANPOPOPIOKWY CUCTNHUATWYV)

EUROPOL SPOTLIGHT

SHADOW
MONEY

THE INTERNATIONAL
NETWORKS OF
ILLICIT FINANCE

Mnyég
1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 geA. 1
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[TpoopaTta TTEPIOTATIKO KUBEPVOEYKANUATWY

Profit - KEpdoc

EUR 47 million in crypto
traced to disrupt digital
piracy services

16.6 million packages of
fake and harmful toys taken
off EU markets

Mnyég
1. https://www.astynomia.qgr/2025/11/13/13-11-2025-i-elliniki-astynomia-stin-operation-endgame-gia-ton-termatismo-leitourgias-ypodomon-pou-diefkolynoun-to-kyvernoegklima/
2. https://lwww.europol.europa.eu/media-press/newsroom
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https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 gtA. 1

https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20international%20networks %200f%20illicit%20finance_ PUBLIC 0.pdf
https://documents1.worldbank.org/curated/en/099092324164536687/pdf/P17876919ffee4079180e81701969ad0a18.pdf
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EUROPEAN UNION
SERIOUS AND
ORGANISED CRIME
THREAT ASSESSMENT
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The
changing
DNA of
serious
and
organised
crime

CYBERSECURITY
VENTURES

ECONOMY
OF CHINA

2 o

Mnyég
https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 geA. 1
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://deepstrike.io/blog/cybersecurity-statistics-2025-threats-trends-challenges
https://cybersecurityventures.com/official-cybercrime-report-2025/
worldometers.info/gdp/gdp-by-country/
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/msc/documents/presentations/CSR/Microsoft-Digital-Defense-Report-2025.pdf#fpage=1
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https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
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Investment fraud

Tech support scam

Confidence or romance fraud

Online payment fraud
Credit card fraud
Government impersonation
Identity theft

Sielele}ilgle]

Lottery scam

SIM swapping
Extortion

Phishing

Ransomware attack
Denial of service attack
Online harassment

Malware attack

AVTIKTUTTOC TOU KUuEpVOoeEYKANUATOC

Impact of different cybercrimes

Loss
$108,479 ; $3.38
$24,788 $806.6M
$38,688 $735.9M
$6,134 . $386.1M
$11,492 $264.1M
$20,820 $240.6M
$6,776 / $189.2M
$6,227 : $107.9M

$14,797 $83.6M

$35,860 §72.7M

$1,379 y $54.3M
$173 : $521M
$14,404 $34.4M
$30,105 $171M

$757 $10.6M

$12,239 $9.3M

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime WorIdW|de

(in trillion U.S. dollars)
13.82

o —
o_

12.43
11.36
10.29

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights

statista %a
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https://www.itsecuritypro.gr/kyvernoasfaleia-kai-mikromesaies-epicheiriseis/

https://elisme.gr/to-pragmatiko-timima-toy-kyvernoegkl/

https://surfshark.com/research/data-breach-impact/statistics ?fbclid=IwWAROAQp400nT3 hyJPbUEcf2d8SZelUUcwy NSrPFa2-rwyg4KKNj-aw Cfw

https://www.facebook.com/photo/?fbid=711019361235436&set=a.561580072846033



https://www.itsecuritypro.gr/kyvernoasfaleia-kai-mikromesaies-epicheiriseis/
https://elisme.gr/to-pragmatiko-timima-toy-kyvernoegkl/
https://surfshark.com/research/data-breach-impact/statistics?fbclid=IwAR0AQp4OOnT3_hyJPbUEcf2d8SZelUUcwy_NSrPFa2-rwyg4KKNj-aw_Cfw
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.facebook.com/photo/?fbid=711019361235436&set=a.561580072846033

2UuBaon via 1o KuBepvoeykAnua Tou OHE
H mpwTtn Naykoouia 2uuaon

Hanoi 25/10/2025

LE MG KY VA g S ONY SIGNING CEREMONY &
HOI NGH| CAP cAO - A= HIGH-LEVEL CONFERENCE

CONG UGC CUA LIEN HOP QUOC ; UNITED NATIONS CONVENTION
VE CHONG TOI PHAM MANG AGAINST CYBERCRIME

HANQI, 25-26.10.2025 7 Koos HA NOI, 25-26 October 2025
e csgiow )
e ——————

@ ohope .

Comprehensive Study
on Cybercrime

= CORIOR==

Mnyég:
https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html
https://blogs.worldbank.org/en/digital-development/combatting-cybercrime-in-budapest-and-hanoi

https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIlI-16&chapter=18&clang=_en
https://www.unodc.org/documents/Cybercrime/publications/un_cyber_policy processes_links_add _the_links_t
o_the_web_page.pdf?v=3.6
https://www.eurojust.europa.eu/sites/default/files/assets/files/united-nations-convention-against-cybercrime-
sirius-factsheet.pdf

76 KPATN TNV £XOUV UTTOYPAWYEI
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https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html
https://blogs.worldbank.org/en/digital-development/combatting-cybercrime-in-budapest-and-hanoi
https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XVIII-16&chapter=18&clang=_en
https://www.unodc.org/documents/Cybercrime/publications/un_cyber_policy_processes_links_add_the_links_to_the_web_page.pdf?v=3.6
https://www.unodc.org/documents/Cybercrime/publications/un_cyber_policy_processes_links_add_the_links_to_the_web_page.pdf?v=3.6
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://commons.wikimedia.org/wiki/File:UN_emblem_blue.svg

2UuBaon yia to KuBepvoeykAnua
To TpwTO OIEOVEC KEIPEVO
Budapest 23/11/2001- CETS No 185

Antigua and Barbuda
and Malaysia have
been invited to accede
to the Convention on

Cyb e rC ri m e 7 Comprehensive Study T

on Cybercrime

On 24 September 2025, following the 1538th
Meeting of the Ministers’ Deputies’, Antigua and...

PEST CONVENTION ON CYBERCRIME (0 (0L 0%

& OF THE COUNCIL OF EUROPE
UDAPEST SUR LA CYBERCRIMINALITE
i R DU CONSEIL DE LEUROPE SINCE2001 CONSEIL DE LEUROPE
\ / il
Mnyég: ; , . , X ,
1. https://www.coe.int/en/web/cybercrime/the-budapest-convention 97 kpaTn cival TTAEoV €iTe cuuPalAoueva pépn (81),
2. https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME _STUDY 210213.pdf ’ z r 7 s ’
3. https:/rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680299137 EITE TNV £XOUV UTTOYPAYEI €iTE £XOUV TTPOCKANBEI va
4. https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional- ﬂpggxwpr'lo-ouv (16)
protocol-to-the-convention-on-cybercrime o
5. https://www.coe.int/en/webl/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to- ZTOIXEIG ™TNG 13/05/2026
accede-to-the%C2%A0convention-on-cybercrime s . .
6.  https://ministryofiustice.qriwp-content/uploads/2019/08/12aNomos4411-1.pdf N. 4411/2016 (CDEKAJ 42/3-8-2016) ‘:“'K”P“’C“ amo EAAGSa
7. https://ministryofjustice.gr/wp-content/uploads/2019/08/2aNomos_N.-4619_2019- 20/1/2023 n EAAGSa utroypda@el kai 1o 2° [1
%CE%A0.%CE%9A-1.pdf
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https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680a99137
https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol-to-the-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol-to-the-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-the%C2%A0convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-the%C2%A0convention-on-cybercrime
https://ministryofjustice.gr/wp-content/uploads/2019/08/12aNomos4411-1.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.coe.int/en/web/cybercrime/-/tunisia-becomes-the-70th-party-to-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime

[TAnGuopIaKA augcnon Kal TEXvoAoyia

Human Population Growth

World population growth is ‘:‘ World PO pU Iatlon

” mostly in developing economies

People living in developing and developed economies, billions

Papulation / Billions.
- »

UNCTAD
10

® Developing economies @ Developed economies
Projections = , , ,
]

8

6
1750 1800 1850 1900 1950 2000 2050

Year

TOP 10 MOST POPULOUS COUNTRIES (July 1, 2026)

2 | 1. India 1,.429700,205 6. Nigeria 250,228 859
IPopuIatmn Boom and Bust? 2. China 1,405,918,803 7. Braazil 222624,000
e oo 3. United States 342,620 143 8. Bangladesh 175,927,589
::::Zl;rlnpeozrualzzgcwdesesnmaleshommsot02021 and projections from 2022 to 2050 4- InaneSIa 2851562809 9 Rusala -139.4501252
5 Pakistan 261.714.024 10. Mexico 132,807 523
LH'_“.&\M !! !‘:uL
Mnyég

https://www.census.gov/popclock/
HTTPS://WWW.WORLDOMETERS.INFO/WORLD-POPULATION/
HTTPS://WWW.FACEBOOK.COM/PHOTO?FBID=509355941231664&SET=A.298981855602408
https://www.facebook.com/Statista.Inc/photos/pch.5553912264721206/5553912154721217

J. Bradford Delong, ZTov dpdpo mpog v outotia, 2023, Metaixuio, oeA. 25-26, 36-40, 42

*as of Nov15 ** given the attainment of developmental goals
Sources: U.N. Population Division, The Lancet
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https://future.internetsociety.org/2019/consolidation-in-the-internet-economy/
https://www.census.gov/popclock/
https://www.worldometers.info/world-population/
https://www.facebook.com/photo?fbid=509355941231664&set=a.298981855602408
https://www.facebook.com/Statista.Inc/photos/pcb.5553912264721206/5553912154721217

[TepioocOTEPA TA KIVNTA ATTO TOUC AVOPWTTOUC

/

Number of Internet of Things connected devices (billions)

50 1 More Phones Than People
39.4 Estimated number of mobile-cellular phone subscriptions
40 37.0 vs. world population estimates
34.6
32.2 = World population Mobile phone subscriptions*
30 4 27.4 228 e
251 8.59B
20.5 228 8.0B —
20 4 4 184 [7.95B
. 6.0B
: 4.08 SN
2.0B ,
0.0B -
1990 ‘95 ‘00 '05 10 "15 '20 22

O Observed M Projected

* includes postpaid and active prepaid subscriptions that offer voice
communications; excludes subscriptions via data cards or USB modems,
radio paging and telemetry services

Sources: ITU, World Bank, UN Population Division

Source: Original figure for this book, based on data from Transforma Insights 2024.

statista %a

MNnyég:
1. https://www.weforum.org/stories/2023/04/charted-there-are-more-phones-than-people-in-the-world/
2. https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e4 7bf/content



https://www.weforum.org/stories/2023/04/charted-there-are-more-phones-than-people-in-the-world/
https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content
https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content

H TEXVOAOVIKN avICOTNTA MEPOC TNC CUVOAIKNC aviIoOTNTOC

THE GROWTH OF GLOBAL

INTERNET USERS

SOURCE: DATAREPORTAL

D I
4700 million

people Sti_ll live without

electricity worldwide.
A

2,2 OICEKATOMMUpPIA _

4 e 1. https://www.facebook.com/photo/?fbid=1128585352642440&set=a.224950713005913
UUVGV pw-ITOI H Gg 2. https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/ p.22-23
z 6 6 , 3. https://www.facebook.com/photo/?fbid=122210232734146486&set=a.122121627272146486
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https://www.facebook.com/photo/?fbid=1128585352642440&set=a.224950713005913
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.facebook.com/photo/?fbid=122210232734146486&set=a.122121627272146486
https://www.facebook.com/photo/?fbid=1128585352642440&set=a.224950713005913
https://www.facebook.com/photo/?fbid=122210232734146486&set=a.122121627272146486
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Figure 2.1: Individuals using the Internet
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Figure 2.2: Percentage of individuals using the Internet by region and special groups
2005 and 2025
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Source: ITU
Mnyég:

1. https://www.itu.int/en/ITU-D/Statistics/pages/stat/default.aspx
2. https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/ p.22-23



https://www.itu.int/en/ITU-D/Statistics/pages/stat/default.aspx
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://www.itu.int/hub/publication/D-IND-ICT_MDD.GCR-2025-4/
https://stocksnap.io/photo/technology-network-PN7RVGLUUD

XPHZH TEXNOAOTIOQN

NMAHPO®OPHZHZ KAI ENMIKOINQNIAZ

OO VOIKOKUPIX Kol GTopa, 2025

MPOZBAZH ZTO AIAAIKTY

o0 16 - T4 £, and Ty keroikia,

YNHPEZIEZ HAEKTPONIKHZ AIAKYBEPNHZHZ

% oTopwy 16 - 74 £T@V MoU EXOUV XpNoIUomoIAaEl To SladikTuo,
Anpihiog 2024 - MépTiog 2025

72,0 -

EKANAN XPHEZH YNHPEEION I I
HAEKTPONIKHE AIAKYBEPNHIHE

66,9 50,4 g 17,0 puy.
ENABAN ITON EKAEIZAN [y YNEBAAAN OI 14101 —
AOTAPIAZMO TOYE e panTEROY ME [t ©OPONOTIKH [t
ENIZHMA EITPAGA AHMOZIA YNHPEIZIA ety —

99,1
YNEBAAAN AITHZH MA ENIEHMO
EITPA®O, NIZTONOIHTIKO, ENIAOMA 'H 9

KATAITEAIA / MAPANONO / ENITAIH

48,8 41,8 48
A A A A A A Y A A A A A YNEBAAAN AITHIH MNA a YNEBAAAN AITHEH a‘ YMEBAAAN NAPANONA, go
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 " nirtonowmia st < FNETAT RATATTERA

HAEKTPONIKO EMMNOPIO

% aTOpwy 16 - T4 £T(v ou Exouy Xpnolomoliael To diadikTuo, A Tpipnvo 2025 9.2

61,8 /‘ 570 g=m
EIZITHPIA MA ZYNAPOMH MA

MONITIETIKA /AGAHTIKA TAINIEE, ZEIPEE,
TEFONOTA, ANAWYXH AGAHTIKA FTEFONOTA
93,6 409 %
META®OPA / METAKINHEH YNHPEZIEZ KATAAYMATOZ
ME MEZA MAZIKHZ AMNO EMNIXEIPHZEIZ
METAGOPAZ (SENOAOXEIA, IPAKTOPEIA)
—>
149 = 19 @ ==
HAEKTPONIKA ‘H ZIYNAPOMH ZE IZTOXEAIAEE —
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XPHZH TEXNHTHZ NOHMOZYNHZ ZYZKEYEZ MPOZBAZHZ ZTO AIAAIKTYO
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95,0 55,8

{/ 92!8 A LEIOTIGOVE AOFOYE KINHTO "H -EXVIINO- GOPHTOE HAEKTPONIKOE

THAESDOQNO YMOAOTIZTHE (LAPTOP)

® 36,5 TA ENAITEAMATIKOYZ NOTOYZ
40,0 252 374
i\ ENITPANEZIOE TAMNAETA AMEE ‘;‘\
25,4 1A EKAIAEYTIKOYZ AOTOYE N oRONETE (meEn e 'E *
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infographic

EASTAT MnyA: EMnvikn Zranioniki ApxA / 10 AckeuPBpiou 2025 #G I‘eekDataMaﬂer

AvOOIKN XpNnon Twv

TIE otnv EAAGOQ

Huepopnvia
dnuoaoisuong:
10.12.2025

- -
NHTIA AITAIOY KAI KPHTH

T=GREECE

GR - 10,341,683 population (2022) - Country Area: 131,957 sq km
Capital city: Athens - population 3,153,000 (2021)

GDP (per capita): $17,647 (2020) per World Bank.

8,115,397 Internet users in JAN/2022, 78.5% penetration, per IWS.
7,657,000 Facebook subscribers in JAN/2022, 74.0% penetration rate.

Mnyég:

1. https://www.statistics.gr/documents/20181/18723345/DT_texnologies _noiko
kyria 2025 new_gr.png/aa6d7da4-7259-a607-8629-54c813912b87

2. https://lwww.statistics.gr/en/statistics/-/publication/SFA20/-

3. https://www.internetworldstats.com/europa.htm#gr
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MNMnyég:

: 1. https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-

security-union_en
2. https://ec.europa.eu/commission/presscorner/detail/en/ip_20 1379

3. https://digital-strateqy.ec.europa.eu/el/policies/europes-digital-decade

4. https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-

package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj1206gn7ZK_2edWPuWVIbhf9Gat_cltM_aem

Abz5czPFhGStixXVOmMG_U20aUUIGQD70gwROM9948FzcRnZepyGCJIv7Uutp6nsyoellgGzgPryCwt
wRuLiozYdJW9
5. https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52025DC0148
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https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1379
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj12o6gn7ZK_2edWPuWVIbhf9Gat_cItM_aem_Abz5czPFhGSttxVQmG_U2oaUUlGQD7ogwR0M9948FzcRnZepyGCJv7Uutp6nsyoe1IgGzgPryCwtwRuLiozYdJW9
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj12o6gn7ZK_2edWPuWVIbhf9Gat_cItM_aem_Abz5czPFhGSttxVQmG_U2oaUUlGQD7ogwR0M9948FzcRnZepyGCJv7Uutp6nsyoe1IgGzgPryCwtwRuLiozYdJW9
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj12o6gn7ZK_2edWPuWVIbhf9Gat_cItM_aem_Abz5czPFhGSttxVQmG_U2oaUUlGQD7ogwR0M9948FzcRnZepyGCJv7Uutp6nsyoe1IgGzgPryCwtwRuLiozYdJW9
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj12o6gn7ZK_2edWPuWVIbhf9Gat_cItM_aem_Abz5czPFhGSttxVQmG_U2oaUUlGQD7ogwR0M9948FzcRnZepyGCJv7Uutp6nsyoe1IgGzgPryCwtwRuLiozYdJW9
https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
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High Value Targets
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L

https://digital-strateqy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2

n

https://eur-lex.europa.eu/eli/dir/2022/2555

w

https://digital-strateqy.ec.europa.eu/en/fags/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive#ecl-

inpage-nis2-directive

https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
https://cyber.gov.gr/odigia-nis2/

NogA

https://cyber.gov.gr/wp-content/uploads/2025/03/250323_%CE%9F%CE%B4%CE%B 7%CE%B 3%CF%8C%CF%82-
%CE%91%CE%BD%CE%B 1%CF%86%CE%BF%CF%81%CE%AC%CF%82-%CE%9D.-5160_2024-1.pdf



https://www.icao.int/cybersecurity/Pages/default.aspx
http://www.uhi.gr/
https://acer.europa.eu/
https://en.wikipedia.org/wiki/European_Central_Bank#/media/File:Logo_European_Central_Bank.svg
https://en.wikipedia.org/wiki/Water_supply_network#/media/File:Grand_Coulee_Dam_spillway.jpg
https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
https://eur-lex.europa.eu/eli/dir/2022/2555
https://digital-strategy.ec.europa.eu/en/faqs/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive#ecl-inpage-nis2-directive
https://digital-strategy.ec.europa.eu/en/faqs/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive#ecl-inpage-nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
https://cyber.gov.gr/odigia-nis2/

Ransomware- AUTPIOUIKO
BlB]C]

WHAT EUROPOL IS DOING
Home News Sport Business Innovation Culture Arts Travel Earth Audio Video Live
> RANSOMWARE =y
SEm S peron \ CASE (®) fp
R A B —~ REQUESTS =/ Locker
TO EUROPOL - Lockergoga
- 2020 - 2021
EU cyber agency says airport software
. . \ EUROPEAN MALWARE
held to ransom by criminals | Sodinokibi ANALYSIS SOLUTION (EMAS)
Contributions increase
adaysaze il sunl 2020 - 2021
Joe Tidy Cyber correspondent and Tabby Wilson
- 2 Egregor
s = (@ _EMPACT J-CAT <®#> NO MORE RANSOM
= &= = JOINT CYBERCRIME ACTION TASKFORCE
& B

|

Cybercrime - Attacks Agains Coordinated action against

Information Systems key cybercrime threats and targets

Agv divoupe mToTE AUTpA (XpuaTa)!!!!

Mnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf p. 14
2.  https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape

3. https://www.bbc.com/news/articles/cqgjeej854520
¥ \



https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape

<@/> NO MORE RANSOM

ZupBoulég
ylo XPOTEG
TOU
Stadiktuou

www.nomoreransom.org

\\

£ OWPEAV XPNOTIKA epyaAcia,

OIOVTa TNC 01EOVOUC ouvepyaaiag

ZuvepyCteg IyETIKG LE TO EpYO

ApxIKA Crypto é\um’,gwkcé ZupBoudeg Eavu?\aa# Kortayyeiites eva
oeAiba Sheriff PLITNIELS mpdinling amokpurToyRaenag eykAnua
CTTOVTNOELG ng

Anploupysite takTiKd avtiypaga ac@alsiog twv SeSopévwv mou gival
amoBnKeVPEVH OTOV UTTOAOYLOTH Ga¢, £TOL WOTE pLd pOAuvon amd
AUTPLOPILKO VOl PNV KOTOOTPEPEL T TTPOCWITIKA oag SeSopéva yia Tavta.

Elvar kahitepo va dnuloupyroste duo avtlypaga acpalsiag: va mou Sa amodnksutsl oto oivvepo (BupnBsite va
XPNOLUOTIOCETE PLa UTINPEGLA TTOU SNULoUPYEL £va AUTOATO AVTlypawo acPalelag Twv OpXEIWY OAc) Kal EVa YIO (PUTLKN
amoBrkeuon (PopnTtog okANPOE BIoKOG, PoPNTOS UTTOAOYLOTHC K.ATTL. ). ATOGUVOECTE Ta OO TOV UTTOAOYLOTH 0aG OTAV.
TENELWOETE.

Ta Windows kat n Apple 8taB£touv Toug UMTOAOYLOTES TOUG PIE EVOWPOTWHEVES AElTOUPYLEC Snuoupylag aviypawwy
acgwaheiag oTo cloud, OTIWE TO KAVOVLKO avTiypapo acpoheiog Twy Windows 1y to Apple Time Machine. Ta avtiypoapa
acwaheiag Ba oag Bonbricouy eniong av Slaypaete Kata AABOg £va Kpiowo apxelo f av cupBel oTBATOTE WE To OKANPO
oag dlako.

MNnyég:
1. https://www.enisa.europa.eu/securesme/#/cyber-tips#
2. https://lwww.nomoreransom.org/el/index.html



https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#

KuBepvoetiBeoeic - DDOS emBEoelg

The criminal hires a
DDoS attack service
on the internet

CRIMINAL

The DDoS s
aunche th tt ck
eir o

ERROR

!! NO ACCESS

The DDoS attack
overloads the servers X X
of essential interne -
i es
regular users

= EURSPOL

How can DDoS attacks paralyse the internet

to be legal but they
re not

INTERNET USERS

Karaveunuéveg emléosic apvnone mapoxng
Ymnpeoiwyv
Texvntn auénon Tou OyKou Tn¢
OIKTUQKNC Kivnan¢ atou¢ OIQKOUIOTEC
rou Opyaviauou, dIaKOTTToVTIaC TIC
TTAPEXOUEVEC UTTNPETIEC OTOUC
VOUIUOUC XPNOTEC

Mnyn:

https://www.europol.europa.eu/publications-documents/how-can-ddos-attacks-paralyse-internet



https://www.europol.europa.eu/publications-documents/how-can-ddos-attacks-paralyse-internet

[MPpOOTATEUOVTOC OCUOKEUEG, TTPOOTATEUOUE
OedONEVA, TTPOCTAOTEUOUUE AVOPWITTOUG

MAKE YOUR

HOME A .
Wi-Fi- al nstall antivirus
CYBER SAFE /it ([ ghmeoed,
router password to the internet
STRONGHOLD

Choose strong and

| Review your ap;()js‘ different passwords
permissions an for your email and
delete those you social media
don't use

_ ol {ORENRIAINSIO ¢

Secure electronic

Back up your data = devices with 7 ' . R;’T‘;',EW th? privacy
and run regular J' passwords, PIN or T & s _lnlgs od_your WWW.NOMOreransom. org
Passwords CreditCand Numbers | Soca Secarty Number software updates “  biometric \"-I-"/ soclal media A i
08 e | @ | @B information accounts

00 ==

Deleted s

Nnyég:

=1 1. https://www.enisa.europa.eu/securesmel/#/cyber-tips#
‘ [ I TN . .
T 2. https://www.nomoreransom.org/el/index.html
— 3. https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-
S e cyber-safe-stronghold
Q0 J ®0 .

4, https://nonprofitcyber.org/common-guidance-on-
passwords/?fbclid=IwAR3zicRJ4rBYL2J0O35h0OgcPPxzEEPplelxIZqcXZ4vOQFEWDSwrDdJwTzCe0

5. https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf

6. https://www.cisa.gov/secure-our-world/use-strong-

asswords?fbclid=IwAR3zicRJ4rBYL2J0O35h0OacPPxzEEPp1el xIZacXZ4vOFEWDSwrDdJwTzCe0
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https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#
https://www.nomoreransom.org/el/index.html
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://nonprofitcyber.org/common-guidance-on-passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPp1eLxIZqcXZ4vQFEWDSwrDdJwTzCe0
https://nonprofitcyber.org/common-guidance-on-passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPp1eLxIZqcXZ4vQFEWDSwrDdJwTzCe0
https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://www.pexels.com/photo/macbook-and-ipad-on-desk-207589/

MpakTikEG ZUNPBOUAEG — Eva AdBog KAIK oTolyilEl

ONE WRONG CLICK

. . . ONE FRAUDULENT CALL
XpnoipotroloUpe AOYIOHIKO TTPOCTACI0G ONE STOLEN PASSWORD

AlaTnpouue EVNNEPWHMEVO TO AOYIOUIKO.

THIS IS ALL IT TAKES TO BE™S :
VICTIM OF \ \
. r'E:EF:-:F:Ir-.ﬂEK

lNpooeKTIKOI KOTA TRV TTEPINYNON HAGC,

ATTO@EUYOUNE TO KAIK € UTTOTITOUG OUVOECIOUG.

MNnvyég:
1. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
2. https://lwww.cisa.gov/secure-our-world/use-strong-passwords?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPplelxlZqcXZ4vQFEWDSwrDdIwTzCe0



https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
https://www.facebook.com/unodc/posts/pfbid0PiapGsPRxaL2xkUtbxJeQfr57UpraqXyjztV75PW37ZSzHA9GacA3kBbEhTPVm9bl

MNpakTIKEG ZUNPBOUAEG — Evag KAEPHEVOS KWOIKOG OTOIYXICE]

* Opiloupe povadikoug KwOIKOUG TTpociaonc.
ONE WRONG CLICK ] ] ]
ONE FRAUDULENT CALL * Anpioupyoupe 1I0XUpOUG KwBIKOUG.

ONE STOLEN PASSWORD , , ,
- EvepyotroioUpe Tn AsiToupyia eA£yxou

L N

THIS IS ALL IT TAKES TO BEN TAUTOTNTOC TTOAAQTTAWYV TTAPAYOVTWYV.
VICTIM OF >

':"n’EiEFi':FIII".ﬂEk

MNnvyég:
1. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
2. https://lwww.cisa.gov/secure-our-world/use-strong-passwords?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPplelxlZqcXZ4vQFEWDSwrDdIwTzCe0



https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
https://www.facebook.com/unodc/posts/pfbid0PiapGsPRxaL2xkUtbxJeQfr57UpraqXyjztV75PW37ZSzHA9GacA3kBbEhTPVm9bl

NMpoowWTTIKA OEOOUEVA
(personal data)
[1010C TO KATEXEI;

«O,T11 €ival OIKO poU»

Atravrtnon paént A" dnuoTikou
O€ £PWTNON TOU OMIAOUVTOC
11/2/2020 o€ ekdNAwaon oto NOESIS

Cloud storage

\\



https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents

=
i_i_” AgdopEva TTPOCWTTIKOU XAPOaKTHpa (personal data)

APXH MPOXTAZIAL

AEAOMENQON
|

«KOOE Tr)\npO(popia TTOU apOopPd TAUTOTTOINMEVO 1| TOUTOTTOINCIYO PUOIKO TTPOCWTTO

(«<UTTOKEIUEVO TWV OEOOUEVWVY),

j—

APXH POETASIAL
EAGMENON

TOUTOTTOINCINO @QUOIKO TIPOCWTTO E€ival €KEIVO TOU OTTOIOU N TAUTOTNTA MTTOPEI va -
eCakpIfwOei, dueca 1 €EPPeca, 10iwc  MEOW QAVOPOPAC O€E AVAYVWPEIOTIKO OTOIXEIO
TAUTOTNTAC, OTTWG

Ovoua, aplOpo TauTOTNTAG, OEOOUEVA BEONG, ETTIYPAMMIKO AVAYVWPICTIKO TAUTOTNTAG I

EVaVv 1 TTEPICCOTEPOUC TTAPAYOVTEG TTOU TTPOCIOIAlOUV OTN CWHATIKN, QUOIOAOYIKN, YEVETIKN,
WUXOAOVIKI), OIKOVOMIKK, TTOAITIOTIKI] 1] KOIVWVIKH TAUTOTNTA TOU £V AOYW PUOCIKOU TTPOCWTTOU»

L

v/

\/ ApBpo 4 1rep. 1 Tou Kavoviopou 2016/679/EE ka1l apBpo 3 rep 1 Odnyiag 2016/680/EE kai
apBpo 43 Tap 1 mep. a Tou N 4624/2019 (PEK A 137), 6TTwG TPOTTOTTOINONKE Kal I0XUEI CAPEPD

Location sharing

A\ W N


https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.dpa.gr/sites/default/files/2025-06/Annual%202024%20v1.0%20Web.pdf
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https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/

Ta Madika Aedopéva ot1o «N€o MepiIBaAAovy»

-

T |

SECRET | | PERSONAL | | PUBLIC | | ANONYMIZED | | NONPERSONAL
Passwords Name Username What | Click Weather or
Passport Number Home Address Language What Websites ISHpCIAIE
Health Data Email Address Device Type Visit ConEsr:Jer:\gp); ion
GPS Coordinates Home Telephone Cookie Wnat| SearchFor
Religion Gender Identity Fisierenses

Political Affiliation Date of Birth

(in some circumstances)

To KOOTOC TWV
dloppPOoWYV

Mnyég:
https://cyber.gov.gr/antimetopisi-apeilon/systaseis-pros-polites/
https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files’TUNDG_BigData final web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fhid=122202984878146486&set=a.122121627272146486
0. https://www.ibm.com/reports/data-breach
1. https://cyber-news.gr/2026/01/28/%cf%84%ce%b1-

%:cf%80%cf%81%ce%bf%cf%83%cf%89%cf%80%ce%b9%ce%ba%ce%oac-
%ce%h4%ce%b5%ce%b4%ce%bf%ce%bc%ce%ad%ce%bd%ce%b1-%cf%83%cf%84%ce%bf-
%ce%hbd%ce%ad%ce%bf-%cf%80%ce%b5%cf%81%ce%h9%ce%b2%ce%ac%ce%bb/

RBOOoONOOAWLNE



https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486
https://www.ibm.com/reports/data-breach
https://pixnio.com/objects/computer/program-programmer-notebook-personal-computer-laptop-digital-computer-portable-computer-computer

Madikd dedopéva (Big Data) (=)

Sensors/ meters
Transactional and Activity Records
Data from Electronic
Devices
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OUAAEYOUV TTANPOYPOPIEC YIa OXEDOOV TA TTAVTA, ATTO TTAPADOCIAKES TTNYEC TTANPOPOPIWY £WC TN XPNON KIVTWYV TNAEQWVWV
Ta dedopéva utTopouv va dnuIoUpyouVTal EITE ATTO AVBPWITOUC EITE ATTO UNYAVES, OTTWC aIoONTHPES TTOU GUAAEYOUV TTANPOQOPIEC yIa TO KAiQ, OOPUPOPIKEC EIKOVEC,
WNQIAKES pwToypagies kai Bivreo, apxeia ouvalaywy ayopwyv, onuara GPS kai aAa

MNnyég:

https://digital-strategy.ec.europa.eu/en/policies/big-data
https://unstats.un.org/capacity-development/handbook/html/Handbook/C8/Big_Data.htm
https://reports.weforum.org/docs/WEF_New Economy_Skills_2025.pdf
https://www.ilo.org/resource/article/big-data-what-it-what-it-does-and-how-it-impacts-world-work

oD E



https://tdwi.org/articles/2020/03/03/adv-all-how-accounting-teams-can-leverage-big-data.aspx
https://digital-strategy.ec.europa.eu/en/policies/big-data
https://unstats.un.org/capacity-development/handbook/html/Handbook/C8/Big_Data.htm
https://reports.weforum.org/docs/WEF_New_Economy_Skills_2025.pdf
https://unstats.un.org/capacity-development/handbook/html/Handbook/C8/Big_Data.htm

H agia Twv dedouEvwy

DIKI or DIKW model
Data -Information- Knowledge -Intelligence

Aedopéva > | MAnpoopitg ) Fvwon > Nonpoouvn

EtriAuon

"TPOBMI I‘I aTWVv Mnyég:
1. https://www.systems-thinking.org/dikw/dikw.htm

D ATTOQAOCEWV %
@ nyn ¢

2. http://ioc.unesco.org/Oceanteacher/OceanTeacher2/02_InfTchSciCmm/DIKWchain.pdf



https://www.systems-thinking.org/dikw/dikw.htm
https://www.pexels.com/photo/green-and-yellow-printed-textile-330771/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/

Méoa KoivwvikAc AIKTuwong 80% of the World’s Population
Will Use Social Media by 2028

Estimated number of social media users worldwide and
global penetration rate

M Users worldwide (in billions) == Penetration rate (in percent)

100%

| Anogeig
MNawda kat Social Media: O¢pa anayopsuong i
gvouveidntn emAoyn

Zapgaro, 7 @eBpouapiou 2026 17:47
O emavakaBopLopos TOU LOVTEAOU AVOPWTIOKEVTPIKAG XPNONG TWV TEXVOAOYLWV
€PXETAL OTO ETUKEVTPO TNG dnuociag culAtnong
0%
19 20 2] 22 23 24

sHare: @) W ] =< . ; As of August 2025
o o : : Source: Statista Market Insights

statista ¥a

Mnyég:
1. https://www.dpa.gr/el/polites/prostasia
2. https://www.facebook.com/photo/?fbid=1243308608006506&set=a.561580072846033
3. https://www.naftemporiki.gr/opinion/2069725/paidia-kai-social-media-thema-apagoreysis-i-ensyneiditi-epilogi/



https://www.dpa.gr/el/polites/prostasia
https://www.facebook.com/photo/?fbid=1243308608006506&set=a.561580072846033
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SOCIAL PLATFORM USAGE
AMONG US. TEENS Most Popular Social Platforms

% of U.S. teens (13-17) who say they visit or use the following apps...

[ facebook 2.91 billion : " e 2 e
—_— -Ta KOIVOVIRKIOIKTUA €1Val

® watsao» | T cav gl Paupn Tpuna.

@ nagrar. T pooexe PRV nEoeig peoal .

% - T
-
& pouye [
& oo [N
Sina Weibo -

Number of monthly active users
(#Broadband Search

Mnyég:

09/02/2009

1. https://ec.europa.eu/newsroom/rtd/items/713444/en

2. https://techcrunch.com/2009/02/09/facebook-activates-like-button-friendfeed-tires-of-sincere-
flattery/?guce_referrer=aHROcHM6Ly9lbi53aWtpcGVkaWEub3JInLw&guce_referrer_sig=AQAAAHjA0gdfUs5MX2xkxydv8nAa
Sxh1lgYdVW2la_YpxBQnv3X5hYg5TL7pedboB--joVGIyXiGNNvWqKKd44nVm3qUYc-
olMwfhj4pyYDd50Ay9027Z7CBdRoDUIQzyJ1UJG6D0YhHAMxyh6C70vdF1XTdBupwUD3FN8GTel07yTbroa
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

vVOfOI’IOI Where Data Tells the Story & App Store [ P> GoogePloy
o

o VIUAL EAPITAL
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https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

[TpakTIKEC guveTTEleC- NEa Oikovopia

[MpooTipa o Millions — 'Ecoda o€ Billions

Big Tech, Big Fines

Largest fines for breaching one or more articles of
the General Data Protection Regulation in the EU

Facebook

2023 $1,296M
A I $806M

e I 437 M
Facebz%glz _ $286M / f\
WhatsZAEg? _ $243M N ><
Faceb o I 227 \y%
Instag;gzrrs\ _ $194M — %

Go0%'s Ml $97M B Meta
Facebook Il $65M B Google

Google g $65M B Amazon

Converted from euros on May 23, 2023
Sources: CMS GDPR Enforcement Tracker, European Data Protection Board

statista %

¥\

Is Big Tech Growth
Losing Steam?

GAMAM revenue in the first nine months
of the following years (in billion U.S. dollars)

2020 W 2021 W 2022
2 +10%

364.8

3324 7 +6%

260.5 II

amazon

270.4 2 +13%

S A +14%
182.3
1330514 A +0%
e 110.2
84.2 84.4

Alphabet gE Microsoft ~ OQ Meta

254.4

182.7 I
’
«

Source: Company filings

statista %a

Nnyég:

1. https://www.facebook.com/Statista.lnc/photos/a.168793176566502/5540151162763983

[

2. https://www.statista.com/chart/25691/highes_t-fines-for-gdpr-breaches/



https://www.facebook.com/Statista.Inc/photos/a.168793176566502/5540151162763983/
https://www.facebook.com/Statista.Inc/photos/a.168793176566502/5540151162763983/
https://www.statista.com/chart/25691/highest-fines-for-gdpr-breaches/
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Is Big Tech Growth
Losing Steam?

GAMAM revenue in the first nine months
of the following years (in billion U.S. dollars)

2020 W 2021 W 2022
A +10%

364.8

3324 A +6%
0,
e 55042704 A +13%
S A +14%
182.7 1823
1335 1514 A +0%
et 110.2
84.2 84.4
b II

amazon Alphabet  gE Microsoft ~ OQ Meta

Source: Company filings

statista %

Mnyég
https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embarqo-7174425/
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e v ooy, — Elon tusk $714B (S
32588 Lty Page— e i oy P ot e
”g“s Larry Ellison
_32273 Mark Zuckerberg
msn% Bernard Arnault & family

@ $163B Jensan Huang
_31‘088 Warren Buffett Rl h t
msuﬂa Amancio Ortega c es

2026

mﬂhﬁﬂ Steve Ballmer .
@) 31383 Michael Dell & e P

$134B Rob Walton & family IN THE WORLD

$131B im Walton & family The combined wealth of the world's
20 richest people totals $3.8T,
-
31223 Alice Walton exceeding the GDP of France.
31093 Michael Bloomberg
L A
-SIOBB Mukesh Ambani
mslm Bill Gates
s‘mBCdrlus Slim Helu & family Jata as of January
Source: Forbe
3908 Francoise Bettencourt Meyers & family () VISUAL CAPITALIST



https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/
https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/

ATATHAA MHNYMATA HAEKTPONIKOY
TAXYAPOMEIOQY (PHISHING)

0 opog "phishing” avapépeTal 6Ta anatnAd pnvupara nAEKTpovIKOD
Taxudpopeion, oV okono £xouv va eEanarnBolV ot TapakinTeg ToUg
KaL va YVWOTOMOLG0UY-0TOUG ANATEWVES NPOOWIIKES Kal
OLKOVOLKEG TOUG patpopies ) Kwdikolg aopaleiag Tous.

MNQx AEITOYPTEL TI MMOPEITE NA ' KANETE;

Autd Ta ppvipara

nAekTpovikol Tayudpopeiou: > Alarnpeire 10 AOyIOpIKG EVNpEpLBEVD,
NEPAApPBAvOPEVOD Tou PUANOHETPNTH LOTOGEAIBWY

UTopeL Vo jotaZouy ndpa Mo pe Ta (browser), Tou avrukoU npoypappdToc (antivirus) Kat Tou

pnvipaTa mou oTEAVOLY 0TOUG ABITOUBYIKON ouaTigiaoc.
TEAATEG TOUG OL TpAneles.
SFUNE OLERHR LG > Na eloTe (3iaiTepa NPocexTIKOL £Av Eva pvupa
O] nAekTpovikol Tayudpopeion "Tpanelag” oag InTa
avTiypapouy 1o evaioBnTeg mMAnpopopies (.. Tov Kwdikd npdopacng

AoyoTuno, Ta ""* T0U Tpanedikod oag Aoyaplaopol péow internet
XAPAKTNPLOTIKA Kat _ % t k¥ banking).
T0 UPOG TWV ! SRR,
NpaypHaTkwy et £ 11006 enrovv.va > EA£YETE NPOOEKTIKA TO PivOpa NAEKTPOVIKOD
pnVOpATWY i KaTeBaoceTe OTH Tayudpopeiou: auykpiveTe Tn SievBuvon pe Ta
AEKTDOVIKOU GUOKELN Ga nponyodpeva npayparikd pnvopara an Ty Tpdneza
:lu prz o0 @ éva 0% ouvepyaoiag oag. EAEyETE yia opBoypapikd Aadn kau
XUOpo . : AGBn ypapparikig fj oovragne.
EMOLVVATITOUEVO
[— i « Gpxeiofva Mnv anavrare ge GronTo pivopa nAEKTpOVIKOD
: - Vo P
u. P ¥ KAveTe KAIK 08 Tayudpopeiov, avriBeTa npowdnoTe To oTHV Tpdnela
A évav ouvepyaaiag oag, MANKTPOAGYWVTAG TNV NAEKTPOVIKT
4 . ¢ SietBuvan povor oag.
A NAEKPOVIKO

ouvdeopo (link). >

Mnv kdveTe aneuBelag KA oTov AEKTPOVIKG OUVOETHO

KUVOUY Xprion) : (link) kat pnv npayparonoteiate Ay (download) Tou
opoAoyiac rou divel EMOUVANTOPEVOU apXEiou, avTiBeTa MANKTPOAOYNOTE T
Thv aioBnon Tou ﬁle’;ufuvon Tou n)\zxrp:%moﬁ ouvbéo;;ou aTov

: opeTpnTA oTooeAidwv (browser) mou
KaTeneiyovrog. ‘;:nmu':m jaikih (b

; . > e nepinTwon onotaodinoTe appioliag, EAEYETE TV
Ot eykAnparieg oTov KUBEpVOXWPO toTooeAida fj THAepwVHaTE oty Tpdnela cuvepyaoiac

[ PO & SR e RO S S J, PRy ~

AAicuon AgdopeEvwy
Phishing

(@ unnoeoi

e N < Ewepydpeva emBep...

N —
EATA ,{E\;‘; EAAHNIKH AHMOKPATIA
4

X KuBépvnor
Hellenic Post i

Zag ypagw yia va 0ag evnpepa
PwWowW 6n
EAAY )

z : , ik} BopoAoy: b el
To makéTo oag @ravel ota EATA alpio ™ @opoAoyikr ouglmr::;no:" ‘

Bikaiogote ematpogr g6pou 600,13 € , Fia
z = L 5 : 2 va Biaogakiooupe 61 n emotpogr
Oa BéAape va oag evnuePWOooupE 6Ti AdBape Ta oToixeia aTTooToAfig 0ag yia To TTakéto UPS TOTWVETaI 010 OWOT6 AoyapIaoyo, npéme

UPS#659183201 kai 8a rapadoBei ota EMnvika Taxudpopeia oty ABfiva yia eBviki} Tapadoon R Pt s oled

: Aoyapiaopou oag mporog umopéooupt va
ae eme§epyactodpe my £maTpogn oag. MNa va
yive auré, TapaxkaAoUpe Kavre kAik oToy

TapakaTw ou 3
To makéro oag Ba amoBnkeutei ato KENTPO AIAAOIHEZ AOHNQON péxpi va emBeBaitioeTe Ta oroixtia :ﬂzWuuc or emfepaniore ra

aToixeia oag:
Ta va yiver aurs, TIAPAKAAOUKE KAVTE KAIK

OTOV MapakdTw oUvSEopo kai ¢ HDOTE
e sy e
Actrropépieg

Me exTipnon,

EATA.

Unsubscribe

Mnyég:
ol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-

tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on

a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-
tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-
na-axiopoiithoun-oi-neoi-epistimones/
https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuZe7nx7HTnSSWT8fNtZHfnpudYAogK74be
G9Ys8rBwFFn7DgPfxkFogcHudl


https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/

AAicuon Aedopevwy -Smishing

Smishing (a combination of the words SMS
and Phishing) is the attempt by fraudsters
to acquire personal, financial or security
information by text message.

Tpé"§<° Agv, 10/5/21

~ eAéy€Te eyKkaipwg TO
pAvNHa acpaleiag-

15:49

HOW DOES IT WORK?

The text message will typically ask you to click on a link or call a phone
number in order to ‘verify’, ‘update’ or ‘reactivate’ your account. But...the
link leads to a bogus website and the phone number leads to a fraudster
pretending to be the legitimate company.

ouvdeopuog (link)

2 EURCPOL o B
| European Cybercrime HOUV b eroscaims
EC3 | &% I

Mnyég:
1. https://www.europol.europa.eu/sites/default/files/documents/3_phishing_vishing_sms.pdf
2. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/symvoules-gia-asfali-prosvasi-sto-diadiktyo/



https://www.europol.europa.eu/sites/default/files/documents/3_phishing_vishing_sms.pdf

AAicuon Aedouevwy -Vishing

/

VISHING lpeeat
THE VOICE PHISHING SCAM )
ADVICE FOR CORPORATE EMPLOYEES =2

A fraudulent practice where verbal
communication technology (e.g
VOIP or telephone) is used by an
unauthorised entity pretending to
be a reputable company. The aim is
to manipulate individuals into
revealing financial or personal
information, or into providing
unlawful access to their corporate
networks.

BE AWARE OF THE SCAM - HOW TO RECOGNISE THE CALL?

? 0

Generic greeting. Sen: l urgency due to di Ife nt reasons:
The attacker rarely knows your name detected unsecure systems, banl| k uuuuuu

pmblmsp kgdlvervt

'S FB

ion of a trusted third party, Reference to personal information available
as banks, technological or on public corporate websites or social media
telecommunications companies, courier, etc. profiles

To vishing (ouvduaouog Twv AéCewv Voice Kal
Phishing) €ival pia TNAEQWVIKEA aTrdTn

KATA TNV OTTOIa ATTATEWVEG TTPOCTIA00UV va 0ag
ECATTATACOUV WOTE VA ATTOKAAUWETE TTPOCWTTIKA,
OIKOVOMIKA 1 €TAIPIKA OTOIXEIO ] VO PETAPEPETE
xpnuara

[iveTal PeE TEQVOAOYIa QWVNTIKNG ETTIKOIVWVIAC
(Tr.X. TnAepwvikéc kKAnoeic 1 VOIP) amd un
géouaiodornuéva droua TIOU  TTPOCTIOIOUVTAN
QCIOTTIOTEG ETAIPEIEC.

Mnyég:

1. https://www.europol.europa.eu/cms/sites/default/files/documents/vishing final version.pdf

2. https://www.europol.europa.eu/cms/sites/default/files/documents/vishing -

irsf O.pdf

3. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/symvoules-gia-asfali-prosvasi-sto-diadiktyo/

\



https://www.europol.europa.eu/cms/sites/default/files/documents/vishing_final_version.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/vishing_-_irsf_0.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/vishing_final_version.pdf

AAicuon Agdopévwy -Quishing

What is a QR Code?

| - S

Dear Customer

We 00 not have your updated delievry address for your parcsl. Pl

- c kY V) !
scan e OR code below using your smartphons 10 update your 80 Ay 2 e 2 Us Paroeis -d
and it will direct yu 10 where you Can enier your new ddelivery addr cowmrEn Te—

Track your Parcel

Enter Phone Number

I we do nat recieve an updaled address within 24 howrs, your parc
De delayed until we can conform your address
Customs Charges Apply
Thank you for your co-opecation to your parcel.
I you have any quenes. piease contact us
Find out more
Bes! regrds
Customer Service Representatve

D e

MNMnyég:
https://www.ncsc.gov.ie/pdfs/Quick Guide QR _Code Phishing Scams.pdf
https://www.cyber.gov.au/threats/types-threats/quishing
https://www.ibm.com/think/insights/quishing-growing-threat-hiding-plain-sight
https://www.trendmicro.com/en_us/what-is/phishing/quishing.htmi

PR



https://www.ncsc.gov.ie/pdfs/Quick_Guide_QR_Code_Phishing_Scams.pdf
https://www.ibm.com/think/insights/quishing-growing-threat-hiding-plain-sight
https://www.trendmicro.com/en_us/what-is/phishing/quishing.html
https://pixabay.com/photos/nature-wooden-qr-code-botany-6799019/

KakofouAo Aoyiouikd & Alicuaon Asdopevwyv

|

- Je® Io%
Techniques ‘oc’o VE 0y
_ o Marketplaces R CONSRN &
Social engineering and :
Compromised data,
Attacks on Systems e . NIST
Criminal actors tools and services ) Cybersecurity .
3]
IABs & Data Brokers ) it &
% &
o Q
DETECT

Exploitation
Online fraud schemes, Cyber-attacks,

Child sexual exploitation, Hybrid threats

MNMnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA 2025.pdf p. 17
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/

https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_ Cybersecurity Incident and Vulnerability Response Playbooks 508C.pdf p. 12

"\


https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

AAicuon Aedopevwyv- MeBodoc SLAM

1 eTuRe...

- = EAAHNIKH AHMOKPATIA

8 5 KuBépvnon

Zag ypaow yia va 0ag evnuepwow 6m n
EMnvixn DoporoyixA Yrnpeoia UTTOAGYI0€
N @opoloyixr oag SHAwon kar 61
SixaiovoTe EMOTPoPn @épou 600,13 € . Na
va diaogalicoups 6m n £moTpoPn '
mMoTwveTal 010 CWoTd Aoyapiaopd npéna
TPWTa va emKupwooups 1a oToixeia Tou
Aoyapiaopol oag mporod umopéooupt va
enedepyaotolpe v emorpon oag. Na va
Yivel auto, mapakaAolpe kavre KAIK OTOV
Tapakarw ouvdeopo xai emBefavore 1a

oToixtia oag

Attachment Message

MNa va yiver auré TAPAKAAOUNE KAVTE KAIK
070V Mapakarw ouvdeopo kar empBeBannore
Ta oToIxtia oag

emBeaiiore nig TANROPODIES

MNnyég:

1. https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
2. https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/

3. https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuZe 7nx7HTNSSWT8fNtZHfnpu4YAogK74beG9Ys8rBwFFn7DgPfxkFogcHudl



https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/

newsbeast

EAAAAL

T AAiguon Aedopévwy Kal TTwWG 6a TNV ATTOPUYOUE;

()

1 Aev divoupe KwdIKoug Tpocaong ato Aoyaplaopous (roamefikoug KATT)

J Agv akoAouBoUpe CUVOEOHOUC Kal OEV OVOIYOUHE CUVNHHEVA OpXEia aTTo

AYVWOTOUG OTTOOTOAEIC UNVUMATWY (NAEKTPOVIKOU TayudpopEiou, sms)

I Xpnon ao@aréoTepwy KWOIKWY (CuvOouaouoc ypaupuarwy, aplbuwy, cupufoAwv)

Mnyn:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




newsbeast

AAASA NOATIKH  OIKONOMIA

aloaluniiorisiueiinintl s AAicuon AgdopEVwyY Kal TTWES Ba TNV ATTOPUYOUUE;

()

1 AtTo@eUyoupuE ToV id10 KWOIKO Yyia KABE Aoyapiaouo pag

d AAANGC(OUME KWOIKO O€ TAKTA XPOVIKA dlaoTAMATA

1 Aev divoupue Tov apiBud Kivntou pac ota MKA

JETTIOKETTTONAOTE ACQPAAEIG DIKTUOKOUG TOTTOUG

Mnyn:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




newsbeast ‘ ‘o
& a B A V4 / 4 ' 4
szmxu EAAMABA  KOIMOI  MOATIKH  OIKONOMIA  AGAWTIKA  KOINONIA  YTEIA  MEPIBAAAON I 8 U o n Aea o p £V ( )V Kq I "( ) e a T n V a" o ¢ UV o U ” 8 n
] J
1 EIVI TO
anoguyoupe - oIueG odnyieg
O npanv SievBuvtric TG AiwEng HAexTpovikou EyxAfparoc, Mdpyog

)

d2UvTaKTIKA & opBoypa@ika AGBn ota pnvuuaTa Pog

d ETIKaIpOTTOINMEVO AOYICHIKO VIA TIC CUOKEUEG HOC

dMapakoAouBoupe TNV Kivnon Tou Aoyapiaouou Uag

dMapakoAouBoupe TNV AgITOUpyia TOU KIVNTOU LAC

Mnyn:
https://lwww.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




newsbeast

T ——— AAicuon Aedopévwy Kal TTwG Od TNV ATTOPUYOUE;

()

1 Ava@EpoupEe OTTWODNTTOTE OTTOIADNTTOTE ATTOTTEIPA ATTATNC

d Aladikacia ap@iofATnong cuvaAAayng Tpatrelac Pog

(TTPOCOXI) TO TTPWTO EIKOCITETPAWPO)
d ZulnToUpE TO BEPA PE TO Aueoco TTEPIBAAAOV pag Kal
d Avalntoupue Bonbeia

(H o1wmrn Bonbad kai evlappuvel TOUC ATTATEWVES TOU KUBEOVOXWOOU)

MnyA:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




[Taid1ad BupaTa KuRBepvoeyKANUATWY

Connected baby
monitor

Mnyég:
https://www.europol.europa.eu/publications-documents/covid-19-global-
online-safety-advice-for-parents-and-carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-
and-youth-new-european-strategy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-
1lec-91ac-Olaa75ed71al
https://www.globalencryption.org/parents-quide-to-
encryption/?fbclid=IwAR2SiOsZPE UezZcqykzkCdmolD9 0vZOS3j13i0
PKzWDUeMW 1UFVEzwvvg#parents
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-
highlights-impact-of-COVID-19-on-child-sexual-abuse
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International Edition

© esafetyCommissioner = EUR—POL

[

esafety.gov.au
europol.europa.au

1m3

internet

users is a child
How is the EU protecting them?

#DigitalEU #ChildrensDay

THREATS AND TRENDS
CHILD SEXUAL EXPLOITATION AND ABUSE

COVID-19 IMPACT


https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on-child-sexual-abuse
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://pixabay.com/photos/students-computer-young-boy-99506/

2.£COUOAIKN EkpeTaAAeuon AvnAikwy (ZEA)

.

AU¢non otn diakivnon UAIkou

Eykardotaon kakoBouAou AoyIoPIKOU Kal aAieuon 0eQ0UEVWV

Au¢non T1n¢ O1adIkTUaKnG atromrAdvnong ota MKA «kal oTIg

OIAQIKTUOKEC TTAATPOPMPEC TTAIXVIOIWV

4, Xprjon KPUTTTOYPOAPNHUEVWYV EQOAPMOYWYV OUOXEPAIVEI TO €PYO TWV
Apxwv EmoArn¢ tou Nouou -AEN

5. Or1kuBepvoeykAnuaTiec Tou Xwpou egeAicoovTal (xprnon TN)

6. O OKOTEIVOG I0TOG £CAKOAOUDOEI va TTAPANEVEI OQV UIO ONUAVTIKNA
TTAATQOPUA YIa TNV avTaAAayn UAIKou 2EA

7. AUCNON Twv TTEQITTTWOEWYV (WVTAVAGC METAdOOONC TIEQITITWOEWV 2EA
(LDCA-Live Distant Child Abuse)

8. Eptopeupartotroinon tng diadikTtuakns 2EA

SO b

=2 EURTPOL

TOCTA | tectincecape
2026 oicsens IOCTA 2026 p. 8, 15, 27, 31-36

lNnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
2. https://lwww.eurojust.europa.eu/term/crimes-against-children
3. https://www.coe.int/en/web/children/lanzarote-convention



https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf
https://www.eurojust.europa.eu/term/crimes-against-children
https://www.coe.int/en/web/children/lanzarote-convention
https://www.interpol.int/News-and-Events/News/2023/Fighting-crimes-against-children-through-collective-action
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA-2026.pdf

| | MpooTacia avnAKwy KATAVOAWTWV | ewsessthess

protect minors
online?

O1 TTpounBeuTEC Bev dlaBETouV 0TV Ayopd TTPOIOGVTA, TA OTTOIa AOYW
TNG MOPPNG, EIKOVAC Kal XpNong, Yia TNV oTroia TrpoopidovTal 1)
TOU TPOTTOU dIA0ECNC KAl TTPOBOANC TOUC:

a) evEXouv KIVOUVOUC VIO TV OPOAR WUXIKA, TIVEUUOTIKN | NOIKA aVvATTITUEN TWV AVAAIKWY KOTAVOAWTWY,

B) ekBETOUV TOUG AVAAIKOUG KATAVOAWTEC O€ Kivouvo oe€oUaAIKAG BupaTotroinong N EKUETAAAEUONG.

O1 TTpopnBeuTEC Bev TTPOBAAAOUV TTPOIOVTA TTOU aTTEUBUVOVTAl O€ AVAAIKOUG KATAVAAWTEC,
UE TPOTTO TTOU OTPeRAWVEl TNV €IKOVA TNG TAIBIKAS NnAIKiag, 10iW¢ MECW TNG XPRONS TTPOoWONTIKWYV
EVEPYEIWV TTOU TTEPIEXOUV UNVUMOATO JE OEEOUAAIKO TTEPIEXOMEVO 1) OECOUAAIKA UTTOVOOUUEVA.

ApbBpo 7a N 2251/1994 émtwg TpotroTroindnke pe dpBpo 21 N. 5019/2023, N. 5099/2024

W/
MNnyég:

1. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%AD%CF%81%CF%89%CF%83%CE%B7-
%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AE%CE%BBY%CE%B9%CE%BAY%CEY%BF%CF%82-
%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/

2. https://mitos.gov.gr/index.php/%CE%94%CE%94:%CE%9A%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1_/ %CE%91%CE%BD%CE%B1%CF%86%CE%BF%
CF%81%CE%AC_%CF%83%CF%84%CE%B7%CE%BD_%CE%95%CF%80%CE%B9%CF%84%CF%81%CE%BF%CF%80%CE%AE_%CE%A0%CF%81%CE%BF%CF%83%CF%84%CE%B1%CF
%83%CE%AF%CE%B1%CF%82_%CE%91%CE%BD%CE%B7%CE%BB%CE%AF%CE%BA%CF%89%CE%BD

3. https://digital-strategy.ec.europa.eu/en/library/commission-seeks-feedback-guidelines-protection-minors-online-under-digital-services-act



https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.facebook.com/photo/?fbid=1110959614404311&set=a.295498422617105

[MpoiévTa TTou TTapaBiddouv TIC aTTayopeUoEelc BewpouvTal 1I8iwg Ta TTPOIOVTA TTOU ANECA ) EUPEDA:

a) TTPOKAAOUV YO0 1] avac@AAEIa OTOUG AVIAIKOUG,

B) TTapoTpUVOUV O€E TTAPAVOMN I ETTIBETIKA CUUTTEPIPOPA 1) Xprion PBiag,

Y) TTAPOTPUVOUV OE CUMTTEPIPOPES KATACTPOPNG TOU TTEPIBAAAOVTOC,

0) TTapOTPUVOUV O CUHTTEPIPOPEG KAKOTTOINONG (WwV,

€) KaAAAIEpYOUV dlakpioeig AOyw QUANG, QUAoU, BpnokKeiag, 1I0ayEveEIag, avaTrnpiag ) 0€COUAAIKOU TTPOCAVATOAICHOU,

OT) €y€ipouv, AUECA 1 EUUECA, TTPOWPA, TOV EPWTIOHO MEOW AEKTIKWY N EIKOVIKWY AVOTIAPACTACEWV UE OEEOUAAIKA pnVUMATO
TToU dev oUVADOUV HE TNV EIKOVA TNG TTAISIKAG NAIKIOG KAl TA IDIAITEPA XAPAKTNPIOTIKA QUTHC,

() avaTtTapAyouVv oTEPEOTUTTA TTOU Biyouv TNV 1I00TNTA TWV dUO QUAWV,

n) TTAPOTPUVOUV O€ TTPAEEIG TTOU OEV CUVADOUV HE EUPEWG KABIEPWHEVA NBIKA TTPOTUTTA Kal OSiEG,

0) TTapoTpUVOUV TOUC AVAAIKOUG OTN CUMHMETOXN O& TUXEPA Traiyvia I} TIPOCOMNOIWVOUV TUXEPA TTaiyvIa dNUIOUPYWVTAC KivOuvo
€6iopou,

1) TTAPOTPUVOUV Ot XPROT VOPKWTIKWY OUCIWYV,

10) JTTOPEI va EKBETOUV TOUC AVAAIKOUG O€ KivOuvo 0€SOUAAIKNG BupaToTtroinong r eEKMETAAAEUONG.

ApBpo 7a N 2251/1994 omrwg TpoTtrotroindnke ue apbpo 21 N. 5019/2023, N. 5099/2024

1INYEG:

1. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%AD%CF%81%CF%89%CF%83%CE%B7-
%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AEY%CE%BB%CE%B9%CE%BA%CE%BF
%CF%82-%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/

2. https://mitos.gov.gr/index.php/%CE%94%CE%94:%CE%9A%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1_/ %CE%91%CE%BD%CE%B
1%CF%86%CE%BF%CF%81%CE%AC_%CF%83%CF%84%CE%B7%CE%BD_%CE%95%CF%80%CE%B9%CF%84%CF%81%CE%BF%CF%80%CE%AE_%CE%A0%CF%81
%CE%BF%CF%83%CF%84%CE%B1%CF%83%CE%AF%CE%B1%CF%82_%CE%91%CE%BD%CE%B7%CE%BB%CE%AF%CE%BA%CF%89%CE%BD

3. https://digital-strategy.ec.europa.eu/en/library/commission-seeks-feedback-guidelines-protection-minors-online-under-digital-services-act

¥ \



https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://unsplash.com/photos/UH-xs-FizTk

EkpoBiounog otov Kufepvoxwpo

(Cyber-Bullying)

Ex@ofioudgs, péow NG XpHoNng Ynelokwy SO e 0 i e o i e e
TEXVOAOYIWV (2015, UNICEF) —

O 6p0¢ «KUBEPVOEKPOPBIOUOSCH AVAPEPETAI TE
OUNTTEPIPOPES TTOU EKONAWVOVTAI UECW WNPIAKWYV Naked deepfake images of teenage girls

, , , , shock Spanish town: But is it an Al crime?
TEXVOAOYIWV, UE TTPWTAPXIKO OKOTTO 1) ATTOTEAECUA THV T
smavaiauBavouevn i CUVEXH TATTEIVWON, KOIVWVIKN -
amrouovwon, KaKorroinon, mapevoxAnon n BAGRn,
10iw¢ g€ maIdia N véoug

EE, 10-02-2026, Action plan against cyberbullying "Safer online,
stronger together” p. 3

MNnyég.
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.gov.gr/sdg/healthcare/national-emergency-numbers/general/116111/
https://www.stopbullying.gov/cyberbullying/what-is-it
https://ec.europa.eu/commission/presscorner/detail/len/QANDA 22 2826
https://www.reuters.com/world/europe/spain-readies-age-checking-tech-protect-children-adult-online-content-2023-12-14/
https://www.jmir.org/2025/1/e70508
https://digital-strategy.ec.europa.eu/en/library/action-plan-against-cyberbullying
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime

NGO A~BNE



https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.gov.gr/sdg/healthcare/national-emergency-numbers/general/116111/
https://www.stopbullying.gov/cyberbullying/what-is-it
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_22_2826
https://www.reuters.com/world/europe/spain-readies-age-checking-tech-protect-children-adult-online-content-2023-12-14/
https://www.jmir.org/2025/1/e70508
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime

EK@oBIouOC oTo 2X0AIKO [epiBaAAov

NEa TTAATPOPUa

» G @ % https//stop-bullying.gov.gr/archives/7752 e (=) J N ) R P i |

=

* Epoplioyéc @ =' EEos0c M YouTube [) KYBEPNOETKAHMA =~ € Deepl Translate @ Technology | The G... 3 NOMIKA OEMATA Bk Metdppaon Google £ Top Online Radio St... 3 MEPIBAAAON » 3 Orotoig AU vaT 6T rl Ta Ava ¢ o p d g
bl'&"ji ng ; EE gov Apyuhy  Néa ﬁl?a‘éﬁ‘éifé v :g'w"q"e'“éq/ v E&?EE%:?\? v FAQ ANA®OPA MEPIZTATIKOY 7 n & p ICTATIKOU
Avagmon EvnuePWTIKS UAIKO yia
To Zmitt Twv Madiwv - MpoAnyYn EmestikotnTag kat ZXoAlkou ¢ MGGI’]TEQ/ TpIEG
Ex¢opiopou ° rOVEIIQ/ Kn 68|JOV£§
17 NoepBpiov, 2023 Apxelo ® E KTrG I 68 U TI KO L’J g

®DeBpoudplog 2024
lavoudplog 2024
AeképuBplog 2023

NogpBplog 2023

NOMOZ YIT APIOM. 5029/2023 — «ZoUue ApuoVvIKG
Madi — >rdue TN 21wty : PuBuioeic yia Tnv TpoAnwn
R KAl QVTIMETWITION TNE Biac Kal ToOUu EKQoBIouoU oTa
oxoAgia kal GAAEC DIATALEIC

Etiketeg

Tupvaoto (38) Anpotko (48)

Aladiktuakog ExkpoBiopog (4)

AlapecohaBnon/EmniAuon
Juykpouoewv (11)

Mnyég:
1. https://stop-bullying.gov.gr/
2.  https://stop-bullying.gov.gr/institutional-framework
3. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/scholikos-ekfovismos-schoolbullying-i-ekfovismos-bullying/an-eisai-goneas/



https://stop-bullying.gov.gr/
https://stop-bullying.gov.gr/institutional-framework
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf

Safe Youth

H epapuoyr) SAFE.YOUth trepIAapBAavel TIG €CHGC AEITOUPYIEG:

» Emergency Button

» YToBoAN katayyeAiag yéow Tou gov.gr

» Emkoivwvia pe T AieuBuvon Apeong Apdaong ATTikAG "100"

» Emkoivwvia pe n Npauun KartayyeAiwy yia avnAikoug "10201"
» EvnuepwTIKO UAIKO

/A

Emergency Button gival éva gpyaAgio TO OTT0I0 XPNOIUOTIOIEITAI O€ TTEPITITWOEIG KIVOUVOU (WING.
EvepyotroiwvTtag 1o KouuTri €1d0TTOIEITAI KAI TTOpEUPBaivel aueca n EAAnvIk AcTuvopia yia Tnv
TTapoxn BonBeiac.

ATTQITEITAI N TTPOCUMTIANPWON MiOg QPOPMOAG ME TTPOCWTTIKA OTOIXEiO TOU avnAikou
(Trpogyypa@n) yia va evepyoTroinBei wg duvaTtoTnNTa, EVTOC TNG EQAPPOYNG.

Mnyég:

1. https://lwww.safeyouth.gov.gr/
2. https:/lwww.safeyouth.qgov.gr/oroi-chrisis
3.  https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmoqis-gia-tin-prostasia-ton-anilikon/




Nea INMAateoppa Parco - Kids Wallet app

3 control

ApXLKh Auvatotnteg 0b6nyiec yla ouokeuég Android 0bnylec yLa ouokeugg i0OS JUXVEC EpwTnoeLg

| Ag TTApOUpE TOV
Twpa, EXETE TOV EAEYXO! . EAeyyo oTa XEPIQ
AnpoupynoTe Eva aopare pac!

WNPLOKO TTEPLRAANOV.

GETTON
P> Google Play

MNMnyég:

https://parco.gov.gr/
https://www.minocp.qov.qr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://kidswallet.gov.gr/

https://kidswallet.gov.qgr/ios.pdf

https://kidswallet.gov.gr/android.pdf

akrw0NPE



https://parco.gov.gr/
https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://kidswallet.gov.gr/
https://kidswallet.gov.gr/ios.pdf
https://parco.gov.gr/
https://kidswallet.gov.gr/index.html
https://kidswallet.gov.gr/index.html#instructions

Onllne Gaming — AladIKTUOKO I'IO(|XV|6|

iVETOl BTIKA €ival TTal

OeTIKA
« Alaok€daon — yuxaywyia
* AnuioupyikoTNTA
* AvaTtrTugn AgCIoTnTWYV Kal
2TPATNYIKNG

ApvnTika
« 'EKBe0n TTPOOWTTIKWYV OEDONEVWV
« Ek@ofiouog oto AladikTuo
» [lpooPaon o€ akaTtAAANAO TTEPIEXOUEVO
* AVETIOUUNTEC ETTAPES
« EvBdappuvon yia Tuxepa traixvidia
* [loAUG xpovog aTnv 086vn - €BiI0u6C

Mnyég
1. https://www.gamingcommission.gov.gr/index.php/ypeythino-paixnidi/prolipsi-kai-katapolemisi-toy-ethismoy
2. https://lwww.esafety.gov.au/sites/default/files/2022-01/eSafety%20parent%20guide%20t0%200nline%20gaming.pdf
3. https://lwww.who.int/news-room/questions-and-answers/item/addictive-behaviours-gaming-disorder



https://pixahive.com/photo/online-gaming-playing-in-a-mobile/
https://www.gamingcommission.gov.gr/index.php/ypeythino-paixnidi/prolipsi-kai-katapolemisi-toy-ethismoy
https://www.esafety.gov.au/sites/default/files/2022-01/eSafety%20parent%20guide%20to%20online%20gaming.pdf
https://www.who.int/news-room/questions-and-answers/item/addictive-behaviours-gaming-disorder

World Health
Organization

Avoid eye strain and headaches
Follow the 20-20-20 rule

After 20 Look at an For at least
minutes object 20 feet 20 seconds
spent using (6m) away

a screen

‘ a & ”""/,,,::E
R

@ World Health
Organization

PAIRS
EPerass
UVENATES

UR BODY

Oplia kai
TEPIBWPIN

Increasing
physical activity can prevent
our children becoming obese.

Less screen time,

AIYéTSp n Oeévr] more play and recreation time is key.
& TTEPICO 6T£p n Kiv non SL T @) o

Nnyég:
1. https://www.facebook.com/WHO/posts/1771269776251731
2. https:/mwww.who.int/standards/classifications/frequently-asked-questions/gaming-disorder

3. https://twitter.com/WHQO/status/1699044996995854779



https://www.facebook.com/WHO/posts/1771269776251731
https://www.who.int/standards/classifications/frequently-asked-questions/gaming-disorder
https://twitter.com/WHO/status/1699044996995854779
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg
https://twitter.com/WHO/status/1699044996995854779
https://www.facebook.com/photo/?fbid=851230177036374&set=a.627139002778827

ATTPETTNG EKPOPA TOU AOyou & [lapatrAnpo@opnaon

Online hate speech
doesn’t just stay online

INFORMATION DISORDER

HARMFUL

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

Nooakrw N

© ©

/

Mnyég
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21
https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE_Paper 7 Geopolitics _and_strategies in_cyberspace WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf p. p1, 98
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united-
states/?fbclid=IwAR3L6VNUXxnQ7n5RGhecgHItuIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.un.org/en/hate-speech

Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

TYPES OF INFORMATION DISORDER

FALSENESS INTENT TO HARM

Misinformation Disinformation Malinformation



https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/innovationpolicy/posts/pfbid0Gefk7gEXbFaSP4TaCAJ75nYNfcuBXYQccmBSHFAxQnC3zziBZRrLSxELAMUyekRul
https://www.facebook.com/photo?fbid=1346753917480630&set=a.577863084369721

TN ka1 Deepfakes

= ESU Latest Europe World EUPolicy Business Euroviews Next Green Health Culture

The world’s richest countries
in 2024

@ > Next > Tech New

Naked deepfake images of teenage girls
shock Spanish town: But is it an Al crime?

PODNE

MNnyég:

https://digital-strateqy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content

https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime

https://www.europol.europa.eu/media-press/europol-podcast/episode-21-how-crime-is-accelerated-by-ai

https://www.europol.europa.eu/publication-events/main-reports/ai-and-policing



https://digital-strategy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://www.europol.europa.eu/media-press/europol-podcast/episode-21-how-crime-is-accelerated-by-ai
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content

ExkoTpateieC TTapatTTANPOPOPNONG
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Aiktua diadpauatilouv KaBopIoTIKO POAO OTNV TTPOTTAYAVOA UE OKOTIO TNV

d1adoan TTapaATTANPOPOPNONG KAl TOV  ETTNPECOHNO  TWV  TTONITIKWYV
OuUoTNUATWV.

2 EURTPOL

O1 ekoTpaTeiec ouxva TrepIAauBavouy YeuTiIKoug Aoyaplaocuoug ota MKA,
Ll ETTIXEIPNOEIC  TPOA KAl  TTAPATTOINMEVO  TTEPIEXOMEVO  €IONCEWV,
DNA of ECUTTNPETWVTAC TA OTPATNYIKA OCUPE@PEPOVTA TwWV URBPISIKWY ATTEIAWY,

serious
i?ganised ATTOOUVANWYOVTOC TOUC AVTITTAAOUG aTTO JEOQ.
crime

uuuuuuuuuuuuu
29 25 SERIOUS AND

e XeIpaywyouv Kal UTToKIVOUV Tn Bia

Anuooiev8nke 20/03/2025

Mnyéc:
1. https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
2. https://www.consilium.europa.eu/en/policies/hybrid-threats/
3. https://www.hybridcoe.fi/hybrid-threats/



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
https://www.consilium.europa.eu/en/policies/hybrid-threats/
https://www.hybridcoe.fi/hybrid-threats/

Fake news & TTPAKTIKEC AVTIUETWTTIONG

Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

INFORMATION DISORDER

HARMFUL

BEFORE YOU SHARE, THINK:

Mis-Information Dis-Information Mal-Information

® WHO made it?

False Connection False Context Leaks

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

® WHAT is the source?

@ WHERE did it come from?

Mnyég

1.  https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21
2. https://www.hybridcoe.fi/wp-

content/uploads/2021/06/20210622 Hybrid CoE_Paper 7 Geopolitics and strategies in_cyberspace WE ® WHEN was |t pubhshed‘)

B.pdf
3. https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030 Horizon-Scanning-and-Analysis.pdf p.
pl, 98
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united-
states/?fbclid=IwWAR3L6VNUXxnQ7n5RGhecgHOtUIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721

\\

® WHY are you sharing this?

Noaa

© ®



https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721

TexvoAoyia — Madlika dedopéva & lNepiaAAov:

OpBoAoyIkn xpnon Twv dI0BECIHWY TTOPWV

AIyoTEPN eVEPYEIQ
& TTEPIOCOOTEPN
BiwoIgoTNTA

\ | /
SEPA

Recycling your cell phone
recovers valuable resources,
saves energy, and reduces
greenhouse gas emissions.

- "@lﬂm[n‘ iIsn'tas

5 It seems...

LLL.’ “U“

Mnyég:

https://sdgs.un.org/topics/technology

https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAROk _duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg3806RaGgzlaZUpnj-Z0 A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://lwww.unep.org/resources/toolkits-manuals-and-guides/sustainable-procurement-guidelines-data-centres-and-servers

www.epa.gov/recycle

Sk wh~



https://sdgs.un.org/topics/technology
https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAR0k_duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg38O6RgGgzlqZUpnj-Z0_A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg
https://www.facebook.com/photo/?fbid=1142071817964307&set=pcb.1142071874630968

MeTaTtoTriIon TNC TTOPAVOUNG AYyOPAC OTO WNPIOKO TreEPIBAAAOV

European Drug Report
2025

Trends and developments

n\ = EURTPOL

EU Drug Markets
Analysis | 2024

Key insights for policy and practice

e
Clearnet marketplaces e
Online 7 \
platforms e - e

Messenger sServices Social media

marketplaces

Darknet marketplaces

CLEARNET

The publicly-accessible
Internet that is easily
accessed with a normal
Internet connection and

a browser.

Examples of content:
Google, Facebook, YouTube,
Wikipedia, Netflix.

DEEP WEB

The publicly-accessible
Internet that is unknown

to search engines, such as
encrypted or unindexed
websites, private databases,
and other unlinked content.
Examples of content:
Academic databases,
medical records,

financial records, legal
documentation, government

information, library access,
bank accounts.

DARKWEB

A collection of websites that exist

on darknets. These are not directly
accessible from the Cleamet and often
require special software to access

such websites. Websites use hidden IP
addresses which are hosted on securely
encrypted networks for increased
anonymity.

Examples of content: Tor encrypted
websites, whistleblowing platforms, ultra-
secure email services, darknet markets.

1 B~

Mnyég:

https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html

https://www.interpol.int/Crimes/|llicit-goods/Pharmaceutical-crime-operations

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

https://vvv.vev.site/unodc-syntheticdrugstrateqy-en/

https://www.euda.europa.eu/publications/european-drug-report/2025 en#odf p.14-15



https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrategy-en/
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf

NapkwTikd otov KuBepvoxwpo

To ocuyxpovo opyavwuévo EykAnua «aloTrolEi»

Tov KuBepvoxwpo yia tn diakivnon tTwv
VAPKWTIKWV Kal VEWV WuxodpaoTIKWV OUTIWV NwAnon
A NAnpwpég

| VA

v Xpnon loxupng kpumrtoypagnong
TTOU KaBI10Ta DUOKOAO TOV eVTOTTIONO Twv OCGS.
v EKTeTapéVNn XpRon Twy social media yia Alavikn 81d8son
10iwG o€ vea avnAika TTaidiq.
v Autopartotroinon péow TnG TN Kal Twv bots
YIQ ETTIKOIVWVIES, TTPOBAEWN KIVOUVOU, £CUTTVI OTTOOTOAN
OEUATWYV K.ATT.

\\




YTTOVOUEUON TWV KOIVWVIWY ATTO TO OPYAVWHEVO EYKANUO

f
[ Person A sends money to person B

(=)—(®) -

Cybercrime

" jopioidstrategy
#SyntheticDrugs

Person A opens their A block representing that The transaction is The network of nodes
crypto wallet and request transaction is created broadcast to the P2P validates the transaction
a transaction network consisting of

computers, known as nodes

._._ e

Z EURTPOL

Transaction is complete The updated ledgeris The transactions (block) is The nodes receive a reward
and Person B received distributed across the P2P combined with other for Proof of Work, typically
the money in their network transaction to create a new in cryptocurrency
crypto wallet block of data for the ledger

The

changing

DNA of

serious [nvé

and nvéc:

https://www.unodc.org/centralasia/en/news/unodc-explains-the-combined-use-of-unmanned-aerial-vehicles-and-ground-surveillance-systems.html
https://www.reuters.com/article/crime-europol/technology-is-now-at-root-of-almost-all-serious-crime-europol-idUSL2N1GM27Z/
https://www.theguardian.com/world/2019/jan/28/spanish-drug-smugglers-who-used-drones-to-spy-on-police-are-arrested
https://www.emcdda.europa.eu/publications/european-drug-report/2023_en
https://Ifpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf p.14-15

0.  Eric Schmidt, Jared Cohen, H Néa Wneoiakr Etroxr, 2014, Ekdooeig Aiaulog, agA. 208, 216

organised
crime

EUj UNION
SERIOUS AND
ORGANISED CRIME
THREAT ASSESSMENT
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https://www.emcdda.europa.eu/publications/european-drug-report/2023_en
https://lfpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

Kivouvol Kal aTTeIAEC OXI HOVO aTTO TA (PAPMOKA

= EUR—POL THE MEDICRIME CONVENTION

IN TOQUESTIONS AND ANSWERS

The Coundl of Europe Comsention
on the CounterTeiting of Medical Products and
Sim#ar (rames irvolving Theeats so Public Health

EU Drug Markets
Analysis | 2024

Key insights for policy and practice

Enhance monitoring and analysis of the use

of online platforms to trade and distribute

drugs. Particular attention should be paid to
developments on the surface web and social
media platforms, especially in relation to their use
by young people.

FIGURE 1
EU drug markets scosystem

€12.1bn
39 %

EE 2021, eAaxioTtn Alavikn acia
31dic €

MNnyég:

https://lawandorder.gr/diathesi-farmakon-ston-kyvernochoro-to-thesmiko-plaisio-pote-arga/

https://newpost.gr/ellada/5dff4032e21f618439dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton

https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations

el N

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice p. 10



https://lawandorder.gr/diathesi-farmakon-ston-kyvernochoro-to-thesmiko-plaisio-pote-arga/
https://newpost.gr/ellada/5dff4032e21f618439dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.coe.int/en/web/medicrime/publications
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

| TepAOTIO XPNUATIKA TTOOA YUPW OTTO TA VOPKWTIKA \

INWARD AND OUTWARD ILLICIT FINANCIAL FLOWS RELATED
TO DRUG-TRAFFICKING FOR COUNTRIES WHERE DATA ARE AVAILABLE

Cybercrime AVERAGE ANNUAL AVERAGE ANNUAL
COUNTRY INWARD ILLICIT OUTWARD ILLICIT
FINANCIAL FLOWS ($) | FINANCIAL FLOWS (%)
Colombia - o ts
(2015-2019) Cocaine 1.2-2.6 billion 227 million
Mexico Cocaine 4.5 billion
Methamphetamine 2.8 billion
(2015-2018) Sierain 4.8 billion 337.5 million
Peru (2015-2017) Cocaine 1.5 billion
Afghanistan : s
(2018-2021) Opiates 1.3-2.2 billion
Heroin “Yaba”" 61.9 million
Bangladesh (methamphetamine) 140.3 million
] (2017-2021) Phensedyl (cough syrup) 215.4 million
rMnyn Buprenorphine 63.1 million
https://www.unodc.org/documents/data-and- TP T T
- P aldives eroin .25 million
analysis/WDR_2025/WDR25 B1 Key findings.pdf (2020-2021) Earnalic S
Nepal . >
(2019-2021) Heroin 4.6 million
Myahenat Opiates 0.5-1.3 billion

(2018-2022)


https://www.unodc.org/documents/data-and-analysis/WDR_2025/WDR25_B1_Key_findings.pdf
https://www.unodc.org/documents/data-and-analysis/WDR_2025/WDR25_B1_Key_findings.pdf

EmypauuikeEc ammarec — Online Frauds

Finance worker pays out $25 million after video

& t~hi 1 i 1 p 4
call with deepfake ‘chief financial officer Néa 05nv|q

W e i e 2020/1828/EE

QVTITTIPOCWTTEUTIKEG AYWYEG YIA TV
TTPOOTACIA TWV CUANOYIKWV
OUMQEPOVTWYV TWV KATAVOAWTWY Kal

TNV Katapynon tng Odnyiag
2009/22/EC

N. 5019/2023 ®EK A
EvowpatwBnke oto
EOWTEPIKO OikaIO
Atrolnuiwon BuudTtwyv
KUBEPVOATTATNG UTTO
TTPOUTTOBEDEIC

Buying on the dark web?

Nnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf prevention_alert 0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32020L 1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://lwww.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
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https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web

Ul LYNROEZTEPU DAQ
[MIOAYONTAI OI ANATEQNE
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Anites  Andtes Anrtes Anéres . unoMidou aotuvopikol  Aoyioth  aogaMoth  tpanelikod
(lov.-Aly. péo@ e Kapra pEow AEKO
2025) unoloyioth  (2024) AiodiKtiou (AEH, AEABHE K.An.)

MNnyés: EMavik Aotuvopio (Zanomxd 2024-2025), TpdneZa ms EAG30s (Kivnon koi andmn cuvaAAayiw pe xGp1es nAnpapiv, 2024), MoneyTourism (Zemipfipios 2024, ovihuon TiE)
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ATTaTtec otnv EAAGOQ

Mnyég
https://www.tanea.qr/print/2025/10/20/greece/ekriksi-stis-psifiakes-apates/




ATTaTeC ToU EvOlaueoou —
MITM (Man in the Middle)

CEO/BUSINESS EMAIL COMPROMISE (BEC) FRAUD

A fraudster calls or
emails posing as a
high ranking figure
within the company
(e.g. CEO or CFO).

®

They require an
urgent payment.

=

They have good HOW DOES

knowledge about

the organisation. |T WORK')

vy
W ‘y

~ -
- -

They refer to a sensitive
situation (e.g tax control,
%p merger, acquisition).

.

They use language such as:
‘Confidentiality’, The
company trusts you', I am
currently unavailable’.

Often, the request is
for international
payments to banks
outside Europe.

=3 The employee
transfers funds to an
account controlled
by the fraudster.

Instructions on how

to proceed may be C
given later, by a third )
person or via email.

The employee is
requested not to

follow the regular
authorisation
procedures.

& /Original connection \ w’
F(‘ﬂ Ny® )
%0
o
User Web application

Q
Man in the middle
New connection

MNnyég:

https://www.ibm.com/think/topics/man-in-the-middle

https://www.europol.europa.eu/sites/default/files/documents/iocta 2019.pdf

p.41
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-

repeat-I0OCTA_2025.pdf p.96, 43

https://ww.youtube.com/watch?v=PehWRZ2816M



https://www.ibm.com/think/topics/man-in-the-middle
https://www.astynomia.gr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf

Oodnyviec yia ETaipeiec kal ATTaOXOAOUMEVOUC

WHAT CAN YOU DO?

AS A COMPANY

Be aware of the risks and ensure that employees are
informed and aware too.

Encourage your staff to approach payment requests
with caution.

Implement internal protocols concemning payments.

Implement a procedure to verify the legitimacy of payment
requests received by email.

Establish reporting routines for managing fraud.

Review information posted on your company website, restrict
information and show caution with regard to social media.

Upgrade and update technical security.

rf| \I Always contact the police in case of fraud
* / attempts, even if you did not fall victim to
the scam.

AS AN EMPLOYEE

Strictly apply the security procedures in place for
payments and procurement. Do not skip any steps and do
not give in to pressure.

Always carefully check email addresses when dealing with
sensitive information/money transfers.

In case of doubt on a transfer order, consult a competent
colleague.

Never open suspicious links or attachments received by
email. Be particularly careful when checking your private
email on the company’s computers.

Restrict information and show caution with regard to
social media.

Avoid sharing information on the company's hierarchy,
security or procedures.

If’d-lq\“'\.I If you receive a suspicious email or call,
“a:_/'l always inform your IT department.

MNnyég:
https://www.europol.europa.eu/sites/default/f
iles/documents/iocta_2019.pdf p.41
https://www.microsoft.com/en-
us/security/business/security-101/what-is-
business-email-compromise-bec
https://www.ncsc.gov.uk/files/Business-
email-compromise-defending-your-

organisation-infographic.pdf
https://www.ncsc.gov.uk/files/Active-Cyber-

Defence-2-ASM-experiment.pdf

https://www.ncsc.gov.uk/guidance/business-
email-compromise-defending-your-

organisation
https://www.youtube.com/watch?v=PehWRZ

2816M



https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://www.ncsc.gov.uk/files/Business-email-compromise-defending-your-organisation-infographic.pdf
https://www.ncsc.gov.uk/files/Business-email-compromise-defending-your-organisation-infographic.pdf
https://www.ncsc.gov.uk/files/Business-email-compromise-defending-your-organisation-infographic.pdf
https://www.ncsc.gov.uk/guidance/business-email-compromise-defending-your-organisation
https://www.ncsc.gov.uk/guidance/business-email-compromise-defending-your-organisation
https://www.ncsc.gov.uk/guidance/business-email-compromise-defending-your-organisation

ATtratec Texvikng Ytrootnpigng — Tech Support Scams

. Y
How to recognise g.3
tech support scams ‘@.
1 The downloaded program gives her
access to your computer and data.
S

technical support provider, claiming that
there iz a problem with your PC’s software.

She then asks for a small payment for
the service to make you log into your

online banking. PAY SERVICE

| Cybercrook Brooke has now access to
your bank account and perform
fraudulent transactions.

The caller ID displays a support phone
number from a trusted company.

She tells you to act quickly or you

- L -
- will lose all your data.
Cybercrook Brooke recommends
that you download a program that ¢
will fix the problem. L——l

Mnyeg
1. https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
2. https://pix4free.org/assets/library/2021-06-16/originals/tech-support.jpg

3. https://www.europol.europa.eu/cms/sites/default/files/documents/tech _support scam_en.pdf



https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
https://pix4free.org/assets/library/2021-06-16/originals/tech-support.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/tech_support_scam_en.pdf

ETrevOouTiKEC aTTaTEC — INnVestment Frauds
H KaAUTEpN €TTEVOUCN €IVAl N EVNMEPWON

TPATIEZA THE EAAAAOX
EYPQLYLTHMA

KPYMNMTO«NOMIZMATA» :Li
KPYMNMTO«NOMIZMATA»

MPOoGCEETE NOIOV EPNICTEVECTE.

AvayvwpioTe Toug KIvOUVoUG andTng

KPYMNTO«NOMIZMATA»:

H KCl7\l'JT8pr| Mnvuuara & e-mails ané dlsv agiéniota
avTaAAakThpia  nopTopoAia KAEBouv

AkoAouBnoTe enicnNUES NNYES yia TNV enévouon givai KwdIkoUg NpéoBaong & kedpdAaia (phising
EVNUEPWON Oag. - scams).
N EVNUEPWON ’

EVNUEPWOEITE NPIV ENEVOUCETE.

MNnyég:
1. https://www.youtube.com/watch?v=HIfGsQ MklU
2. https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/enhmerwsh-gia-ta-kryptonomismata
3. https://lwww.ecb.europa.eu/press/economic-bulletin/articles/2019/html/ecb.ebart201905_03~c83aeaad4c.en.html

\\



https://www.youtube.com/watch?v=HIfGsQ_MklU
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/enhmerwsh-gia-ta-kryptonomismata

q_ ¥ __CRYPTO )

Crypto* scams, f toas

"pig butchering" by cost billions of
dollars. Criminals befriend people to entice them to make
crypto investments through phony apps and websites. The -
investments may start out slowly with small sums of money, but it's
a scam aimed at stealing tens of thousands to millions of dollars.

HOW DO CRIMINALS TARGET PEOPLE & HOW DOES THE CON START

\/

ETrevOouTiKEC aTTaTeEC — Investment Frauds
H KaAUuTepNn €TEVOUCN Eival N EVNUEPWON

» EipaoTe emI@QUAAKTIKOI OTaV BAETTOUME DIOPNUIOEIC ETTEVOUTIKWY TTPOYPAMMATWY
07O JIadIKTUO TTOU UTTOOXOVTAI UPNAEC aTTOOOOEIC, AKOMA Kal OTav gu@avidovTal va
OUMMETEXOUV O€ QUTEC TTPOCWTTA UWNnAOU KUPOUG Kal JEYAANG avayvwpEIoIJOTNTOG.

» Agv eTTeVOUOUME XPMATA OOC O€ UTTNPETIEC XWPIG va €ipaoTe aTTOAUTWS BERaIOI
yla TNV agloTrioTia Toud.

» EipaoTe emI@QUAAKTIKOI OTAV PAG TTPO0EYYiICOUV TNAEPWVIKA | HEOW PNVUNATWY
NAEKTPOVIKOU TAXUOPOWEIOU ATTO ETTEVOUTIKEC ETAIPEIEG TOU ECWTEPIKOU.

» AvalnToUME TTANPOPOPIEC YIA TNV ACIOTTIOTIO TWV ETTEVOUTIKWY ETAIPEIWY TTOU JAG
TTpoocyyidouv.

» ZnNTOUME TOUG OPOUC Kal TTPOUTTOBETEIC, TTPIV TTPAYMATOTIOINOOUME KATTOIA
ouvaAiayn.

> Tpiv TTpoouue o€ OTTOIAdATIOTE XOPNYNON OTOIXEiWV Pag ) atTdépacn yia
eTTEVOUOT), EAEYXOUME €AV N eTalpia dl1aBETel adela atrd TNV ETITPOTT)
Kepahaiayopdcg | Tnv Tpatrela Tng EAAGdOC 1} eupwTraikd diapariplo.

» Avatpéxoupe oTn AioTa TTpocIdoTToINCEWY TNG ETTITPOoTTAC KEe@aAaiayopdg yia To
ETTEVOUTIKO KOIVO, 0TO ouvdeouo http://www.hcmce.gr/el/warningsl.

https://www.astynomia.qr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/

MNnvyég:

https://www.ic3.gov/Crimelnfo/Investment

https://www.ic3.gov/Outreach/Brochures/2024 ABA Cryptocurrency Infographic.pdf

https://www.europol.europa.eu/media-press/newsroom/news/further-action-against-fraudulent-online-investment-platform-five-arrests-of-high-value-targets

A

https://www.youtube.com/watch?v=HIfGsQ_MkIU



https://www.astynomia.gr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/
https://www.ic3.gov/CrimeInfo/Investment
https://www.ic3.gov/Outreach/Brochures/2024_ABA_Cryptocurrency_Infographic.pdf
https://www.europol.europa.eu/media-press/newsroom/news/further-action-against-fraudulent-online-investment-platform-five-arrests-of-high-value-targets
https://www.ic3.gov/Outreach/Brochures/2024_ABA_Cryptocurrency_Infographic.pdf
http://www.hcmc.gr/el/warnings1
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THE ANATOMY OF BUSINESS EMAIL COMPROMISE
INTERPOL 3 TOXIC INGREDIENTS

Millions in
illegal profits

. | . | - 1 k H
Hacking T Money laundering
An email account is = S Multiple transfers are made
involving foreign banks/
institutions

compromised through
malware, employee

i ipulated int: i
intrusion, etc. manipuiated intoproviding

r funds.

# arefil

[TapaAAayEC OIAOIKTUOKWY ATTATWYV

ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

CEO

EMPLOYEE ACCOUNT
COMPROMISE

FRAUD /
CEO IMPERSONATION

BOGUS INVOICE
CHEME

INTERPOL

[nyéc:

1. https://www.europol.europa.eu/operations-services-and-
innovation/public-awareness-and-prevention-
guides/beware-scams-involving-fake-correspondence-
europol:el

2. https://www.messinialive.gr/eksarthrothikan-dyo-
speires-pou-arpaksan-630-000-evro-eksapatontas-
polites-120-peristatika-thymata-kai-stin-
kalamata/?fbclid=lwY 2xjawKIUB1leHRUA2FIbQIXMQBic
mIkETBaVzimbWJCejdnQXJ5UkJWAR7I1JbmyoKO0G5 A
kGO_6HJ9 su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0x
FuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA
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AladIKTuaKEC aTtraTec - Odnyiec NG TTE

TPANIEZA THE EAAAAOZ
EYPQEYETHMA

Mg npocTarevoual
ano TIG NAEKTPOVIKEG ANATEG

EIMAI IAIAITEPA
MPOXEKTIKOZX/-H...

...ME TIG SIASIKTUAKEG ayOopES
HOU Kal ENIAEYW
NAEKTPOVIKEG NAQTHOPUES
KAl KaTaoTAKATa
EPNICTOOUVNG EAEYXOVTAG
Kal TUXOV agloAoyNOoEIG nMou
undpxouv (EAEyxw OTI gival
TO owoTo url Kal &1 viveTal n
xpenon «https://..» A 6T
epgavigeTal To cUPBOAO TOU
AOUKETOU).

EAEMXQIMANTATIZ

/\ G EIAOMOIHZEIZ NOY
AAMBANQ ANO THN
TPATEZA MOY...
N @ X .TA UNVULIATA NOU CUVOJEUOUV

KWOIKOUG pIag xpriong OTP,
€1I00MOINCEIG YIa CUVOEDH VEWY
OUOKEUWV, UNPIAKWY NOPTODOAILY,
UNNPEECIV NANPWHWY Kal
enIBeRalvw 6TI apopouv SIKEG LoU
EVEPVYEIEG. TAKTIKA EAEYXW KAI TIG
KIVAOEIG TWV AOYApIACH®V HOU.

ENHMEPQNOMAI 7 ®PONTIZQTO
AIAPKQX... / / AEITOYPIIKO
EYEITHMA TOY Py

YNOAOFIETH o
MOY... N

Y10 TOUG KIV3UVOUG Kal
TIG VEEG LIOPDES andTng.

7/ |
% ------ a BEBAIQNOMAI OTI...

.0 ANOOTOAEAG TV UNVULATWY Nou AapBave gival 0 npaypaTikog
(akdua kal av gpaivetal 611 €ival PIAIKS Hou NEOCWNO A ENICNHUOG GOPEAS).

EIMAI ZE : a eival EVNHEPWHEVO Kal va

ErPHIOPZH... npooTaTeleTal and antivirus. MPIN AMANTHZQ XE EXQ YNOWH OTIH TPAMNEZA AEN
AITEAIAEPTAZIAZL, ©A MOY ZHTHZEI NOTE...

_.ANEVavTI O£ YN SUVABEIG CULNEPIDOPES Kal Eniong, EVNUEPWVE TOV browser nou EAErXq... ..TO pin TNG KAPTAG r) TOV KWAIKOG Tou e-banking Hou.

KaTaoTACEIG (M. EVNUERWON YIA KUEYAAEG XPNOILONMC ai dlacpa 0 . Ta oTolxela TG ETaIpIag Nou

EUKQIPIEG, AITAUATA yIa ENElyouca e al agionicTo T\_\\

: 2 > " NPOoCEPE! TN BEoN.
KartaBoAn xpnudTtwy, UnonTn SpacTnEIGTNTA

oTov TPAnedIké AoYapIacuo f TNV KAPTA).

é "\\\ ‘I' AEN AMANTQ...
4 ..0£ UnonTa e-mail, sms, KAMOEIG Kal OE Kapia nepinTwon dev akoAouba links / QR codes

®aBwg Kal Sev avoiyw cuvnuuéva apxeia.

AEN MOIPAZOMAI FANAMMNQETOSITE THE
TAITOIXEIA... TPAMEZAZ MOY...

AEN

Eipial NoAU NPOoEKTIKOS / - Tav
SnuooieUw ayyeNES kal dTav
anavTw o€ ayyEAEG AAAWV.

AMO®EYIQNA
IYNAEOMAL...

..0£ dnpéoia kai anpooTdTteuTa dikTua wi-fi. L

AEN ANMOOHKEYQ TOYXZ KQAIKOYZ MOY...

OTIG CUCKE {c AAGT W TOUAGKIOTOV KABE 6 L\ beUYW TN XPrAoN
anACIK®V f NP MO SIKGV.

AKOMA KAIME THN YNOWIA OTI

.Tpanedikou Aoyapiacuou /
KAPTAg / KwdIKoUS HIag
XPrioNG Kal euaictnTa
NPOCWNIKA OEOONEVA.

NANKTPOAOYW EYW TNV NAEKTPOVIKI BleUBUvVON
Kal eV AKOAOUB® XOpNYOUHEVOUG OUVBECUOUG
and unxaves avaZritnons.

BeBaiwvopal 6Ti Bpickopal oTo npayparike site
NG TPANeCag (EAEyXw OTI €ival TO cwaT url kai

ANTAMOKPINOMAL...

..OE aVanAavTeXes KANOEIG ano
UMNOTIBEUEVOUG NAPAXOUS UNNPESIV

(Microsoft, EATA, AEH, Epopia kKAN) Xwpig va

£XE1 YIVEI NPWTA aiTnua and epéva.

MIMOPEI NA EXQMEZEI ©YMA ANATHE...

..E130MOIW TNV TPANEZA pou.

AV XPEIQOTEI, ENIKOIVWVE HE TNV aoTuvouia (AiwEn
HAEKTPOVIKOU EYKANLATOG) Kal TNV UnNnpeocia péca and
TNV ONoia NPAYUATONOINCA TN CUVAAAQyH.

Néa Odnyia
2020/1828/EE

QVTITTIPOOWTTEUTIKEG AYWYEG
yla TNV TTPOCTACIA TWwV
OUAAOYIKWYV CUPQEPOVTWV
TWV KATAVOAWTWYV Kal TV

kKatdpynon tng Odnyiag
2009/22/EC

N. 5019/2023
PEK A

Evowpatwbnke oTo
EOWTEPIKO dikaIo
ATtrolnpiwon
BupdaTwv
KuBepvoatarng utro
TTPOUTTIOBETEIC

AT yiveTal n xprion «https://..» 1 611 epdaviceral To
oUpBoA0 Tou AOUKETOU).

1V

1. htips://www.bankofgreece.qgr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview

Q_aem_LUDMT7nsjerfXu2jXRt366A#/lessons/in_swfHMFJVomcam6z8GDKZikD f1Qqg-

2. https://museum.bankofgreece.gr/personalfinance/?fbclid=lwY 2xjawlrOhFleHRuA2FIbQIXMAABHSFZ0ZDekJpQNV 1cliHeK8vp6RgpOUhxhbSLssHzZWOF8qVL0ZpM8Z2Ax-



https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview

AIAOIKTUOKEC AYOPEC

_ EYKAIPIA:

e = OL Xpuool Kavoves Twv OLadLKTUAKWY ayopwy

‘. 1 c , ',( F N
Xpnolponoinoe papkeg Kat Babsiliioon srkativaste ‘ Agev Ba £81veg ¥pripata oe €va Tuxaio dtopo
Karaotnuata ta omnota TOUG KLVOOVOUG TWV oto Spopo, pnv To KAvelg kat oto dradiktuo

OKEPTOPAI TTPIV AYyOopAoWw

Edv eivat duvatov, aoknoe 1o dikailwpa tng

NPOTEPNG Napalafng Twv MPoiovIwy. 7

yvwpiZeig. SLABIKTLAKWY AyOpPLV.

E1d1kd ayvwoTwy KatasTnpatwy @ UIANATOPACEZ £ MH ETE
KQl HEHOVWHEVWY TWANTWV. ' ‘ ) ) ) 2
OL MEPLOCOTEPEG TUOTWTIKEG KAPTEG EXOLV
o o LOXVPT) TOALTLKY TtpooTaciag nehatwy. Eav
6ev AdBeLg auTo nou napryyetAeg, o k8OTNG Moté pn oTéAveLS avTiypago Tng
—— NG KApTag evOEXETAL Va O ANoNHIWOEL Kaptag cou, Tov aptBpo, to PIN f
@ omnotodnnote AAAO OTOLXELD TN HEOW
. ) QA e-mail
Mpv dwoELg Ta oTolLXEla TNG KAPTAG OOV
yLa mAnpwyr cuvdpopnTIKG UNnpeoiag, (

MNpaypatomnoinoe Tig S1adikTVaKES
ayopeEg oou povo ot LoTooeAideg ou
Xpnotpomnotolv mArpn auBevTikornoinon

péow d1adikTuou, pabe WG PNOPEIS va o m
SLaKOYELG TNV UTNPECia auTr). '
=]

Xpnotyonoinoe ta npwtokoAAa HTTPS kat Evbéxetal va xpetactoly yua va Edv bev ayopdoeig KAty pnv (énwe Verified by Visa /MasterCard
SSL otav nepinyeioat oto dtadiktvo anodelfouv Toug Gpoug Kat TIg UTTOBAAELS 1) CWOELG Ta oTolXEla Secure Code).
Qupnoou: povo To SUHBOAO TOU AOUKETOU & npoinoBEoelg TnNg MwAnong f yava NG KApTag cou.
6ev Kavel £vav LOTOTOMO acWaln anodeifouv OTL EXELG ANPWOEL yia Ta
ayafa.

CYBER
= EURCPOL |£575.... 'A ﬁgs}sﬁgﬁ #BuySafePaySafe

MNMnyég:
https://www.europol.europa.eu/sites/default/files/documents/ecommerce goldenrules 2020 gr O.pdf
2. https://www.europol.europa.eu/covid-19/covid-19-shopping-scams

=



https://www.europol.europa.eu/sites/default/files/documents/ecommerce_goldenrules_2020_gr_0.pdf
https://pixabay.com/illustrations/online-sales-ecommerce-technology-2108028/

@ KaA£g MNMpaKTIKEG YiIa aoc@AAsIC OIADIKTUOKEG OYOPEG

Baoikd pag SIKAIWHATA WG KATAVAAWTEG (EiTE WG EVAAIKOI EITE WG AVRAIKOI).
Kdavoupe kaAr €pguva ayopdg (EAEYX0OG aglOTTIOTIag, oUYKPIOoN TIMWYVY, Ka).
BeBaiwvopaoTe yia TQ aTTapaiTnTa BACIKA OTOIXEIA TS OIAOIKTUAKNAG ETTIXEIPNONG
(ETTwvupia, FTEMH, AOM, AieuBuvon, 21a0€pb TNAEPWVO, ).

Alaaloupe TTPOCEKTIKA OXETIKEC KPITIKEG VIO TNV OUVOAIKN €CUTTNPETNON OAAG KaIl TNV
YEVIKN TTOAITIKI) TNG ETTIXEIPNONG (TTEPITITWOEIC ETTIOTPOPWYV TTPOIOVTWV).
lNpooéyoupe TNV 0€AidA TOU KATACTAMATOC VA TTAPEXEI aoPaAr ouvdean (Https) L ————
NMpooEXOUNE TIC KEUKAIPIESY, TIC ACUVNOIOTA «XOMNAEG TIMESY KAl TIC K TTPOCPOPESY
EVNUEPWVOUOOTE VIO TNV TTOAITIKI] AKUPWONG CUVAAAAYWYV KAl ETTICTPOPWYV ’ 4 Y
TTPOIOVTWYV TTOU £PAPHUOJOUV TA KATOOTAMATA, ME TA OTTOI0 CUVAOAAOOCOOHOOTE

oo O 00D

MNnyég:
https://www.synigoroskatanaloti.gr/el/symboyles-gia-exypnes-kai-asfaleis-black-friday-kai-cyber-monday-agores
2. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%AD%CF%81%CF%89%CF%83%CE%B7-
%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AE%CE%BB%CE%B9%CE%BA%CE%B
FY%CF%82-%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/
3. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
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https://www.synigoroskatanaloti.gr/el/symboyles-gia-exypnes-kai-asfaleis-black-friday-kai-cyber-monday-agores

@ KaA£g NMPpaKTIKEG YiIa ao@AAEIC OIADIKTUOKEG AYOPEG

lMpoTipoupe TRV TTANPWHNA ME AVTIKATABOANR.

'vwpifoupe yia To BACIKO HOG OIKAIWUO UTTAVOXWPENONS

(eTioTPOPR AYOPACHOEVTOC TTPOIOVTOC EVTOG 14 nUEPWYV ATTO TNV AyopA)

TTOU €QapMUOleTal 0€ OAA TA EUTTOPIKA KATACOTAMATA (EiTE QUOIKA €iTE DIADIKTUAKA).

Agv oTéEAVOupuE TOV apIBUO TNG KApTAG Hag, TO PIN 1 otroladitrote GAAN TTAnpO@OpPiIia TNG
KAPTOG MOG OE KAVEVAV HECW NAEKTPOVIKOU TAXUOPOMEIOU.

Agv OTEAVOUNE XPHMOTO OE KATTOIOV TTOU OEV YVWPI(OUE.

AtrofOnkevoupe TTAVTA OAA TA EYYpaPA TTOU OXETICOVTAI HE TIG OIAOIKTUOKEG MOG OYOPEG.
Edv dev ayopdaloupe KATI, Oev UTTORBAAAOUE TO OTOIXEIO TNG KAPTAG HOG.

N'vwpifoups atrd TTPIV TTOU B0 KATAYYEIAOUME TTEPITITWON ATTATNS KATA TN d1adIKACia TNG
O1aOIKTUOKAG ayopdg (TToIVIKO adiknua)

'vwpifoups TTOU A AVAPEPOUME TO iOIO TTEPICTATIKO YIO TNV EVNMEPWON TG APHODING
apXnG Yia TnV €mIBOAR TTPOCoTiPoU (O10IKNTIKO adiknua)

O oodod OopopoCfd

MNnyég:
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-quides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.fcdoservices.gov.uk/shopping-the-black-friday-sales-safely/
https://www.ncsc.gov.uk/news/black-friday-shoppers-urged-to-shop-securely
https://www.gov.qgr/ipiresies/polites-kai-kathemerinoteta/kataggelies/kataggelia-gia-periptoseis-apates-me-upologiste
https://www.gov.qgr/ipiresies/polites-kai-kathemerinoteta/kataggelies/anaphora-kataggelia-ston-sunegoro-tou-katanalote
https://kataggelies.mindev.gov.gr/%CE%BA%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1/
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https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.fcdoservices.gov.uk/shopping-the-black-friday-sales-safely/
https://www.ncsc.gov.uk/news/black-friday-shoppers-urged-to-shop-securely
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies/kataggelia-gia-periptoseis-apates-me-upologiste
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies/anaphora-kataggelia-ston-sunegoro-tou-katanalote
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https://www.biography.com/scholar/hippocrates
https://commons.wikimedia.org/wiki/File:%CE%91%CF%83%CE%BA%CE%BB%CE%B7%CF%80%CE%B9%CE%B5%CE%AF%CE%BF_%CE%9A%CF%89%CF%82.jpg

Néec AeioTnTeg oTov 21° aiwva — O poAocg Tnc EKtraideuong

Exhibit 1: Students require 16 skills for the 21st century

9 6.,,1.:&
. oV -
21st-Century Skills =
PEOPLE AT
THE CENTRE
SUSTAINABILITY SOLIDARITY AND
. INCLUSION
. . . . . DIGITAL
Foundational Literacies Competencies Character Qualities
How students apply core skills How students approach How students approach RIGHTS AND ’
to everyday tasks complex challenges their changing environment

1. Literacy
2. Numeracy
3. Scientific
literacy
4. ICT literacy

5. Financial
literacy

6. Cultural and
civic literacy

11. Curiosity
12. Initiative

13. Persistence/

14. Adaptability

15. Leadership

16. Social and cultural
awareness

06000

FREEDOM OF
CHOICE

digital skills

Blay) jpojpojoutt®®™

.-fo

europa.eu
Rights and principles to guide the digital transformation

Lifelong Learning

Mnyég:
https://digital-strateqy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://reports.weforum.org/docs/WEF New_Economy_Skills_2025.pdf p.7
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strateqy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strateqy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles ?fbclid=IwAR0eotl200iJEF4 TyAfzDuKMuyiJ2ihivgQ9yYci320ai6 1QSyxNSo7Xad8 anueia 4 (yn@iakn
ekTraideuan kai KatdpTian Kal ynelakég degiotnTeg), 16 (ao@aAEg kal TpoaTaTeupEVO Wn@lakd TepIBaAiov), 20,21,22 (TrpooTacgia Kal EVOUVALWGT Twv TIAIdIWY KAl TwV VEWVY GTo Wn@lakd TepIBAAoV
https://www.unesco.org/en/digital-competencies-skills/ict-cft
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https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://reports.weforum.org/docs/WEF_New_Economy_Skills_2025.pdf
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles?fbclid=IwAR0eotl20OiJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci32Oai61QSyxNSo7Xad8
https://www.facebook.com/DigitalEU/videos/555642449332033/
https://reports.weforum.org/docs/WEF_New_Economy_Skills_2025.pdf

@) OECD

e Agc10TNTESC TOU MEAAOVTOG

FUTURE JOBS

JAVOAUTIKA OKEWN tobo Al i ond
QWnoiaKkéc SEEIGTTEC
e = | OAnpioupyikéTnTa

we dMpocappooTikdTNTa
¢ Ao Biou paBnon

EAST ASIA AND PACIFIC
DEVELOPMENT STUDIES

@ WORLD BANK GROUP

Mnyég:
https://reports.weforum.org/docs/WEF_Future of Jobs Report 2025.pdf
https://openknowledge.worldbank.org/server/api/core/bitstreams/e98ac135-15f6-47e4-b1d9-07a6415b6e76/content
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/oecd-skills-outlook-2025 ac37c7d4/26163cd3-en.pdf
https://digital-skills-jobs.europa.eu/en
https://www.cedefop.europa.eu/files/3098 en.pdf
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https://openknowledge.worldbank.org/server/api/core/bitstreams/e98ac135-15f6-47e4-b1d9-07a6415b6e76/content
https://reports.weforum.org/docs/WEF_Future_of_Jobs_Report_2025.pdf
https://openknowledge.worldbank.org/server/api/core/bitstreams/e98ac135-15f6-47e4-b1d9-07a6415b6e76/content
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/oecd-skills-outlook-2025_ac37c7d4/26163cd3-en.pdf
https://digital-skills-jobs.europa.eu/en
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/oecd-skills-outlook-2025_ac37c7d4/26163cd3-en.pdf
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Digita I © Y70L3(°1224 years old)

generational gap () o
65%

Percentage of individuals using
the Internet in 2023
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Source : ITU, Facts and Figures 2023
Note: ITU-D regions

Silent Generation

Generation Alpha
*xearly 2010s —mid-2020s

Zoomers/Generation Z
*1007-2012 |

Millennials/Generation Y
*1981-96

Generation X
*1965-80

Baby Boomer
*1946-64 |

*1928-45 | ‘ ‘ |
Greatest/G.|. Generation
*1901-27

Lost Generation
HH\M_ %1883-1900

MNMnyég:
1.  https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-youth-internet-use/
2. https://aisel.aisnet.org/cgi/viewcontent.cqi?article=1254&context=bise
3. https://en.wikipedia.org/wiki/Baby _boomers#/media/File:Generation_timeline.svg
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https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-youth-internet-use/
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
https://en.wikipedia.org/wiki/Baby_boomers#/media/File:Generation_timeline.svg
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https://cyber.org/sites/default/files/2020-06/Information%20Systems%20Security%20Manager.pdf

<« 2ad

CYBERSECURITY ROLES
AND SKILLS FOR NIS2
ESSENTIAL AND
IMPORTANT ENTITIES

NEa eTTayyEAPATA YIa TNV KUBEPVOAOPAAEID

d E10IkOC o€ BEpata AopaAegiag Texvntng
Nonuoaouvng

dApxiTektovac AopaAeiac NepoUTTOAOYIOTIKNC

JAvVaAuUTNC TTANPOPOPIWY YIa KuPBepvoaTTelAEC

dEpeuvnTAC wnPIakN¢ eyKANUATOAOYIAG

Mnyég
https://www.oecd.org/en/topics/cyber-security-skills.html
https://www.enisa.europa.eu/sites/default/files/2025-06/Mapping%20NIS%202%200bligations %20with%20ECSF%20role%20profiles.pdf
https://www.enisa.europa.eu/topics/skills-and-competences
https://www.enisa.europa.eu/sites/default/files/publications/European%20Cybersecurity%20Skills%20Framework%20Role % 20Profiles. pdf
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https://www.picpedia.org/chalkboard/c/cybersecurity.html
https://www.oecd.org/en/topics/cyber-security-skills.html
https://www.enisa.europa.eu/sites/default/files/2025-06/Mapping%20NIS%202%20obligations%20with%20ECSF%20role%20profiles.pdf
https://www.enisa.europa.eu/topics/skills-and-competences
https://www.enisa.europa.eu/sites/default/files/publications/European%20Cybersecurity%20Skills%20Framework%20Role%20Profiles.pdf
https://www.enisa.europa.eu/sites/default/files/2025-06/Mapping%20NIS%202%20obligations%20with%20ECSF%20role%20profiles.pdf
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https://www.picpedia.org/chalkboard/c/cybersecurity.html
https://www.oecd.org/en/publications/the-oecd-framework-for-digital-talent-and-skills-in-the-public-sector_4e7c3f58-en.html

2.UYXPOVO EKTTAIOEUTIKO UAIKO — OUVEPYAOTIO OXOAEIWY

Ta oXOAELa TWV AKPLTLKWV KL OXL HOVO
TIEPLOXWV Hag TRpav dpiota (20) !

Mnyég:
https://nationaldigitalacademy.gov.qgr/
https://iep.edu.gr/el/gymnasio/pliroforiki
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://cyber-news.gr/2026/02/13/%cf%84%ce%b1- =
%cf%83%cf%87%ce%bf%ce%bb%ce%b5%ce%af%ce%bl-%cf%84%cf%89%ce%bd- : T
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/OCf /080 voce /ObS/ lupvaoiou lupvaoiou lupvaoiou

el NS =

== ==
= =
. .
=) =)
9 1=
=) (=)
- o
- ——
S -
i — =

§
g
g
i
L

\ WA\


https://nationaldigitalacademy.gov.gr/
https://iep.edu.gr/el/gymnasio/pliroforiki
https://iep.edu.gr/el/gymnasio/pliroforiki
https://cyber-news.gr/2026/02/13/%cf%84%ce%b1-%cf%83%cf%87%ce%bf%ce%bb%ce%b5%ce%af%ce%b1-%cf%84%cf%89%ce%bd-%ce%b1%ce%ba%cf%81%ce%b9%cf%84%ce%b9%ce%ba%cf%8e%ce%bd-%ce%ba%ce%b9-%cf%8c%cf%87%ce%b9-%ce%bc%cf%8c%ce%bd%ce%bf-%cf%80%ce%b5/

@ https://nationaldigitalacademy.gov.gr m O
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[Mola gival n ocuvelio@opa
TWV TTAVETTIOTNMIWYV KAl TWV
EPEUVNTIKWYV HOG KEVTPWYV
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Avarrl ,
e Me 311 padruara
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SLASIKTUAKA!
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O AieBveic Opyaviouoi

(UN, ITU, EU, ENISA, COE, WHO, OECD, 1SO.)
O Avegaptnteg ApXEG Kol SnUOCIOol POPEig
0 KpaTikoi Opyaviouoi,

O EmioTnuovikoi Kai TrioTotroinuévol Popeig
Paul Otlet (Mavemotnuia, Epsuvntika KEvrpa, Ka)

1868-1944 |9 IxoAsia
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(eraipeiec, MKO, ka)
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Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4haOwAA8A
Imagining the Internet, Robin Mansell, 2012, Oxford University Press, p. 38-40
https://mww.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-
%CE%BA%CE%B1%CE%B9-
%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B
5% CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
6.  https://dipe.art.sch.gr/index.php/home/84-kyvernoasfaleia-cybersecurity
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https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4ha0wAA8A
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.loc.gov/visit/

KAAEC TTPAKTIKEC ATTO POPEIC

AieuBuvon lNMpwrtoBaduiag Ektraideuonc Aptag
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2 YouTube
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Nnyég:
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KuBepvoaopdheia Yrmpeotes Aoumrucric
E§urmpetnong
@ e- ETLpEANTHPLO 25 pellachamber.gr/kivernoasfalia/
Avaptnon pe ouvaiveon
To mapov BIVTES avapTATan e TNV EYKPLOT) KL TN ouvaiveoT) Tou Mewpyiou — @ AULP&AEI.Q
Mamanpodpdpou Avtlﬂpcinrmou .. (EA.AT) Mtuyiolyo Nopukng AMO - AiaoTiko : i_ ILE.MH pEl |E|C|"IE| m tIE‘I'.g r
padohdyo, Mpwnv AteuBuvtr) AtevBuvong AlwEng HAektpovikol EykAruatog Tov otolo —

EUXUPIOTOUPE BEppA VIG TNV EUYEVIKY) TOL TTpoadopd. TTOXO0G VAL 1) EVNHEPWOT) KA

UTTOOTAPIEN TWV ETIELPNOEWV Tou VopoU MEAag ot Bpata kuPepvoaopaheias. H
OUPBOAN Tou elva ISLATEPX CTHOVTIKY LAl TNV EVIOXUOT TNG YNOLAKNG doAAELRG OTOV

TOTIKG ETIYELONHOTIKG KOTHO.

ﬁ H guvdeon eivon agpalnc

Y:M:Z _ _
— Oh mAnpowopisc oog (Yo Tioepadery o, ot
Kw&IKol TpOaRaang 1 ot oplSpot ToTWTKWY
Yrinpeotec AvérrruEng & KOPTLVY) EVOL ISUITIKEC KOTA TNV COTOTTOM]
0 08nydc tou EZMA yia tnv Tipootacia twv SeSopévwy yia EEwotpédelag gE QUTOV ToV WoToTomo. MadeTs TeplocoTepa
MUIKPEG ETIXELPT|OELG
ETILXELPNHATLKOG . . -2
Mot avoAUTIKT KaBoS1YNON CXETIKA HE TNV TIPOOTACIO SESOHEVWV TIPOTWTIKOU QS'IY“ To TILOTOTIONTIKO £Vl EvKUpU LI
XOPAKTNPO 0TS LUKPES ETIKELPIOELG, ITTOPEITE VoL ETIIOKEDBEITE ToV 08NY0 ToU

Eupwraikol ZupBouliou Mpootaoiag AsSopsvwy.

A\ |

MNnyég:
1. https://www.pellachamber.gr/kivernoasfalia/
2. https://cyber-news.gr/2026/02/20/%cf%83%ce%b5%ce%bb%ce%af%ce%b4%ce%b5%cf%82-%cf%86%ce%bf%cf%81%ce%ad%cf%89%ce%bd-
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Avagpopa KuBepvoeyKANUATWV-

UTTAPXEI TTAOTPOPUA —AMEC O, EUKOAO KOl OWPEAV

KatayyeAisg yua eykAnpata kufepvoywpou

SLadLkTuou

KatayysAia yia olkovopLkd KuBspvosykArpata omou spmAEKovVTaL

nAskrpovika/YinpLakd vopiopatra

KatayyeAia yia mapafiacr Tou amopprtou Twv AEKIPOVLKWY Kal

INASPWVLKWY EMLKOLVWVLWY

KatayysAla yia mapavopn SLakivngorn oMILKOGKOUOTLKWY £pYwV

HEow SLadiLktuou

KatayysAia yLa EPLTTWOELG AMATNG € UTIOAOYLOTH

1.
2.
3.
4.
5.

Mnyéc:
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas 18-12-2020
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-

epochis/
https://www.europol.europa.eu/report-a-crime
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https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.europol.europa.eu/report-a-crime
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KevTpikég Kal
Meprpepelakég
uttnpecieg EAAZ
Aoc@daleiag kail MikTa
ACTUVOMIKG
TuAuaTa

AOINEZ APXEZX NOY
AXKOYN EIAIKA
MPOANAKPITIKA

KAOHKONTA

N 51 87/ 2025 (DEK A 48 «Avadiopyavwaon g dopung g EAnvikAg AaTuvopiag kai avaBdduion g ekmmaideuong Tou évatohou

TPOCWTIKOU TG Ekauyxpoviopdg Tou Beapol TG NAEKTPOVIKAG ETTITAPNANG UTTOSIKWY, KATASIKWY Kal kpaTtoUpevwy at deia PUBuion Bepdtwv
KpaToUpEVWY € Gw@POVIOTIKG kataoTipata Kai GAAeg diatdeeig

ApBpa 51, 24, 52-60, 44-45

AieuBuvon
EvyKANUATOAOYIKWYV
Epeuvwyv

AieuBuvon AleBvouc
ACTUVOMIKNC
2. uveEpyaaiag
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AieuBuvon Alaxeipiong
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http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/
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EUROPEAN NETWORK

OF FORENSIC SCIENCE
INSTITUTES

IT'S ALL IN THE NAME

Because ‘International Organization for

Standardization' would have different
acronyms in different languages (10S in
English, OIN in French for Organisation
internationale de normalisation), our
founders decided to give it the short
form ISO. ISO is derived from the Greek
'isos', meaning equal. Whatever the
country, whatever the language, we are
always IS0.
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FORENSICS
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[MpoTUTTEC KAl
TTIOTOTTOINMUEVES
| dladikaaieg (ISO
9001, ISO

17025)
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Mnyég:
1. https:/mwww.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/
2. https://www.iso.org/about-us.html
3. https://enfsi.eu/
4. https://enfsi.eu/wp-content/uploads/2024/06/ENFSI Annual Report 2023-1.pdf p. 16
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https://enfsi.eu/wp-content/uploads/2024/06/ENFSI_Annual_Report_2023-1.pdf
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report%20-%20The%20Second%20Quantum%20Revolution.pdf
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=2 EURTPOL

ECS | o

18" Meeting of the European Union Cybercrime Taskforce (EUCTF)

4 & 5 October 2018
Europol Headquarters

[TANpOo@OpPIEC & KAAEC TTPAKTIKEC

ENTRANGE
VISITORS

RSINGANG

Nnvyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022 Public 0.pdf
2. https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations
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https://upload.wikimedia.org/wikipedia/commons/0/0d/Europol_building,_The_Hague,_the_Netherlands_-_901.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022_Public_0.pdf
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.facebook.com/photo/?fbid=942723059269620&set=a.521388331403097

AieBvnc 2uvepyaoia — Npacn kal ATToTeEAEouATO

Emixeipnon «Kidflix»

Generalstaatsanwaltschaft ((:
Bamberg “\

* Ai1geBvig emixeipnon tng Europol kai
Eurojust padi pe dAAeg 38 xwpeg
OUMMETEIXaV aTnV ETTIXEIPNON .

H épeuva ¢ekivnoe 1o 2022 kal KaTéAnge o€
eOOPAdeC dpaong atrd TIG 10 €wg TIg 23
MaprTiou 2025.

MéExpl oTIVUNG, €XEl 0dNYNoEl oTa akdAouba

kS RI T T TT T T i amoteAEopara:
« 91.000 video 2EA
B Bevacion stun Crisinai Posceomon | N « 1.393 UTrotTTOI TQUTOTTOINBNKAV
Dihce of fhe Pubsc: Prosscubor Gerseal in Barnbarg . 79 OTroTITOI GUVEAREBNCAV
* > 3.000 ynolaKEG OUOKEUEG
KataoxEBnkav
Europol, 02/04/2025 * 39 Taidid TTpooTATEUBNKAV

Mnyn:
https://www.europol.europa.eu/media-press/newsroom/news/global-crackdown-kidflix-major-child-sexual-exploitation-platform-almost-two-million-users

\\
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www.nomoreransom.org
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https://www.nomoreransom.org/el/index.html

ETKaipoTroinon BecuIKoU TTAAITIOU Medicrime Convention

(n Zuppaon yia Ta GAPHMAKA TTOU SIOKIVOUVTAI TTAPAvVOua 0TO O100iKTUO)

Tnv uttéypaye n xwpa pag 18/5/2022

EKkpepEi N ETIKUpWON atrd TNV 28 October 2011
EAANVIKA BouAn

08/05/2026

ENTERING INTO FORCE

1st January 2016

1st COMMITTEE OF PARTIES

17 December 2018

23 RATIFICATIONS

15 CoE member States

8 non CoE member

States (Belarus, Benin, Burkina
Faso, Guinea, Ivory Coast,
Morocco, Niger, Russian
Federation)

22 SIGNATURES

Mnyég: 14 CoE member States

11 Vi

1. https://www.coe.int/en/web/medicrime

2. https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3AN6QmrARke1B/content/greece-signs-the-medicrime- 8 non CoE member
convention?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fmedicrime%2Fnewsroom%3Fp_p_id%3D101_INSTANCE_3N6QmrA States (Chad, Chile, Congo,
RkelB%26p_p_lifecycle%3D0%26p_ p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1 Ecuador, Israel, Mali, Togo,

3. https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/ Tunisia)

4. https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-
078e1bc7375a/12951870.pdf?fbclid=IwY 2xjawkKratleHRUA2FIbOIXMABicmIKETBAT 1hObDNNNkh4TWZ6SEAWAR7ZYLMoQFAYNOXbg7VUbCBMpkOWKCVhgsWCz

krb32 SQWV-jKJpRxtPZjs 4w_aem_O00bjjEQYTRQrYa7NFznhNg
5. https://www.opengov.gr/yyka/?c=17616&fbclid=IwY2xjawRakutleHRUA2FIbQIXMABicmIKETB2aElscjJNeEMwWnVyZG1xc3J0YwZhcHBfaWw QQMjlyMDM5MTc40ODIw
MDg5MgABHmMUuU0zwYXnw004dhTi83hFCr3cm61VaVVpTix7D8LxYjzyROOt9xoVV_0Lqr_aem_488086woRUKI9OLXibRJISLg

2 countries invited to

sign (Cameroon, Senegal)



https://www.coe.int/en/web/medicrime
https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3N6QmrARke1B/content/greece-signs-the-medicrime-convention?inheritRedirect=false&redirect=https://www.coe.int/en/web/medicrime/newsroom?p_p_id%3D101_INSTANCE_3N6QmrARke1B%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1

g

Criminal-law penalties,
international prevention
and victim-protection
measures

Framework for
international co-operation
and co-ordination at
national level

[ \‘—“7 /

TiI TTPOBAETTEI N 2UuBaon

Setting up contact points within
national judicial, health and law
enforcement authorities to ensure
transborder co-operation

Setting up a Committee of
the Parties to monitor
implementation

Medicrime Convention

O lMowvikotrolei TRV Tapaywyn Kai Ty dlakivnan Twv TAAGTWY
QOPUAKWV

O MNpoPAémrel ouvepyaaia pe diebveic opyaviauoug dmmwg Tov MOY,
TV Interpol, Tnv Europol

] EmkevIpWVETAI OTNV TTPOCTACIA TNG dNUOCIAC UYEIOG



https://rm.coe.int/medicrime-10-questions-and-answers-eng/168096d6bc

MEDICRIME
CONVENTION

Avnathmes; Anpoeghery;

Ahe/Tiokn, 29/05/2025
EPOTHEH
NPOX: 1.YNOYPIEIO YTEIAZ
2 YNOYPIEIO WHOIAKHE AWKYBEPNHIHE
3.YMOYPIEIO AIKAIOZYMHE
4.¥YNOYPrEIO MPOLTAZIAL TOY NOMTH

BEMA: ANAIKAIA H EMIKYPOIH & E®APMOIH THI AIEBNOYE
IYMBAEHE A THN MAPANOMH AIAKINHIH ®APMAKQON ITO
AIAAIKTYO  (MEDICRIME CONVENTION], TNPOKEIMENOY NA
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Figure 1. Layers of cybersecurity needs.

Anuokpartia & Avopwtriva AIKAIWPATA

To TTpavuaTIKO dIaKURBEUUO

DEMOCRACY
AND HUMAN
RIGHT PROTECTION
Cyber Ethics
Cyber Democracy
Cyber Human Rights, Core EU values

GLOBAL STABILITY PROTECTION

Cyber Norms, Cyber Diplomacy
Cyber Defence, Cyber Warfare

DIGITAL SINGLE MARKET PROTECTION

Cyber Attacks, Cyber Crime, Cyber Espionage
Cyber Sabotage

CRITICAL ASSET PROTECTION

NIS directive on Digital Service Providers (DSP) and
Operators of Essential Services (OES)

BASIC SECURITY PROTECTION

Cyber Hygiene
Safety and security of cyber space (Internet) users

FUTURE OF INTERNET

03

Eviaia Ayopd
[MARBoC TTPOoIGVTWYV
KAl UTTNPECIWV

Democracy

Rules

Cutting-edge
technologies
for people

Mnvég:
https://www.enisa.europa.eu/publications/enisa-position-
papers-and-opinions/enisa-input-to-the-css-review-b p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22 2
695
https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE Paper 7 Ge
opolitics_and_strategies in_cyberspace WEB.pdf
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-
decade



https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b%20p.7
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b%20p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

emmsuxsucv
INTERNATIONAL

<

e
3

9D E S |3

Digital Economy and Society Index

%g—

HUMAN
CAPITAL

s

mf‘

4
—p (%)
==

INTEGRATION
OF DIGITAL
TECHNOLOGY

CORRUPTI
PERCEPTIO
INDEX 2025

IIIIIIIIIIIIIII l CONNECTIVITY

fm

DIGITAL PUBLIC
SERVICES

FI DK NL SE |IE MT ES LU EE AT SI FR DE LT EU PT BE LV IT CZ CY HR HU SK PL EL BG RO

#DESleu #DigitalEU

WYnolakn 2uykAilon — Alagaveia (CPI 2025)

Anpooieudnkav 28/07/2022 & 10/2/2026
Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/desi

https://files.transparencycdn.org/images/CPI-2025-Report-EN.pdf
https://www.ethnos.qgr/opinions/article/195948/pshfiakosmetasxhmatismoskaidiafaneiahallazoymehboyliazoyme

o=

https://digital-strategy.ec.europa.eu/en/library/country-reports-digital-decade-report-2023

GREECE

Score Rank Score change

50/100 56/187 @ +1 since 2024

50

GLOBAL AVERAGE



https://digital-strategy.ec.europa.eu/en/policies/desi
https://files.transparencycdn.org/images/CPI-2025-Report-EN.pdf
https://www.ethnos.gr/opinions/article/195948/pshfiakosmetasxhmatismoskaidiafaneiahallazoymehboyliazoyme
https://files.transparencycdn.org/images/CPI-2025-Report-EN.pdf

TI ytTOPEI VA ViVEl

d MpooTaoia K evOUVANWON TWV EUAAWTWY ATOUWV
d Avatrtruén KouAtoupag
(KuBepvoao@aAeiac — TrpooTaciac 0edopEVwY — TTAalgiou TN- TexvonOikn)
- Aglotroinon TTopwv Kal duvaToTATWYV
O Katdption- eKTraidguon- YETEKTTAIOEUON (avepo'umvwv TTOPWV KI EUAAWTWYV Opdéwv)

d ZeBaopdg Twv TTOANITIKWY KUBEPVOATPAAEIAC KAl TTPOOTACIOC TWV TTPOCWTTIKWYV
OEQONEVWIV

 ECAAcipn - TTEPIOPICHOG AVICOTATWY KOl CUMTTEPIANWN
d Evioyuon OeTiKwv Apdogewv Kal [MpwTtoffouAiwv

1 HO G000 HEALTH uALITY GENDER DECENT WORK ARD FEACE, MISTIGE
POVERTY AND WELL-BEING EDUCATION EQUALITY ECOROMIC GROWTH AMD STROKG
[MSTITUTIONS
L]
L ] L
it e § NI @ ﬁ/i ¥,



https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D

ATTO TTAEUPAC TTONITEIOC

d ZTrpaTtnyikn Kol Opaua
 MoAITikn BoUAnon & gupuTEPN OUVATA CUVAIVEDN
 KouAtoupa 2Zuvepyaoiag Popiwyv

[I'lavsmarnulakég 2x0Aéc, Epsuvnrika Kévrpa, Emiornuovikoi 2UuAAoyol, EumAskousvol eopeic, Evioxuon Aisvoug
2uvepyaoiag]

J KouAToUpa TexvonBikng
1 Oeouikn Owpdakion

[20 TTpwTOKOAAO Cybercrime Convention (Slaxeipion yn@ioakwy mTeioTnpiwyv), AuAn dikoypagia, ege1dikeuon dikaoTwyv, E1d1k6g
EicayyeAéag yia 1o KuBepvoéykAnpa yia 6An Tnv Xxwpda, opiopdg EicayyeAikoUu AsiToupyouU yida ETTOTTTEIO TTAATPOPHMAG KATAYYEAIWY,

EVioOXUON ME ETTIOTAMOVESG TWV EYKANMATOAOYIKWY EPYOOTNPIWYV VIO TNV £EETAON TWV TTEICTNPIWV, KATAPYNON TPATTE(IKOU ATTOPPRTOU,
EmMKUpwon atrd Tn BouAn ki epappoyn Medicrime convention, evioxuon Tou 8eopikoU TAaiciou yia Tnv TN, Ka.]

J AiaBeon Mopwyv yia Tnv KuBepvoao@aAeia
d A&lokpartia — Ala@dveia - AIkaloouvn

GOOD HEALTH QUALITY
AND WELL-BEING EDUICATION

DECENT WORK AND PEACE, JUSTICE
ECONOMIC GROWTH AND STROMG

INSTITUTIONS

s


https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D

Q)¢ TEAIKO ZUUTTEPOAC MO

1 O KuBepvoxwpog ia vea XaoTIKI TTPAyMATIKOTNTA.

 Atraitouvtal O€CIOTNTEC Kl IKOAVOTNTES

J H KuBepvoao@aAeia ival utrofgon OAwV HOG KI OTTAITEI
TTPOETOINATIO

J H KouAtoUpa KURBEPVOOTPAAEIOC £XEI OTO ETTIKEVTPO TOV
avlpwTro Kal Ta OEOOMEVA TOU.

d O oefaouog TwV TTPOCWTTIKWY OE00UEVWV XTICEI TIC

aVOPWTTIVEC OXECEIC KAI PEPVEI TNV EUNMEPIT




Mia véa OlaypoVIK EpApUOYN
To KaAUTeEPO OWPO YIa OAOUC
Ki auth AéyeTal “oeBaouog”

[

Putting your phone away
and paying attention to
those talking to you..

there's an app for that. Mnyn:
https://www.linkedin.com/
[t's called respect. company/european-
leadership/posts/?feedVie

w=all

EVWHMEVOI NTTOPOUME TTOAAQ,
MOVOI MOG TITTOTO»



https://www.linkedin.com/company/european-leadership/posts/?feedView=all

o¢ Nananpobpopou - Giergos Papaprodromou

Prevention Guides EURDPOL

europol.eurcpa eu/operations-services-andinnovation/ public-awaren._

Protecting Children COE

coe.int/t/dg3/children

Cybercrime COE

coe.intfenweb/cybercrime

Cybercrime Intenpol

interpol.int/ Crimes,/ Cybercrime

Cybersecurity Basics FTC UISA
ftc.gov/business-guidancefsmall-businesses/ cybersecurity hasics

ENISA PUBLICATIONS

enisa.europa.ew'publications#c3-201 2Ec3=-2022 Ec3-falze&cI=publi...

CYBERSECURITY CISA USA

cisa.gov/cybersecurity

CYBER AWARE UK

ncec.gov.ukcyberawarefhome

CYBERCRIME EURQUUST

eurnjust europa.eu/crime-types-and-cazes/crime-typesfcybercrime

YAIKD KYEEPNOAZGANEIAZ

dipe. artsch.grfindex. php 201 4-06-29-19-31-34/ekp-ko-yliko) dimotiko...

Kupepvoompakeia EA%] YWHA
nationaldigitalacademy.gov.grfanazhthsh/7 skill=19&0=
ITU CYBERSECURITY
itwint/en/action/cybersecurity/Pages/default.zspx
UN Office on Drugs and Crime
unade.org/unodc/en/cybercrime

CSIRT HELLEMIC

cyber.gov.gr/el-csirt

XpNOINES TTANPOPOPIES
OTO KavdaAl Tou eionyntn oto Youtube kal otn oeAida cyber-news.gr

Me BepaTika
playlists & links

Avagntnon

:\‘VNP\JI\VI\‘\, s INJ VY

Nnwpyoc NMananpodpopov - Giorgos Papaprodromou
u - 1,31 YIA. eyyeypappevol - 241 Bivieo
£0 PTOPELTE va BPeiTe oTa playlists Tou KavaALov. ...akoun

europol.europa.eu/operations-services-and-innovation/public-awaren... Kat 13 akoun GUvSEouoL

n, il 0 i Bivieo

Apxwkfy Bivreo Playlists  Avaptrioeig

Tpomot Atayeiptong MePOTATIKWY ANATNG GTOV KUBEPVOYW)...
27 npoBohéq * npw and 1 neépa

H Kwvotavtiva AnpoyAisou kat o Mwpyog Nananpospouov
KAAEOREVOL OTNV TPWIVT) EKTIOWTI TOU TNAEOTTIKOD GTABL00
ACTION 24, Twv Snuooloypd@uwv NTopag Koutpokon kat
Twpyou Mnyoptdadn cuZnToLY yia TNV THO SLaSESouEVN HopER
£YKANUATOG 0TOV KUBEPVOYLWPO TIOV £ival 0L QNATES TOU
ol - 0 SLaSIKTOOL.
EZAPOPNOHKE ETKAHMATIKH OPTANOIN NOY EZANATOYIE
KAl EKAEBE HAIIOMENOYX ITHN ATTIKH ANBATIE EFEEOTERA

1. https://www.youtube.com/@papaprodromou

2. Www.cyber-news.gr



https://www.youtube.com/@papaprodromou

20¢ EUXapIoTw TTOAU yIQ ThV TTPOCOXN OAC

S ke
Y oue

21N 01a6e0n oac yia EpWTNOEIC

lNwpyoc NMarmramrpodpouou

Avriorparnyog €.a. (EA.AZ.)



https://pixabay.com/el/illustrations/%CF%83%CE%B1%CF%82-%CE%B5%CF%85%CF%87%CE%B1%CF%81%CE%B9%CF%83%CF%84%CF%8E-%CE%BA%CE%B5%CE%AF%CE%BC%CE%B5%CE%BD%CE%BF-%CE%BC%CE%AE%CE%BD%CF%85%CE%BC%CE%B1-394180/

	Διαφάνεια 1:    Η Κυβερνοασφάλεια στη Σύγχρονη Εποχή:  Προστασία Καταναλωτών και Επιχειρήσεων
	Διαφάνεια 2: Βασικά σημεία της σημερινής παρουσίασης   
	Διαφάνεια 3
	Διαφάνεια 4: Τι θεωρείται Κυβερνοχώρος; Τεχνολογίες Αιχμής Βιοτεχνολογίες - ΤΝ – Κβαντικές Τεχνολογίες 
	Διαφάνεια 5: Απειλές στον Κυβερνοχώρο
	Διαφάνεια 6: Ποιους επηρεάζει η Κυβερνοασφάλεια
	Διαφάνεια 7: Μικρομεσαίες Επιχειρήσεις και ΕΕ Άνθρωποι – Διαδικασίες - Τεχνολογία  
	Διαφάνεια 8: Μικρομεσαίες επιχειρήσεις στην ΕΕ και Κυβερνοασφάλεια  
	Διαφάνεια 9: Ο άνθρωπος  διακινδυνεύει τα δεδομένα Ο άνθρωπος τα προστατεύει
	Διαφάνεια 10: Οι μορφές του Κυβερνοεγκλήματος 
	Διαφάνεια 11
	Διαφάνεια 12: Το Κυβερνοέγκλημα αυξάνεται  Tα δεδομένα μας πρώτος στόχος
	Διαφάνεια 13: Περιγραφή της κατάστασης   
	Διαφάνεια 14: Οικονομικές απώλειες από το κυβερνοέγκλημα   
	Διαφάνεια 15: Πρόσφατα περιστατικά Κυβερνοεγκλημάτων   
	Διαφάνεια 16: Αδυναμία καταγραφής του συνολικού κόστους   
	Διαφάνεια 17: Η 3η σε μέγεθος Οικονομία παγκοσμίως 
	Διαφάνεια 18: Αντίκτυπος του Κυβερνοεγκλήματος
	Διαφάνεια 19: Σύμβαση για το Κυβερνοέγκλημα του ΟΗΕ  Η πρώτη Παγκόσμια Σύμβαση Hanoi 25/10/2025
	Διαφάνεια 20: Σύμβαση για το Κυβερνοέγκλημα  Το πρώτο διεθνές κείμενο Budapest 23/11/2001- CETS No 185
	Διαφάνεια 21
	Διαφάνεια 22
	Διαφάνεια 23
	Διαφάνεια 24
	Διαφάνεια 25: Ανοδική χρήση των ΤΠΕ στην Ελλάδα
	Διαφάνεια 26: Η Ασφάλεια θέμα υψηλής προτεραιότητας
	Διαφάνεια 27: Βασικές Υποδομές & Δίκτυα Οδηγία NIS (2016/1148/ΕΕ)- NIS2 (2022/2555/ΕΕ) 
	Διαφάνεια 28: Ransomware- Λυτρισμικό
	Διαφάνεια 29: Νέα δωρεάν χρηστικά εργαλεία,  προϊόντα της διεθνούς συνεργασίας
	Διαφάνεια 30: Κυβερνοεπιθέσεις - DDOS επιθέσεις
	Διαφάνεια 31: Προστατεύοντας συσκευές, προστατεύουμε δεδομένα, προστατεύουμε ανθρώπους
	Διαφάνεια 32: Πρακτικές Συμβουλές – Ένα λάθος κλικ στοιχίζει
	Διαφάνεια 33: Πρακτικές Συμβουλές – Ένας κλεμμένος κωδικός στοιχίζει
	Διαφάνεια 34
	Διαφάνεια 35
	Διαφάνεια 36
	Διαφάνεια 37: Τα Μαζικά Δεδομένα στο «Νέο Περιβάλλον»
	Διαφάνεια 38
	Διαφάνεια 39
	Διαφάνεια 40: Μέσα Κοινωνικής Δικτύωσης  
	Διαφάνεια 41: Πλατφόρμες ΜΚΔ – Δεδομένα - Στοχευμένες διαφημίσεις
	Διαφάνεια 42: Πρακτικές συνέπειες- Νέα Οικονομία  Πρόστιμα σε Millions – Έσοδα σε Billions
	Διαφάνεια 43: «Νέος χρυσός» -Νέα Οικονομία – Έσοδα σε Trillions
	Διαφάνεια 44: Αλίευση Δεδομένων Phishing 
	Διαφάνεια 45: Αλίευση Δεδομένων -Smishing
	Διαφάνεια 46: Αλίευση Δεδομένων -Vishing
	Διαφάνεια 47: Αλίευση Δεδομένων -Quishing
	Διαφάνεια 48: Κακόβουλο Λογισμικό & Αλίευση Δεδομένων
	Διαφάνεια 49: Αλίευση Δεδομένων- Μέθοδος SLAM 
	Διαφάνεια 50: Αλίευση Δεδομένων και πως θα την αποφύγουμε;    
	Διαφάνεια 51: Αλίευση Δεδομένων και πως θα την αποφύγουμε;    
	Διαφάνεια 52: Αλίευση Δεδομένων και πως θα την αποφύγουμε;    
	Διαφάνεια 53: Αλίευση Δεδομένων και πως θα την αποφύγουμε;    
	Διαφάνεια 54: Παιδιά θύματα κυβερνοεγκλημάτων
	Διαφάνεια 55: Σεξουαλική Εκμετάλλευση Ανηλίκων (ΣΕΑ)
	Διαφάνεια 56: Προστασία ανηλίκων καταναλωτών 
	Διαφάνεια 57: Προστασία ανηλίκων καταναλωτών
	Διαφάνεια 58: Εκφοβισμός στον Κυβερνοχώρο (Cyber-Bullying)
	Διαφάνεια 59: Εκφοβισμός στο Σχολικό Περιβάλλον Νέα πλατφόρμα
	Διαφάνεια 60: Safe Youth Νέα Εφαρμογή
	Διαφάνεια 61: Νέα Πλατφόρμα Parco - Kids Wallet app 
	Διαφάνεια 62: Online Gaming – Διαδικτυακό Παιχνίδι όταν γίνεται θετικά είναι παιχνίδι ζωής
	Διαφάνεια 63: Το ατέλειωτο σκρολάρισμα στοιχίζει στην υγεία μας
	Διαφάνεια 64: Απρεπής εκφορά του λόγου & Παραπληροφόρηση
	Διαφάνεια 65: ΤΝ και Deepfakes
	Διαφάνεια 66: Εκστρατείες παραπληροφόρησης 
	Διαφάνεια 67: Fake news & πρακτικές αντιμετώπισης
	Διαφάνεια 68: Τεχνολογία – Μαζικά δεδομένα & Περιβάλλον: Ορθολογική χρήση των διαθέσιμων πόρων
	Διαφάνεια 69: Μετατόπιση  της παράνομης αγοράς  στο ψηφιακό περιβάλλον
	Διαφάνεια 70
	Διαφάνεια 71
	Διαφάνεια 72: Κίνδυνοι και απειλές όχι μόνο από τα φάρμακα
	Διαφάνεια 73: Τεράστια χρηματικά ποσά γύρω από τα ναρκωτικά
	Διαφάνεια 74: Επιγραμμικές απάτες – Online Frauds
	Διαφάνεια 75: Απάτες στην Ελλάδα
	Διαφάνεια 76
	Διαφάνεια 77
	Διαφάνεια 78: Απάτες Τεχνικής Υποστήριξης – Tech Support Scams
	Διαφάνεια 79
	Διαφάνεια 80: Επενδυτικές απάτες – Investment Frauds Η καλύτερη επένδυση είναι η ενημέρωση
	Διαφάνεια 81
	Διαφάνεια 82: Διαδικτυακές απάτες - Οδηγίες της ΤτΕ 
	Διαφάνεια 83: Διαδικτυακές αγορές 
	Διαφάνεια 84: Καλές Πρακτικές για ασφαλείς  διαδικτυακές αγορές
	Διαφάνεια 85: Καλές Πρακτικές για ασφαλείς  διαδικτυακές αγορές
	Διαφάνεια 86: Η Στρατηγική της Πρόληψης 
	Διαφάνεια 87: Νέες Δεξιότητες στον 21ο αιώνα – Ο ρόλος της Εκπαίδευσης
	Διαφάνεια 88
	Διαφάνεια 89
	Διαφάνεια 90: Νέα επαγγέλματα - νέες προοπτικές 
	Διαφάνεια 91
	Διαφάνεια 92
	Διαφάνεια 93: Σύγχρονο εκπαιδευτικό υλικό – συνεργασία σχολείων
	Διαφάνεια 94: Εθνική Ακαδημία Ψηφιακών Ικανοτήτων- ΕΑΨΙ
	Διαφάνεια 95: Πληροφορίες & πηγές 
	Διαφάνεια 96: Καλές πρακτικές από φορείς Διεύθυνση Πρωτοβάθμιας Εκπαίδευσης Άρτας
	Διαφάνεια 97: Γυμνάσιο Σουφλίου Έβρου Κριτικά κι ακριτικά
	Διαφάνεια 98: Επιμελητήριο Πέλλας 
	Διαφάνεια 99: Ανεξάρτητες Αρχές & Φορείς
	Διαφάνεια 100: Αναφορά Κυβερνοεγκλημάτων-  υπάρχει πλατφόρμα –άμεσα, εύκολα και δωρεάν
	Διαφάνεια 101
	Διαφάνεια 102
	Διαφάνεια 103
	Διαφάνεια 104
	Διαφάνεια 105: Συνεργασία για περισσότερη Ασφάλεια Σήμερα το κάνατε πράξη
	Διαφάνεια 106: Επικαιροποίηση θεσμικού πλαισίου Medicrime Convention  (η Σύμβαση για τα φάρμακα που διακινούνται παράνομα στο διαδίκτυο) 
	Διαφάνεια 107: Τι προβλέπει η Σύμβαση Medicrime Convention  
	Διαφάνεια 108: Τι κάνει η χώρα μας για το θέμα  
	Διαφάνεια 109: Δημοκρατία & Ανθρώπινα Δικαιώματα Το πραγματικό διακύβευμα
	Διαφάνεια 110: Ψηφιακή Σύγκλιση – Διαφάνεια (CPI 2025)
	Διαφάνεια 111: Τι μπορεί να γίνει
	Διαφάνεια 112: Από πλευράς πολιτείας
	Διαφάνεια 113
	Διαφάνεια 114
	Διαφάνεια 115: Χρήσιμες πληροφορίες  στο κανάλι του εισηγητή στο Youtube και στη σελίδα cyber-news.gr 
	Διαφάνεια 116:  Σας ευχαριστώ πολύ για την προσοχή σας

