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H katavonon tou KuRepvooIiKOOUOTAMATOC

Infrastructure consisting

of a standardized set of

data transfer protocols for
digital information exchange.

Dark web (darknets)

Darknets, or overlay networks
within the Internet that can

only be accessed with specific
software, configurations, or
authorization, and often use a
unigue customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.
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THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB

Clear web (surface web)
Content indexed by standard usocial networks
web-search engines, accessible u public pages
to anyone using the Internet. /profiles

Content not indexed by standard | wonline banking
web-search engines; content usocial networks
can be located and accessed ®restricted pages
by a direct URL or IP address [profiles

but may require a password or

other security access to get past

public-website pages; includes

many very commen uses such

as web mail, enline banking,

private or otherwise restricted

access content and profiles.

[MoAUTTAOKO - oUVOETO TTEPIBAAAOY
Me aBefaioTnTeg

Mnyég:
1. hitp://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg

2. https:/ireliefweb.int/report/world/unodc-world-drug-report-2022 BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57

3. https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
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Figure |. Cyberspace — the Embedded Domain

Mnyég
(JP 3-12) DoD Dictionary of Military and Associated Terms 2021 p. 55
Eric Schmidt, Jared Cohen, H Néa Wneiakr Etroxr, 2014, Ekddoeig Aiauhog, ael. 127, 152,
https://www.statista.com/statistics/15594 35/connected-devices-worldwide/
https://openknowledge.worldbank.org/server/api/core/bitstreams/692¢6149-748f-40dc-b9e6-8e09ba3ed 7hf/content
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users is a child
How is the EU protecting them?

#DigitalEU #ChildrensDay

IPopuIatlon Boom and Bust?

Global population (in billion people)
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*as of Nov 15 ** given the attainment of developmental goals
Sources: U.N. Population Division, The Lancet
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XPNOTEC TWV VEWV TEXVOAOVYIWV

World population growth is
mostly in developing economies

7
NATION: People living in developing and developed economies, billions
L AD

@ Developing economies @ Developed economies

Projections =

1960 1980 2000 2020 2040

Source: UNCTADstat based on UN DESA Population Division, World Population Prospects
2022.

Note: The graph provides estimates from 1950 to 2021 and projections from 2022 to 2050
of total population
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TOP 10 MOST POPULOUS COUNTRIES (July 1, 2026)

1. India 1,429,700,205 6. Nigeria 250,228,859
2. China 1,405918,803 7. Brazil 222 624,000
3. United States 342 620,143 8. Bangladesh 175,927,589
4. Indonesia 285 562 809 9. Russia 139 450 252

5. Pakistan 261,714,024 10. Mexico 132,807,523
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Mnyég
https://www.census.gov/popclock/

HTTPS://WWW.WORLDOMETERS.INFO/WORLD-POPULATION/

HTTPS://WWW.FACEBOOK.COM/PHOTO?FBID=509355941231664&SET=A.298981855602408

https://www.facebook.com/Statista.Inc/photos/pch.5553912264721206/5553912154721217

J. Bradford Delong, ZTov dpdpo mpog v outotia, 2023, Metaixuio, oeA. 25-26, 36-40, 42



https://future.internetsociety.org/2019/consolidation-in-the-internet-economy/
https://www.census.gov/popclock/
https://www.worldometers.info/world-population/
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CYBER INCIDENTS

reported in the EU in 2025
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Source: Cybersecurity Incident Reporting and Analysis System 2025

ATTEIAEC oTOV KuBepvoxwpo

1. Aoyiouiké ekBlacpuou (ransomware)
2. Kak63ouAo Aoyiopiké (malware)
3. ATTEINEC KOIVWVIKAG MNXAVIKAG (social engineering)

4. ATTEIAEG KATA TWV OEOOUEVWV

5. ATrelNéC kKaTd TNG dlaBeoiuoTnTag: Apvnon utrnpeciag (Denial
of Service)

6. ATTEINEC KATA TNG d100e0IuOTNTAG: ATTEINEC OTO AIdIKTUO

7. MapatrAnpo@opnon — Yeudeig TAnpoopieg

8. EmBéocic atnv aAucida e@odiacuou

Anpooisvonke 01/10/2025
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Mnyég:

https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf

https://www.enisa.europa.eu/media/media-press-kits/logos

1
2.
3. https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
4 https://www.europarl.europa.eu/news/el/headlines/society/20220120ST021428/https://id4d.worldbank.org/quide

[cybercrime-and-cybersecurity

https://www.enisa.europa.eu/search?keys=artificial+intelligence#contentList

5.
6. https://ciras.enisa.europa.eu/
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https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity
https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity
https://www.enisa.europa.eu/search?keys=artificial+intelligence#contentList
https://ciras.enisa.europa.eu/
https://www.enisa.europa.eu/media/media-press-kits/logos
https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025.pdf
https://ciras.enisa.europa.eu/
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= Political
* Technical

* Digital

75{:17{711"1:‘9: Original figure for this book, based on Woods and Béhme 2021,

Mnyéc:
1. https:/lec.europa.eulinfo/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
2. hitps://openknowledge.worldbank.org/server/api/core/bitstreams/692¢6149-748f-40dc-b9e6-8e09ba3e4 7bf/content p. 3
3. https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf p. 15-25
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MNMnyég:

https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes p.9, 28

https://www.youtube.com/watch?v=ymLKVTat-IM

Reinforcing trust and security in the area of electronic communications and online services — ENISA (europa.eu)

o

https://cyber.gov.gr/wp-content/uploads/2025/03/250323_%CE%9F%CE%B4%CE%B7%CE%B3%CF%8C%CF%82-
%CE%91%CE%BD%CE%B1%CF%86%CE%BF%CEF%81%CE%WACYUWCEY%82-%CE%9D.-5160_2024-1.pdf
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(as % of total businesses)
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Mnyéc:
1. https://ec.europa.eu/growth/smes _en
2. https://www.enisa.europa.eu/topics/national-cyber-security-strategies/sme_cybersecurity
3. https://www.enisa.europa.eu/news/enisa-news/survey-to-explore-the-preparedness-of-eu-smes-for-cybersecurity-
challenges
4. https://www.youtube.com/watch?v=ymLKVTat-IM
5. https://ec.europa.eu/eurostat/web/interactive-publications/digitalisation-2023
6. Reinforcing trust and security in the area of electronic communications and online services — ENISA (europa.eu)
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https://ec.europa.eu/eurostat/web/interactive-publications/digitalisation-2023
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lnyeg
https://syntheticdrugs.unodc.org/syntheticdrugs/en/access/pharmaceutical/index.html
https://www.oecd.org/health/pharmaceuticals.htm
https://www.who.int/health-topics/medicinesttab=tab_1
https://www.ema.europa.eu/en/medicines
httos://www.cancer.qov/publications/dictionaries/cancer-terms/expand/D
\\ . https://www.ema.europa.eu/en/human-requlatory-overview/research-and-development/data-medicines-iso-idmp-standards-overview
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2UuBaon yia 1o KuBepvoeykAnua tou OHE
H rpwTtn NMaykéouia Zupyaon
Hanoi 25/10/2025

1 Y SIGNING CEREMONY &
HOI NGH| CAP cAO S A = HIGH-LEVEL CONFERENCE
CONG UGC CUALIEN HOP QUC : UNITED NATIONS CONVENTION
o TP MANC AGAINST CYBERCRIME

HA NI, 25-26.10.2025 7 Feom HA NOJI, 25-26 October 2025

T

@ ohope .

Comprehensive Study
on Cybercrime

Mnyég:
https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html
https://blogs.worldbank.org/en/digital-development/combatting-cybercrime-in-budapest-and-hanoi

https://www.unodc.org/documents/Cybercrime/publications/un_cyber policy processes links add the links to th
e web page.pdf?v=3.6

https://www.eurojust.europa.eu/sites/default/files/assets/files/united-nations-convention-against-cybercrime-sirius-
factsheet.pdf

https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY &mtdsg_no=XVIll-16&chapter=18&clang=_en

75 KPATN TNV £XOUV UTTOYPAWYEI
2roixeia tng 27/04/2026



https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html
https://blogs.worldbank.org/en/digital-development/combatting-cybercrime-in-budapest-and-hanoi
https://www.unodc.org/documents/Cybercrime/publications/un_cyber_policy_processes_links_add_the_links_to_the_web_page.pdf?v=3.6
https://www.unodc.org/documents/Cybercrime/publications/un_cyber_policy_processes_links_add_the_links_to_the_web_page.pdf?v=3.6
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://commons.wikimedia.org/wiki/File:UN_emblem_blue.svg

2UuBaon yia to KuBepvoeykAnua
To TTpwTO O1EBVEC KEIMEVO
Budapest 23/11/2001- CETS No 185

Antigua and Barbuda
and Malaysia have
been invited to accede
to the Convention on "~
Cybe rcrime JrTE——

on Cybercrime

On 24 September 2025, following the 1538th
Meeting of the Ministers’ Deputies’, Antigua and...

PEST CONVENTION ON CYBERCRIME (0 (0L 0%

35 OF THE COUNCIL OF EUROPE
UDAPEST SURLA CYBERCRIMINALITE
b DU CONSEIL DE LEUROPE SINCE2001 CONSEILDE LEUROPE
Mnyég: . : . . . :

https://www.coe.int/en/web/cybercrime/the-budapest-convention 97 KPGTTI elvai 'IT)\EOV EITE O'UHBG)\)\OIJEVG Uﬁpr] (81)’
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY _210213.pdf EiTE TNV é OuUV UTTO d £l EIITEZ é OUV TT OO'K)\ Gei va
https://rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680a99137 r] X Yp LlJ i X p n
https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-additional-protocol- TTPOOXWPNOOouUV (1 6)
to-the-convention-on-cybercrime c
https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede- ZTOIXSIG Trl§ 27/ 04/ 2026
to-the%C2%A0convention-on-cybercrime N. 4411/2016 (®EK A142/3-8-2016) emikUpwon ardé EAAGSa
https://ministryofjustice.gr/wp-content/uploads/2019/08/12aNomos4411-1.pdf , , o
https://ministryofiustice.griwp-content/uploads/2019/08/2aNomos_N.-4619_2019-%CE%A0.%CE%9A-1.pdf 20/1/2023 n EAAGOa utroypda@el kai 1o 2° X1
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https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-the%C2%A0convention-on-cybercrime
https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-invited-to-accede-to-the%C2%A0convention-on-cybercrime
https://ministryofjustice.gr/wp-content/uploads/2019/08/12aNomos4411-1.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.coe.int/en/web/cybercrime/-/tunisia-becomes-the-70th-party-to-convention-on-cybercrime
https://www.coe.int/en/web/cybercrime

CyberCrime(etymology)

Norbert Wiener 1894-1964 =
/ “‘Cybernetics”, 1948
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Mnyég:
Stuart Russel, Peter Norvig, Texvntr) Nonuoaouvn, Mia cUyypovn Tpoc€yyion, ekdooeig KAEIAAPIOMOZ. 2eX.46
James Gleick, The Information, 2011, ekddoe€ig TpauAdg, oeA. 16, 329-330,352
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TO OEOOMEVA HAG ATTOTEAOUV TOV 1° OTOXO

AnuoaieuBnkav 11/06/2025 & 06/4/2026

Mnyéc:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-
IOCTA_2025.pdf
2. https://www.ic3.gov/AnnualReport/Reports/2025 |C3Report.pdf
3. https://id4d.worldbank.org/quide/cybercrime-and-cybersecurity
4. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
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EUR 47 million in crypto
traced to disrupt digital
piracy services

16.6 million packages of
fake and harmful toys taken
off EU markets

Mnyég
1. https://www.astynomia.gr/2025/11/13/13-11-2025-i-elliniki-astynomia-stin-operation-endgame-gia-ton-termatismo-leitourgias-ypodomon-pou-diefkolynoun-to-kyvernoegklima/
2. https://lwww.europol.europa.eu/media-press/newsroom
3. https://www.europol.europa.eu/cms/sites/default/files/documents/The threat of pharmaceutical crime in the EU and beyond.pdf
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MNnvyég:
https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-
security-union_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_ 1379
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
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OeoIKO TTAdiolo KuBepvoao@aAeiag

* H Zrparnyikn KuBepvoao@dAsiag Tng EE (2013)

* H odnyia NIS (2016) KATAPTHOHKE ME OAHIIA NIS.2 2022/2555/EU (Agkéuppirog 2022)

* N. 4577/2018 ek A-199 Evowpdtwaon otnv eAAnVIKr vouoBeaia Tng Odnyiag 2016/1148/EE Tou EupwTtraikoU
KoivoBouAiou kal Tou ZUPBOUAioU OXETIKA PE METPA YIA UYPNAS KOIVO ETTITTEDO ACQPAAEIOG OCUCTNUATWY JIKTUOU KAl
TTANPo@opIwyV o€ 0AGKANPN TNV ‘Evwaon kai GAAeg diaTaceic.

* H Cybersecurity Act 2019 (KANONIZMOZ (EE) 2019/881)

* N. 4927/2019 ek A-143 Kupwaon Tn¢ Zupewviac ‘Edpag petalu tng KuBépvnong tng EAANVIKAG AnuokpaTiag Kail Tou
EupwTtraikot Opyaviopou AopdaAciac AikTuwv kail MNMAnpogopiwv (ENISA), «EupwTraikotu Opyaviouou KuBepvoao@aAeiag
(ENISA)».

* N. 4727/2020 ®EK A-184 Wnoiakn AlakuBépvnon (Evowpdtwaon otnv EAAnvikr NopoBeaia tng Odnyiag (EE)
2016/2102 ka1 Tng Odnyiag (EE) 2019/1024) HAekTpovikég ETTikoIvwvieg (Evowpartwon oto EAANvVIKS Aikailo Tng Odnyiag
(EE) 2018/1972) ka1 GAAeg diatateic Kopepvoaopaleiag Tng EE

N. 4961/2022 ek A-146 Avadudueveg TexvoAoyiec TTANPOPOPIKIAS KAl ETTIKOIVWVIWY, EVIOXUOTN TNS WNPIOKNG
dlakUBEpvNOoNG Kal AAAEC DIATALEIC.
N. 5002/2022 ek A-228 Aiadikacia dpong Tou aTTopprTOU TWV ETTIKOIVWVIWY, KUBEPVOAO@AAEIa Kal TTpooTadia

TTPOOWTTIKWY OEOOUEVWV TTOAITWV
N. 5086/2024 @ek A-23 EBvik Apxy KuBepvoao@aAglag Kail AOITTEG OIATAEIG

N. 5099/2024 @&k A-48 OXETIKA HE TNV gvidia ayopd ynelakwy utrnpeoiwv (Kavoviouog EE 2022/2065)

N. 5160/2024 @ek A-195 oxeTIKG pe TNV evowpdtwon Tng NIS2 (08nyioag EE 2022/2555)
N. 5188/2025 @pek A-49 MNMpagn yia Tnv AlakuBépvnon Twv Aedopévwy (Kavoviouog EE/2022/868)
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Z EURZPOL

d Apeoceg OIKOVOUIKEC ATTWAEIEC
(Trx. KataBoAl AUTpwv AUTPIOUIKOU, KATOROA XPNMATWY O€ aTTtaTeg, aTraTnAEC OIAdIKTUOKES QAYOPEG,
OI100IKTUOKAOG TCOYOG, aAyopd VAPKWTIKWY — YUXOTPOTTWYV OUCIWYV KAl TTOPAVONWYV QAPHAKWY, ayopd
UAIKOU 0€E0UAAIKAG EKUETAAAEUONG AVNAIKWY, CUVOPOUEG O€E TTEIPATIKA KAVAAIA, KQ)

d 'Eppeceg OIKoVOUIKEC ATTWAEIEC

(Trx. OIOKOTTA A€ITOUpYiaG ETTIXEIPNOEWY Kal opyaviopwy, Znuid PAung, Au¢nuéva Ac@aAioTpa,,
eTTava@opd AsIToupyiag TTANPOPOPIOKWY CUCTNHUATWYV)
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Mnyég
1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 geA. 1
2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
3. https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20interna
tional%20networks%200f%20illicit%20finance_PUBLIC_0.pdf
4. https://chateurope.eu/en/offshore-companies-at-the-heart-of-pandora-papers/
5. https://documents1.worldbank.org/curated/en/099092324164536687/pdf/P17876919ffee4079180e81701969ad0a18.pdf
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https://digital-strateqy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
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https://eur-lex.europa.eu/eli/dir/2022/2555
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https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
https://cyber.gov.gr/odigia-nis2/
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Mnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf p. 14
2.  https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape

3. https://www.bbc.com/news/articles/cqgjeej854520
¥ \



https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape

Ransomware- AUTPIOUIKO

The fight against ransomware

CRIMINAL

Calling clients, Threatening
employees, business DDoS attack
partners and/or ' against victim
journalists to - B
pressure victim

Exfiltrating data and threatening publication/action

Eva €idog etriBeong, 01Tou o1 OPACTEC avaAauBavouy
TOV EAEYXO TWV TTEPIOUCIAKWY OTOIXEIWV EVOC OTOXOU
Kal  atmraitouv  AUTpa oO¢ aviaAAaypa  yia TRV
gmoTpOPn TNG OI1ABECINOTNTAG TWV TTEPIOUCIAKWY
OTOIXEiWV N 0€ avraAAaypa yia T1n Onuoéoia
ATTOKAAUWN TWV OEOOUEVWV TOU OTOXOU

MNnyég:

1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment _iocta 2021.pdf p. 14

2. https://'www.enisa.europa.eu/topics/cyber-threats/threat-landscape
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https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf

£ OWPEAV XPNOTIKA epyaAcia,

OIOVTa TNC 01EOVOUC ouvepyaaiag

<@/> NO MORE RANSOM

ZupBoulég
yla Xproteg
TOU
Stadiktuou

ZuvepyCteg IyETIKG LE TO EpYO

ApxIKN Crypto é\um’,gimcé 2upBouieg EWMELGJ Kortayyeiites eva
oeAiba Sheriff PLITINTELS mpoAnUing amokpurToyRaenag eykAnua
QTAVIAOELS ng

Anploupysite takTiKd avtiypaga ac@alsiog twv SeSopévwv mou gival
amoBnKeVPEVH OTOV UTTOAOYLOTH Ga¢, £TOL WOTE pLd pOAuvon amd
AUTPLOPILKO VOl PNV KOTOOTPEPEL T TTPOCWITIKA oag SeSopéva yia Tavta.

EMATVIKE

Elvar kahitepo va dnuloupynoste duo avtlypaga acpalsiag: £va ou Ba amodnksutel oto oivvepo (BupnBsite va
XPNOLUOTIOCETE PLa UTINPEGLA TTOU SNULoUPYEL £va AUTOATO AVTlypawo acPalelag Twv OpXEIWY OAc) Kal EVa YIO (PUTLKN
amoBrkeuon (PopnTtog okANPOE BIoKOG, PoPNTOS UTTOAOYLOTHC K.ATTL. ). ATOGUVOECTE Ta OO TOV UTTOAOYLOTH 0aG OTAV.

TENELWOETE.

Ta Windows kat n Apple 8taB£touv Toug UMTOAOYLOTES TOUG PIE EVOWPOTWHEVES AElTOUPYLEC Snuoupylag aviypawwy
acgwaheiag oTo cloud, OTIWE TO KAVOVLKO avTiypapo acpoheiog Twy Windows 1y to Apple Time Machine. Ta avtiypoapa

acwaheiag Ba oag Bonbricouy eniong av Slaypaete Kata AABOg £va Kpiowo apxelo f av cupBel oTBATOTE WE To OKANPO
oag dlako.

www.nomoreransom.org

Nnyég:
E EEEU 1. https://www.enisa.europa.eu/securesme/#/cyber-tips#

2. https://'www.nomoreransom.org/el/index.html
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https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#

KuBepvoetiBeoeic - DDOS emBEoelg

How can DDoS attacks paralyse the internet

The criminal hires a
DDoS attack service
on the internet

KatavepnuEVEC €TTIOECEIC ApvnoNng
TTapoxNGS YTTNPECIWV
B TexvnTn au¢non Tou OYKOU TNG
OIKTUOKNC Kivnong OTOUG OIOKOMIOTEC
Tou Opyaviouou, dIaKOTITOVTAC TIC
TTAPEXOMUEVEC UTTNPECIEC OTOUC
VOMIUOUC XPNOTEC

The DDoS attack
overloads the servers X X ‘%]
of essential interne -

em inaccessible for " Eﬁ%&gg
regular users * -

= EURZPOL

Mnyn:
https://www.europol.europa.eu/publications-documents/how-can-ddos-attacks-paralyse-internet

A U


https://www.europol.europa.eu/publications-documents/how-can-ddos-attacks-paralyse-internet

Ta Madika Aedopéva ot1o «N€o MepiIBaAAovy»

To KOOTOC TWV
OlaPPOWYV

T

Political Affiliation

Date of Birth

(in some circumstances)

SECRET PERSONAL PUBLIC ANONYMIZED NONPERSONAL
Passwords Name Username What | Click Weather or
Passport Number  Home Address Language What Websites Ietmpetature
Health Data Email Address Device Type [ Visit ConEsrLenzgp); o
GPS Coordinates Home Telephone Cookie What | Search For
Religion Gender Identity Preferences

https://cyber.gov.gr/antimetopisi-apeilon/systaseis-pros-polites/

https://www.cima.ned.org/publication/big-data-not-big-brother

https://www.dpa.gr/el/polites/gkpd

https://www.coe.int/en/web/data-protection

https://unsdg.un.org/sites/default/files/UNDG_BigData final web.pdf

https://unctad.org/page/data-protection-and-privacy-legislation-worldwide

https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications

https://edps.europa.eu/data-protection/data-protection_en

https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486

https://www.ibm.com/reports/data-breach

RBOONOOMWONE

= o

https://cyber-news.gr/2026/01/28/%cf%84%ce%b1-%cf%80%cf%81%ce%hf%cf%83%cf%89%cf%80%ce%hb9%ce%ba%ce%oac-
%ce%b4%ce%b5%ce%b4%ce%bf%ce%bc%ce%ad%ce%bd%ce%bl-%cf%83%cf%84%ce%bf-%ce%bd%ce%ad%ce%bf-
%cf%80%ce%hb5%cf%81%ce%b9%ce%hb2%ce%ac%ce%bb/



https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486
https://www.ibm.com/reports/data-breach
https://pixnio.com/objects/computer/program-programmer-notebook-personal-computer-laptop-digital-computer-portable-computer-computer

H agia Twv dedouEvwy

DIKI or DIKW model
Data -Information- Knowledge -Intelligence

Aedopéva > | MAnpoopitg ) Fvwon > Nonpoouvn

EtriAuon

"TPOBMI I‘I aTWVv Mnyég:
1. https://www.systems-thinking.org/dikw/dikw.htm

D ATTOQAOCEWV %
@ nyn ¢

2. http://ioc.unesco.org/Oceanteacher/OceanTeacher2/02_InfTchSciCmm/DIKWchain.pdf



https://www.systems-thinking.org/dikw/dikw.htm
https://www.pexels.com/photo/green-and-yellow-printed-textile-330771/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/

MEoa Koivwvikng AIKTuwaong

80% of the World’s Population
Will Use Social Media by 2028

Estimated number of social media users worldwide and
global penetration rate

M Users worldwide (in billions) == Penetration rate (in percent)

100%
82.6%

| Anogeig
MNawda kat Social Media: O¢pa anayopsuong i
gvouveidntn emAoyn

Zapgaro, 7 @eBpouapiou 2026 17:47
O emavakaBopLopos TOU LOVTEAOU AVOPWTIOKEVTPIKAG XPNONG TWV TEXVOAOYLWV
€PXETAL OTO ETUKEVTPO TNG dnuociag culAtnong
0%
19 20 2] 22 23 24

sHare: @) W ] =< . ; As of August 2025
o o : : Source: Statista Market Insights

statista ¥a

Mnyég:
1. https://www.dpa.gr/el/polites/prostasia
2. https://www.facebook.com/photo/?fbid=1243308608006506&set=a.561580072846033
3. https://www.naftemporiki.gr/opinion/2069725/paidia-kai-social-media-thema-apagoreysis-i-ensyneiditi-epilogi/



https://www.dpa.gr/el/polites/prostasia
https://www.facebook.com/photo/?fbid=1243308608006506&set=a.561580072846033

[TAaT@opuec MKA — AgdouEva - 2TOXEUUEVEC DIAPNUICEIC
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SOCIAL PLATFORM USAGE
AMONG US. TEENS Most Popular Social Platforms

% of U.S. teens (13-17) who say they visit or use the following apps...

[ facebook 2.91 billion : " e 2 e
—_— -Ta KOIVOVIRKIOIKTUA €1Val

® watsao» | T cav gl Paupn Tpuna.

@ nagrar. T pooexe PRV nEoeig peoal .

% - T
-
& pouye [
& oo [N
Sina Weibo -

Number of monthly active users
(#Broadband Search

Mnyég:

09/02/2009

1. https://ec.europa.eu/newsroom/rtd/items/713444/en

2. https://techcrunch.com/2009/02/09/facebook-activates-like-button-friendfeed-tires-of-sincere-
flattery/?guce_referrer=aHROcHM6Ly9lbi53aWtpcGVkaWEub3JInLw&guce_referrer_sig=AQAAAHjA0gdfUs5MX2xkxydv8nAa
Sxh1lgYdVW2la_YpxBQnv3X5hYg5TL7pedboB--joVGIyXiGNNvWqKKd44nVm3qUYc-
olMwfhj4pyYDd50Ay9027Z7CBdRoDUIQzyJ1UJG6D0YhHAMxyh6C70vdF1XTdBupwUD3FN8GTel07yTbroa
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

vVOfOI’IOI Where Data Tells the Story & App Store [ P> GoogePloy
o

o VIUAL EAPITAL

aprw



https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

«N£0oG XpUOOC»

Is Big Tech Growth
Losing Steam?

GAMAM revenue in the first nine months
of the following years (in billion U.S. dollars)

2020 W 2021 M 2022
2 +10%

364.8

3324 7 +6%
0,
e0 25442704 2 +13%
iR A +14%
182.7 1823
1335 1514 A +0%
et 110.2

84.2 84.4

b II

amazon Alphabet  gE Microsoft ~ OQ Meta

Source: Company filings

statista %

Mnyeg

https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/

https://pixabay.com/illustrations/fossil-energy-oil-embarqo-7174425/

\\

-Néa Oikovouia — 'Ecoda o€ Trillions

et —— Elon Musk $T14B @
925“ et
_SZSIBJeu Bezos
321038 Larry Ellison
susBSergcy Brin
_32273 Mark Zuckerberg
_31948 Bernard Arnault & family

@ $183B ensen Huang

-81#88 Warren Buffett Rl h t
mﬂlﬂa Amancio Ortega c es

mﬂ‘oﬁﬂ Steve Ballmer
s s 3 e ¢

SI“B Rob Walton & family IN THE WORLD 2026

$131B im Walton & family The combined wealth of the world's
20 richest people totals $3.8T,
~
31223 Alice Walton exceeding the GDP of France.
31093 Michael Bloomberg
L 06 s
mslm Bill Gates
s‘mBCdrlus Slim Helu & family Jata as of January ¢
Source: Forbe
3908 Francoise Bettencourt Meyers & family (&) VISUAL CAPITALIST



https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/
https://www.visualcapitalist.com/worlds-top-20-billionaires-in-2026/
https://pixabay.com/illustrations/fossil-energy-oil-embargo-7174425/

ATATHAA MHNYMATA HAEKTPONIKOY
TAXYAPOMEIOQY (PHISHING)

0 opog "phishing” avapépeTal 6Ta anatnAd pnvupara nAEKTpovIKOD
Taxudpopeion, oV okono £xouv va eEanarnBolV ot TapakinTeg ToUg
KaL va YVWOTOMOLG0UY-0TOUG ANATEWVES NPOOWIIKES Kal
OLKOVOLKEG TOUG patpopies ) Kwdikolg aopaleiag Tous.

MNQx AEITOYPTEL TI MMOPEITE NA ' KANETE;

Autd Ta ppvipara

nAekTpovikol Tayudpopeiou: > Alarnpeire 10 AOyIOpIKG EVNpEpLBEVD,
NEPAApPBAvOPEVOD Tou PUANOHETPNTH LOTOGEAIBWY

UTopeL Vo jotaZouy ndpa Mo pe Ta (browser), Tou avrukoU npoypappdToc (antivirus) Kat Tou

pnvipaTa mou oTEAVOLY 0TOUG ABITOUBYIKON ouaTigiaoc.
TEAATEG TOUG OL TpAneles.
SFUNE OLERHR LG > Na eloTe (3iaiTepa NPocexTIKOL £Av Eva pvupa
O] nAekTpovikol Tayudpopeion "Tpanelag” oag InTa
avTiypapouy 1o evaioBnTeg mMAnpopopies (.. Tov Kwdikd npdopacng

AoyoTuno, Ta ""* T0U Tpanedikod oag Aoyaplaopol péow internet
XAPAKTNPLOTIKA Kat _ % t k¥ banking).
T0 UPOG TWV ! SRR,
NpaypHaTkwy et £ 11006 enrovv.va > EA£YETE NPOOEKTIKA TO PivOpa NAEKTPOVIKOD
pnVOpATWY i KaTeBaoceTe OTH Tayudpopeiou: auykpiveTe Tn SievBuvon pe Ta
AEKTDOVIKOU GUOKELN Ga nponyodpeva npayparikd pnvopara an Ty Tpdneza
:lu prz o0 @ éva 0% ouvepyaoiag oag. EAEyETE yia opBoypapikd Aadn kau
XUOpo . : AGBn ypapparikig fj oovragne.
EMOLVVATITOUEVO
[— i « Gpxeiofva Mnv anavrare ge GronTo pivopa nAEKTpOVIKOD
: - Vo P
u. P ¥ KAveTe KAIK 08 Tayudpopeiov, avriBeTa npowdnoTe To oTHV Tpdnela
A évav ouvepyaaiag oag, MANKTPOAGYWVTAG TNV NAEKTPOVIKT
4 . ¢ SietBuvan povor oag.
A NAEKPOVIKO

ouvdeopo (link). >

Mnv kdveTe aneuBelag KA oTov AEKTPOVIKG OUVOETHO

KUVOUY Xprion) : (link) kat pnv npayparonoteiate Ay (download) Tou
opoAoyiac rou divel EMOUVANTOPEVOU apXEiou, avTiBeTa MANKTPOAOYNOTE T
Thv aioBnon Tou ﬁle’;ufuvon Tou n)\zxrp:%moﬁ ouvbéo;;ou aTov

: opeTpnTA oTooeAidwv (browser) mou
KaTeneiyovrog. ‘;:nmu':m jaikih (b

; . > e nepinTwon onotaodinoTe appioliag, EAEYETE TV
Ot eykAnparieg oTov KUBEpVOXWPO toTooeAida fj THAepwVHaTE oty Tpdnela cuvepyaoiac

[ PO & SR e RO S S J, PRy ~

AAicuon AgdopeEvwy
Phishing

p -
N < Ewcpydueva empBep...

N —
EATA 5’ TS EAAHNIKH AHMOKPATIA

: KuBe
Hellenic Post wAm

Zag ypew y1a va 005 (VEpwOw o1
n
EMnvixg @oporoyixr) Ynmpeoaia unordyior

. o0

Swamobore cmatpogn gopou 600,13 € , Na
: - o 2 2 : va Baogakioout 61 n ematpogn
Oa BéAape va oag evnuePWOooupE 6Ti AdBape Ta oToixeia aTTooToAfig 0ag yia To TTakéto UPS MOTGVETal 010 0WOT6 Aoyapiaapd, mpérre
UPS#659183201 ka1 Ba rapadobei ota EAAnvika Taxudpopeia otnv ABriva yia eBvikr Trapadoon 3 TIPWTA Va CITKUPWOOUE 1a OTONEIG Tou

;i Aoyapiaopod oag mporod wmoptoouyt va
aupio: Emetepyaotodue mv emavpogn oag. Ma va
Yivti aut6, napaxarodye kavre kA atoy
MapaxaTw ouve BeBanio
To makéro oag Ba amoBnkeutei ato KENTPO AIAAOIHEZ AOHNQON péxpi va emBeBaitioeTe Ta oroeia oag, Sdont ol

oToIXEia 0ag:

To makéTo oag @ravel ota EATA alpio

M va yives aut6, napaxaAodie xavre i

070V Mapaxdtw ouvBeopo kar tmBefanoory
s (
Actrropépieg

Me exTipnon,

EATA.

Unsubscribe

Mnyég:
ol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-

tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on

a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-
tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-
na-axiopoiithoun-oi-neoi-epistimones/
https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuZe7nx7HTnSSWT8fNtZHfnpudYAogK74be
G9Ys8rBwFFn7DgPfxkFogcHudl


https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-_a_law_enforcement_perspective.pdf
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/
https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-na-axiopoiithoun-oi-neoi-epistimones/

AAicuon Agdopévwy -Quishing

What is a QR Code?

| - S

Dear Customer

We 00 not have your updated delievry address for your parcsl. Pl

- c kY V) !
scan e OR code below using your smartphons 10 update your 80 Ay 2 e 2 Us Paroeis -d
and it will direct yu 10 where you Can enier your new ddelivery addr cowmrEn Te—

Track your Parcel

Enter Phone Number

I we do nat recieve an updaled address within 24 howrs, your parc
De delayed until we can conform your address
Customs Charges Apply
Thank you for your co-opecation to your parcel.
I you have any quenes. piease contact us
Find out more
Bes! regrds
Customer Service Representatve

D e

MNMnyég:
https://www.ncsc.gov.ie/pdfs/Quick Guide QR _Code Phishing Scams.pdf
https://www.cyber.gov.au/threats/types-threats/quishing
https://www.ibm.com/think/insights/quishing-growing-threat-hiding-plain-sight
https://www.trendmicro.com/en_us/what-is/phishing/quishing.htmi

PR



https://www.ncsc.gov.ie/pdfs/Quick_Guide_QR_Code_Phishing_Scams.pdf
https://www.ibm.com/think/insights/quishing-growing-threat-hiding-plain-sight
https://www.trendmicro.com/en_us/what-is/phishing/quishing.html
https://pixabay.com/photos/nature-wooden-qr-code-botany-6799019/

KakoouAo Noyiopiko & AAieuon AcOouEVWY

\

C 7 . .
& GOVERy . -~ L ) . r—u
Techniques
: : : Marketplaces
Social engineering and §
NIST Compromised data,
Cybersecurit Attacks on Systems AL :
4 ¥ 5 Criminal actors tools and services
Framework l&l,
6 IABs & Data Brokers
QQ'
DETECT

Exploitation

Online fraud schemes, Cyber-attacks,

Child sexual exploitation, Hybrid threats

MNMnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA 2025.pdf p. 17
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/

https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_ Cybersecurity Incident and Vulnerability Response Playbooks 508C.pdf p. 12

"\


https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

ATTPETTNG EKPOPA TOU AOyou & [lapatrAnpo@opnaon

Online hate speech
doesn’t just stay online

INFORMATION DISORDER

HARMFUL

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

Nooakrw N

© ©

/

Mnyég
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21
https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE_Paper 7 Geopolitics _and_strategies in_cyberspace WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf p. p1, 98
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united-
states/?fbclid=IwAR3L6VNUXxnQ7n5RGhecgHItuIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.un.org/en/hate-speech

Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

TYPES OF INFORMATION DISORDER

FALSENESS INTENT TO HARM

Misinformation Disinformation Malinformation



https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/innovationpolicy/posts/pfbid0Gefk7gEXbFaSP4TaCAJ75nYNfcuBXYQccmBSHFAxQnC3zziBZRrLSxELAMUyekRul
https://www.facebook.com/photo?fbid=1346753917480630&set=a.577863084369721

Fake news & TTPAKTIKEC AVTIUETWTTIONG

Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

INFORMATION DISORDER

BEFORE YOU SHARE, THINK:

Mis-Information Dis-Information Mal-Information

.
False Connection False Context Leaks ® W H o made 't?

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

@ WHAT is the source?

@ WHERE did it come from?

Mnyég @ WHY are you sharing this?
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21

2. https://www.hybridcoe.fi/wp-
content/uploads/2021/06/20210622 Hybrid CoE_Paper 7 Geopolitics and strategies in_cyberspace WE ® WHEN was |t pubhshed‘)

B.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf p.

pl, 98
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation ‘@

=

w

https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation \V ‘e;
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade \{\‘; ‘1}/
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united- SN
states/?fbclid=IwWAR3L6VNUXxnQ7n5RGhecgHOtUIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721
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https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721

TN ka1 Deepfakes

= ESU Latest Europe World EUPolicy Business Euroviews Next Green Health Culture

The world’s richest countries
in 2024

@ > Next > Tech New

Naked deepfake images of teenage girls
shock Spanish town: But is it an Al crime?

PODNE

MNnyég:

https://digital-strateqy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content

https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime

https://www.europol.europa.eu/media-press/europol-podcast/episode-21-how-crime-is-accelerated-by-ai

https://www.europol.europa.eu/publication-events/main-reports/ai-and-policing



https://digital-strategy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://www.europol.europa.eu/media-press/europol-podcast/episode-21-how-crime-is-accelerated-by-ai
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-second-draft-code-practice-marking-and-labelling-ai-generated-content

MeTaTtoTtrion TNG TTAPAVOUNG AYyOoPAC OTO WNPIOKO TrePIBAAAOV

to search engines, such as

encrypted or unindexed

ma rkEtp I aces websites, private databases,
and other unlinked content.
Examples of content:
Academic databases,

medical records,

financial records, legal
Darknet marketplaces documentation, government
information, library access,
bank accounts.

av
B CLEARNET
The publicly-accessible
Internet that is easily
accessed with a normal
European Drug Report inteet comnction and
mesﬁ; of content:
it Clearnet marketplaces SO0 e 0% Mot
ikipedia, Netflix.
Trends and developments e
Online 7\
& A
A LN pators @) €
AT DEEP WEB
SRR

n\ = EURTPOL

DARKWEB

A collection of websites that exist

on darknets. These are not directly
accessible from the Cleamet and often
require special software to access

such websites. Websites use hidden IP
addresses which are hosted on securely
encrypted networks for increased
anonymity.

Examples of content: Tor encrypted
websites, whistleblowing platforms, ultra-
secure email services, darknet markets.

EU Drug Markets
Analysis | 2024

Key insights for policy and practice

MNnyég:
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrategy-en/
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf p.14-15

A wnN e



https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrategy-en/
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf

EmypauuikeEc ammarec — Online Frauds

Finance worker pays out $25 million after video

& t~hi 1 i 1 p 4
call with deepfake ‘chief financial officer Néa 05nv|q

W e i e 2020/1828/EE

QVTITTIPOCWTTEUTIKEG AYWYEG YIA TV
TTPOOTACIA TWV CUANOYIKWV
OUMQEPOVTWYV TWV KATAVOAWTWY Kal

TNV Katapynon tng Odnyiag
2009/22/EC

N. 5019/2023 ®EK A
EvowpatwBnke oto
EOWTEPIKO OikaIO
Atrolnuiwon BuudTtwyv
KUBEPVOATTATNG UTTO
TTPOUTTOBEDEIC

Buying on the dark web?

Nnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf prevention_alert 0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32020L 1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://lwww.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
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https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web

ATTaTeC ToU EvOlaueoou —
MITM (Man in the Middle)

CEO/BUSINESS EMAIL COMPROMISE (BEC) FRAUD

A fraudster calls or
emails posing as a
high ranking figure
within the company
(e.g. CEO or CFO).

®

They require an
urgent payment.

=

They have good HOW DOES

knowledge about

the organisation. |T WORK')

vy
W ‘y

~ -
- -

They refer to a sensitive
situation (e.g tax control,
%p merger, acquisition).

.

They use language such as:
‘Confidentiality’, The
company trusts you', I am
currently unavailable’.

Often, the request is
for international
payments to banks
outside Europe.

=3 The employee
transfers funds to an
account controlled
by the fraudster.

Instructions on how

to proceed may be C
given later, by a third )
person or via email.

The employee is
requested not to

follow the regular
authorisation
procedures.

& /Original connection \ w’
F(‘ﬂ Ny® )
%0
o
User Web application

Q
Man in the middle
New connection

MNnyég:

https://www.ibm.com/think/topics/man-in-the-middle

https://www.europol.europa.eu/sites/default/files/documents/iocta 2019.pdf

p.41
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-

repeat-I0OCTA_2025.pdf p.96, 43

https://ww.youtube.com/watch?v=PehWRZ2816M



https://www.ibm.com/think/topics/man-in-the-middle
https://www.astynomia.gr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf

Oodnyviec yia ETaipeiec kal ATTaOXOAOUMEVOUC

WHAT CAN YOU DO?

AS A COMPANY

Be aware of the risks and ensure that employees are
informed and aware too.

Encourage your staff to approach payment requests
with caution.

Implement internal protocols concemning payments.

Implement a procedure to verify the legitimacy of payment
requests received by email.

Establish reporting routines for managing fraud.

Review information posted on your company website, restrict
information and show caution with regard to social media.

Upgrade and update technical security.

rf| \I Always contact the police in case of fraud
* / attempts, even if you did not fall victim to
the scam.

AS AN EMPLOYEE

Strictly apply the security procedures in place for
payments and procurement. Do not skip any steps and do
not give in to pressure.

Always carefully check email addresses when dealing with
sensitive information/money transfers.

In case of doubt on a transfer order, consult a competent
colleague.

Never open suspicious links or attachments received by
email. Be particularly careful when checking your private
email on the company’s computers.

Restrict information and show caution with regard to
social media.

Avoid sharing information on the company's hierarchy,
security or procedures.

If’d-lq\“'\.I If you receive a suspicious email or call,
“a:_/'l always inform your IT department.

MNnyég:
https://www.europol.europa.eu/sites/default/f
iles/documents/iocta_2019.pdf p.41
https://www.microsoft.com/en-
us/security/business/security-101/what-is-
business-email-compromise-bec
https://www.ncsc.gov.uk/files/Business-
email-compromise-defending-your-

organisation-infographic.pdf
https://www.ncsc.gov.uk/files/Active-Cyber-

Defence-2-ASM-experiment.pdf

https://www.ncsc.gov.uk/guidance/business-
email-compromise-defending-your-

organisation
https://www.youtube.com/watch?v=PehWRZ

2816M



https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://www.microsoft.com/en-us/security/business/security-101/what-is-business-email-compromise-bec
https://www.ncsc.gov.uk/files/Business-email-compromise-defending-your-organisation-infographic.pdf
https://www.ncsc.gov.uk/files/Business-email-compromise-defending-your-organisation-infographic.pdf
https://www.ncsc.gov.uk/files/Business-email-compromise-defending-your-organisation-infographic.pdf
https://www.ncsc.gov.uk/guidance/business-email-compromise-defending-your-organisation
https://www.ncsc.gov.uk/guidance/business-email-compromise-defending-your-organisation
https://www.ncsc.gov.uk/guidance/business-email-compromise-defending-your-organisation

8th GlbbaIEConference
on Crimihal Finances

Kputrtoxpnua & ‘EykAnua

and Cryptocurrencies
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UNODC, VIENNA
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)
GOVERNANCE (&) UNODC
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Gryptorenk %% Watchlist [53 Portfolio g5

Coins Fundraising IDO/ICO Exchanges Token Unlocks Products 88

Main >

All Cryptocurrencies

Understand

Q Ssearch for Coins, Contracts, IDO/IE.

UsD v >

Price Graph (7D)

Ao oo

s Al W@

Overview  AllCoins  Performance  ATH Gainers  Losers  IDO/ICOROI  All Categories Ecosystems
Reg Iate Q Filter coins... v 89 Lavout = FILTERS & PRESETS Download Data b
# o~ Name Price Chg (24H) Market Cap Volume (24H) Circ. Supply
Bitcoin
i\j 1 BTC $69,515 -0.82% $1.38T $13.06B BTC 19.78M
Ethereum
ﬁ 2 Q ET $2,512 -0.42% $302.94B $5.56B ETH 120.41M
Tether
i\j 3 @ $1.00 $120.52B $ 27.59B USDT 120.57B
usDT
4 .
Mnyég:

https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=q7jFA5v6zqgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strateqic-approach-to-ensure-security
https://cryptorank.io/all-coins-list

howhPE



https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=g7jFA5v6zgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://cryptorank.io/all-coins-list

q_ ¥ __CRYPTO )

Crypto* scams, f toas

"pig butchering" by cost billions of
dollars. Criminals befriend people to entice them to make
crypto investments through phony apps and websites. The -
investments may start out slowly with small sums of money, but it's
a scam aimed at stealing tens of thousands to millions of dollars.

HOW DO CRIMINALS TARGET PEOPLE & HOW DOES THE CON START

\/

ETrevOouTiKEC aTTaTeEC — Investment Frauds
H KaAUuTepNn €TEVOUCN Eival N EVNUEPWON

» EipaoTe emI@QUAAKTIKOI OTaV BAETTOUME DIOPNUIOEIC ETTEVOUTIKWY TTPOYPAMMATWY
07O JIadIKTUO TTOU UTTOOXOVTAI UPNAEC aTTOOOOEIC, AKOMA Kal OTav gu@avidovTal va
OUMMETEXOUV O€ QUTEC TTPOCWTTA UWNnAOU KUPOUG Kal JEYAANG avayvwpEIoIJOTNTOG.

» Agv eTTeVOUOUME XPMATA OOC O€ UTTNPETIEC XWPIG va €ipaoTe aTTOAUTWS BERaIOI
yla TNV agloTrioTia Toud.

» EipaoTe emI@QUAAKTIKOI OTAV PAG TTPO0EYYiICOUV TNAEPWVIKA | HEOW PNVUNATWY
NAEKTPOVIKOU TAXUOPOWEIOU ATTO ETTEVOUTIKEC ETAIPEIEG TOU ECWTEPIKOU.

» AvalnToUME TTANPOPOPIEC YIA TNV ACIOTTIOTIO TWV ETTEVOUTIKWY ETAIPEIWY TTOU JAG
TTpoocyyidouv.

» ZnNTOUME TOUG OPOUC Kal TTPOUTTOBETEIC, TTPIV TTPAYMATOTIOINOOUME KATTOIA
ouvaAiayn.

> Tpiv TTpoouue o€ OTTOIAdATIOTE XOPNYNON OTOIXEiWV Pag ) atTdépacn yia
eTTEVOUOT), EAEYXOUME €AV N eTalpia dl1aBETel adela atrd TNV ETITPOTT)
Kepahaiayopdcg | Tnv Tpatrela Tng EAAGdOC 1} eupwTraikd diapariplo.

» Avatpéxoupe oTn AioTa TTpocIdoTToINCEWY TNG ETTITPOoTTAC KEe@aAaiayopdg yia To
ETTEVOUTIKO KOIVO, 0TO ouvdeouo http://www.hcmce.gr/el/warningsl.

https://www.astynomia.qr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/

MNnvyég:

https://www.ic3.gov/Crimelnfo/Investment

https://www.ic3.gov/Outreach/Brochures/2024 ABA Cryptocurrency Infographic.pdf

https://www.europol.europa.eu/media-press/newsroom/news/further-action-against-fraudulent-online-investment-platform-five-arrests-of-high-value-targets

A

https://www.youtube.com/watch?v=HIfGsQ_MkIU



https://www.astynomia.gr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/
https://www.ic3.gov/CrimeInfo/Investment
https://www.ic3.gov/Outreach/Brochures/2024_ABA_Cryptocurrency_Infographic.pdf
https://www.europol.europa.eu/media-press/newsroom/news/further-action-against-fraudulent-online-investment-platform-five-arrests-of-high-value-targets
https://www.ic3.gov/Outreach/Brochures/2024_ABA_Cryptocurrency_Infographic.pdf
http://www.hcmc.gr/el/warnings1

ETrevOouTiKEC aTTaTEC — INnVestment Frauds
H KaAUTEpN €TTEVOUCN €IVAl N EVNMEPWON

TPATIEZA THE EAAAAOX
EYPQLYLTHMA

KPYMNMTO«NOMIZMATA» :Li
KPYMNMTO«NOMIZMATA»

MPOoGCEETE NOIOV EPNICTEVECTE.

AvayvwpioTe Toug KIvOUVoUG andTng

KPYMNTO«NOMIZMATA»:

H KCl7\l'JT8pr| Mnvuuara & e-mails ané dlsv agiéniota
avTaAAakThpia  nopTopoAia KAEBouv

AkoAouBnoTe enicnNUES NNYES yia TNV enévouon givai KwdIkoUg NpéoBaong & kedpdAaia (phising
EVNUEPWON Oag. - scams).
N EVNUEPWON ’

EVNUEPWOEITE NPIV ENEVOUCETE.

MNnyég:
1. https://www.youtube.com/watch?v=HIfGsQ MklU
2. https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/enhmerwsh-gia-ta-kryptonomismata
3. https://lwww.ecb.europa.eu/press/economic-bulletin/articles/2019/html/ecb.ebart201905_03~c83aeaad4c.en.html

\\



https://www.youtube.com/watch?v=HIfGsQ_MklU
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/enhmerwsh-gia-ta-kryptonomismata

AladIKTuaKEC aTtraTec - Odnyiec NG TTE

TPANIEZA THE EAAAAOZ
EYPQEYETHMA

Mg npocTarevoual
ano TIG NAEKTPOVIKEG ANATEG

EIMAI IAIAITEPA
MPOXEKTIKOZX/-H...

...ME TIG SIASIKTUAKEG ayOopES
HOU Kal ENIAEYW
NAEKTPOVIKEG NAQTHOPUES
KAl KaTaoTAKATa
EPNICTOOUVNG EAEYXOVTAG
Kal TUXOV agloAoyNOoEIG nMou
undpxouv (EAEyxw OTI gival
TO owoTo url Kal &1 viveTal n
xpenon «https://..» A 6T
epgavigeTal To cUPBOAO TOU
AOUKETOU).

EAEMXQIMANTATIZ

/\ G EIAOMOIHZEIZ NOY
AAMBANQ ANO THN
TPATEZA MOY...
N @ X .TA UNVULIATA NOU CUVOJEUOUV

KWOIKOUG pIag xpriong OTP,
€1I00MOINCEIG YIa CUVOEDH VEWY
OUOKEUWV, UNPIAKWY NOPTODOAILY,
UNNPEECIV NANPWHWY Kal
enIBeRalvw 6TI apopouv SIKEG LoU
EVEPVYEIEG. TAKTIKA EAEYXW KAI TIG
KIVAOEIG TWV AOYApIACH®V HOU.

ENHMEPQNOMAI 7 ®PONTIZQTO
AIAPKQX... / / AEITOYPIIKO
EYEITHMA TOY Py

YNOAOFIETH o
MOY... N

Y10 TOUG KIV3UVOUG Kal
TIG VEEG LIOPDES andTng.

7/ |
% ------ a BEBAIQNOMAI OTI...

.0 ANOOTOAEAG TV UNVULATWY Nou AapBave gival 0 npaypaTikog
(akdua kal av gpaivetal 611 €ival PIAIKS Hou NEOCWNO A ENICNHUOG GOPEAS).

EIMAI ZE : a eival EVNHEPWHEVO Kal va

ErPHIOPZH... npooTaTeleTal and antivirus. MPIN AMANTHZQ XE EXQ YNOWH OTIH TPAMNEZA AEN
AITEAIAEPTAZIAZL, ©A MOY ZHTHZEI NOTE...

_.ANEVavTI O£ YN SUVABEIG CULNEPIDOPES Kal Eniong, EVNUEPWVE TOV browser nou EAErXq... ..TO pin TNG KAPTAG r) TOV KWAIKOG Tou e-banking Hou.

KaTaoTACEIG (M. EVNUERWON YIA KUEYAAEG XPNOILONMC ai dlacpa 0 . Ta oTolxela TG ETaIpIag Nou

EUKQIPIEG, AITAUATA yIa ENElyouca e al agionicTo T\_\\

: 2 > " NPOoCEPE! TN BEoN.
KartaBoAn xpnudTtwy, UnonTn SpacTnEIGTNTA

oTov TPAnedIké AoYapIacuo f TNV KAPTA).

é "\\\ ‘I' AEN AMANTQ...
4 ..0£ UnonTa e-mail, sms, KAMOEIG Kal OE Kapia nepinTwon dev akoAouba links / QR codes

®aBwg Kal Sev avoiyw cuvnuuéva apxeia.

AEN MOIPAZOMAI FANAMMNQETOSITE THE
TAITOIXEIA... TPAMEZAZ MOY...

AEN

Eipial NoAU NPOoEKTIKOS / - Tav
SnuooieUw ayyeNES kal dTav
anavTw o€ ayyEAEG AAAWV.

AMO®EYIQNA
IYNAEOMAL...

..0£ dnpéoia kai anpooTdTteuTa dikTua wi-fi. L

AEN ANMOOHKEYQ TOYXZ KQAIKOYZ MOY...

OTIG CUCKE {c AAGT W TOUAGKIOTOV KABE 6 L\ beUYW TN XPrAoN
anACIK®V f NP MO SIKGV.

AKOMA KAIME THN YNOWIA OTI

.Tpanedikou Aoyapiacuou /
KAPTAg / KwdIKoUS HIag
XPrioNG Kal euaictnTa
NPOCWNIKA OEOONEVA.

NANKTPOAOYW EYW TNV NAEKTPOVIKI BleUBUvVON
Kal eV AKOAOUB® XOpNYOUHEVOUG OUVBECUOUG
and unxaves avaZritnons.

BeBaiwvopal 6Ti Bpickopal oTo npayparike site
NG TPANeCag (EAEyXw OTI €ival TO cwaT url kai

ANTAMOKPINOMAL...

..OE aVanAavTeXes KANOEIG ano
UMNOTIBEUEVOUG NAPAXOUS UNNPESIV

(Microsoft, EATA, AEH, Epopia kKAN) Xwpig va

£XE1 YIVEI NPWTA aiTnua and epéva.

MIMOPEI NA EXQMEZEI ©YMA ANATHE...

..E130MOIW TNV TPANEZA pou.

AV XPEIQOTEI, ENIKOIVWVE HE TNV aoTuvouia (AiwEn
HAEKTPOVIKOU EYKANLATOG) Kal TNV UnNnpeocia péca and
TNV ONoia NPAYUATONOINCA TN CUVAAAQyH.

Néa Odnyia
2020/1828/EE

QVTITTIPOOWTTEUTIKEG AYWYEG
yla TNV TTPOCTACIA TWwV
OUAAOYIKWYV CUPQEPOVTWV
TWV KATAVOAWTWYV Kal TV

kKatdpynon tng Odnyiag
2009/22/EC

N. 5019/2023
PEK A

Evowpatwbnke oTo
EOWTEPIKO dikaIo
ATtrolnpiwon
BupdaTwv
KuBepvoatarng utro
TTPOUTTIOBETEIC

AT yiveTal n xprion «https://..» 1 611 epdaviceral To
oUpBoA0 Tou AOUKETOU).

1V

1. htips://www.bankofgreece.qgr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview

Q_aem_LUDMT7nsjerfXu2jXRt366A#/lessons/in_swfHMFJVomcam6z8GDKZikD f1Qqg-

2. https://museum.bankofgreece.gr/personalfinance/?fbclid=lwY 2xjawlrOhFleHRuA2FIbQIXMAABHSFZ0ZDekJpQNV 1cliHeK8vp6RgpOUhxhbSLssHzZWOF8qVL0ZpM8Z2Ax-



https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
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THE ANATOMY OF BUSINESS EMAIL COMPROMISE
INTERPOL 3 TOXIC INGREDIENTS

Millions in
illegal profits

. | . | - 1 k H
Hacking T Money laundering
An email account is = S Multiple transfers are made
involving foreign banks/
institutions

compromised through
malware, employee

i ipulated int: i
intrusion, etc. manipuiated intoproviding

r funds.

# arefil

[TapaAAayEC OIAOIKTUOKWY ATTATWYV

ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

CEO

EMPLOYEE ACCOUNT
COMPROMISE

FRAUD /
CEO IMPERSONATION

BOGUS INVOICE
CHEME

INTERPOL

[nyéc:

1. https://www.europol.europa.eu/operations-services-and-
innovation/public-awareness-and-prevention-
guides/beware-scams-involving-fake-correspondence-
europol:el

2. https://www.messinialive.gr/eksarthrothikan-dyo-
speires-pou-arpaksan-630-000-evro-eksapatontas-
polites-120-peristatika-thymata-kai-stin-
kalamata/?fbclid=lwY 2xjawKIUB1leHRUA2FIbQIXMQBic
mIkETBaVzimbWJCejdnQXJ5UkJWAR7I1JbmyoKO0G5 A
kGO_6HJ9 su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0x
FuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA



https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.messinialive.gr/eksarthrothikan-dyo-speires-pou-arpaksan-630-000-evro-eksapatontas-polites-120-peristatika-thymata-kai-stin-kalamata/?fbclid=IwY2xjawKlUB1leHRuA2FlbQIxMQBicmlkETBaVzlmbWJCejdnQXJ5UkJwAR7IJbmyoK0G5_AkG0_6HJ9_su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0xFuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA

ATtratec Texvikng Ytrootnpigng — Tech Support Scams

. Y
How to recognise g.3
tech support scams ‘@.
1 The downloaded program gives her
access to your computer and data.
S

technical support provider, claiming that
there iz a problem with your PC’s software.

She then asks for a small payment for
the service to make you log into your

online banking. PAY SERVICE

| Cybercrook Brooke has now access to
your bank account and perform
fraudulent transactions.

The caller ID displays a support phone
number from a trusted company.

She tells you to act quickly or you

- L -
- will lose all your data.
Cybercrook Brooke recommends
that you download a program that ¢
will fix the problem. L——l

Mnyeg
1. https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
2. https://pix4free.org/assets/library/2021-06-16/originals/tech-support.jpg

3. https://www.europol.europa.eu/cms/sites/default/files/documents/tech _support scam_en.pdf



https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
https://pix4free.org/assets/library/2021-06-16/originals/tech-support.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/tech_support_scam_en.pdf

2 UVOAAQKTIKEC TTPOKTIKEC

-
Ask the retailer to confirm the amount
being debited from your card

=

=
Carefully discard your receipts from
card transactions and information
related to your financial affairs

Guard your cards
and card details

Don't let your card out of sight
when making a transaction

Sign new cards as soon
as they arrive

b |
'}

K

Check your receipts
against your (online) statements

Don't leave your cards unattended in
a public place . Keep your personal
belongings with you at all times

When making online transactions,
make sure you are using updated
antivirus and operating system software

Never write down your PIN nor
disclose it to anyone

Only buy from trusted sources. For
Internet purchases, use the security
protocol 3D-Secure

When replacement cards arrive, cut expired/unused/blocked cards into several pieces,

Don’t keep your chequebook including through the magnetic strip and/or chip

with your cards

=Z EURTPOL Cash Machines (ATMs)

Be aware of others around you
If someone is watching you choose a
different ATM

Assess the ATM

If you spot anything unusual about the ATM ol
there are signs of tampering, don’t use the
machine and report it to the bank or police

Stand close to the ATM
Always shield the keypad with your spare
hand and your body to avoid anyone
seeing your PIN

In case of loss
If the ATM doesn’t return your card, report
it to your bank

Payment Terminals (POS) =Z EURSPOL

Never lose sight (and, if possible,
touch) of your card during payment
transactions

;‘)I

Insist that your card is visible to
you at all times

Card skimming can occur at retail E
outlets, particularly bars, '+
restaurants, parking ticket

machines and (unmanned) petrol

stations

https://www.europol.europa.eu/cms/sites/default/files/documents/infographic - pcf prevention alert O.pdf

Mnyn:



https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf

AIAOIKTUOKEC AYOPEC

_ EYKAIPIA:

e = OL Xpuool Kavoves Twv OLadLKTUAKWY ayopwy

‘. 1 c , ',( F N
Xpnolponoinoe papkeg Kat Babsiliioon srkativaste ‘ Agev Ba £81veg ¥pripata oe €va Tuxaio dtopo
Karaotnuata ta omnota TOUG KLVOOVOUG TWV oto Spopo, pnv To KAvelg kat oto dradiktuo

OKEPTOPAI TTPIV AYyOopAoWw

Edv eivat duvatov, aoknoe 1o dikailwpa tng

NPOTEPNG Napalafng Twv MPoiovIwy. 7

yvwpiZeig. SLABIKTLAKWY AyOpPLV.

E1d1kd ayvwoTwy KatasTnpatwy @ UIANATOPACEZ £ MH ETE
KQl HEHOVWHEVWY TWANTWV. ' ‘ ) ) ) 2
OL MEPLOCOTEPEG TUOTWTIKEG KAPTEG EXOLV
o o LOXVPT) TOALTLKY TtpooTaciag nehatwy. Eav
6ev AdBeLg auTo nou napryyetAeg, o k8OTNG Moté pn oTéAveLS avTiypago Tng
—— NG KApTag evOEXETAL Va O ANoNHIWOEL Kaptag cou, Tov aptBpo, to PIN f
@ omnotodnnote AAAO OTOLXELD TN HEOW
. ) QA e-mail
Mpv dwoELg Ta oTolLXEla TNG KAPTAG OOV
yLa mAnpwyr cuvdpopnTIKG UNnpeoiag, (

MNpaypatomnoinoe Tig S1adikTVaKES
ayopeEg oou povo ot LoTooeAideg ou
Xpnotpomnotolv mArpn auBevTikornoinon

péow d1adikTuou, pabe WG PNOPEIS va o m
SLaKOYELG TNV UTNPECia auTr). '
=]

Xpnotyonoinoe ta npwtokoAAa HTTPS kat Evbéxetal va xpetactoly yua va Edv bev ayopdoeig KAty pnv (énwe Verified by Visa /MasterCard
SSL otav nepinyeioat oto dtadiktvo anodelfouv Toug Gpoug Kat TIg UTTOBAAELS 1) CWOELG Ta oTolXEla Secure Code).
Qupnoou: povo To SUHBOAO TOU AOUKETOU & npoinoBEoelg TnNg MwAnong f yava NG KApTag cou.
6ev Kavel £vav LOTOTOMO acWaln anodeifouv OTL EXELG ANPWOEL yia Ta
ayafa.

CYBER
= EURCPOL |£575.... 'A ﬁgs}sﬁgﬁ #BuySafePaySafe

MNMnyég:
https://www.europol.europa.eu/sites/default/files/documents/ecommerce goldenrules 2020 gr O.pdf
2. https://www.europol.europa.eu/covid-19/covid-19-shopping-scams

=



https://www.europol.europa.eu/sites/default/files/documents/ecommerce_goldenrules_2020_gr_0.pdf
https://pixabay.com/illustrations/online-sales-ecommerce-technology-2108028/

H 2tpatnyikn Tn¢ [1poAnwng

[MatéEPag TNG 1ATPIKAG
ETMIOTAMNG

Mn
ATToTigNGn 2. UYKPITIKO
TTAEOVEKTNHO

«KAaAAIov TO TTpOAQUBAVEIV 1) TO BEpATTEUEIVY



https://www.biography.com/scholar/hippocrates
https://commons.wikimedia.org/wiki/File:%CE%91%CF%83%CE%BA%CE%BB%CE%B7%CF%80%CE%B9%CE%B5%CE%AF%CE%BF_%CE%9A%CF%89%CF%82.jpg

Agg10TNTEC OTOV 21° alwva — Ag€1oTnNTEC Alayeipiong AedouEVWY

Exhibit 1: Students require 16 skills for the 21st century

" 63’1.3
. oV -
21st-Century Skills -
PEOPLE AT
THE CENTRE
SOLIDARITY AND
% INCLUSION
. . . . . DIGITAL
Foundational Literacies Competencies Character Qualities
How students apply core skills How students approach How students approach RIGHTS AND '
to everyday tasks complex challenges their changing environment
PRINCIPLES Al, data and

1. Literacy 11. Curiosity

-f.::-e;a-m [eoi ] onouuﬁak

digital skills

FREEDOM OF
CHOICE

2. Numeracy

3. Scientific
literacy

4. ICT literacy

12. Initiative

13. Persistence/
grit

14. Adaptability

5. Financial

literacy 15. Leadership

6. Cultural and
civic literacy

16. Social and cultural
awareness

©CO6000

europa.eu

Rights and principles to guide the digital transformation
Lifelong Learning

Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://reports.weforum.org/docs/WEF New_Economy_Skills_2025.pdf p.7
https://lwww3.weforum.org/docs/WEF _Schools_of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://lwww3.weforum.org/docs/WEF _Schools_of the Future Report 2019.pdf
https://digital-strateqy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles ?fbclid=IwAR0eotl200iJEF4 TyAfzDuKMuyiJ2ihivgQ9yYci320ai6 1QSyxNSo7Xad8 anueia 4 (yn@iakn

eKTTaideuon Kal karapTion kal yn@lakég OeClotnTeS), 16 (ao@aAég kal TpoaTaTeupévo wnelakd TepifaAlov), 20,21,22 (TrpooTagia kal EVOUVANWOT Twv TTAIBIWY Kal TwV VEWV 0TO YneIako TepIBAAoV
https://www.unesco.org/en/digital-competencies-skills/ict-cft
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https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://reports.weforum.org/docs/WEF_New_Economy_Skills_2025.pdf
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles?fbclid=IwAR0eotl20OiJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci32Oai61QSyxNSo7Xad8
https://www.facebook.com/DigitalEU/videos/555642449332033/
https://reports.weforum.org/docs/WEF_New_Economy_Skills_2025.pdf

@) OECD

e Agc10TNTESC TOU MEAAOVTOG

FUTURE JOBS

JAVOAUTIKA OKEWN tobo Al i ond
QWnoiaKkéc SEEIGTTEC
e = | OAnpioupyikéTnTa

we dMpocappooTikdTNTa
¢ Ao Biou paBnon

EAST ASIA AND PACIFIC
DEVELOPMENT STUDIES

@ WORLD BANK GROUP

Mnyég:
https://reports.weforum.org/docs/WEF_Future of Jobs Report 2025.pdf
https://openknowledge.worldbank.org/server/api/core/bitstreams/e98ac135-15f6-47e4-b1d9-07a6415b6e76/content
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/oecd-skills-outlook-2025 ac37c7d4/26163cd3-en.pdf
https://digital-skills-jobs.europa.eu/en
https://www.cedefop.europa.eu/files/3098 en.pdf

agrwnE



https://openknowledge.worldbank.org/server/api/core/bitstreams/e98ac135-15f6-47e4-b1d9-07a6415b6e76/content
https://reports.weforum.org/docs/WEF_Future_of_Jobs_Report_2025.pdf
https://openknowledge.worldbank.org/server/api/core/bitstreams/e98ac135-15f6-47e4-b1d9-07a6415b6e76/content
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/oecd-skills-outlook-2025_ac37c7d4/26163cd3-en.pdf
https://digital-skills-jobs.europa.eu/en
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/12/oecd-skills-outlook-2025_ac37c7d4/26163cd3-en.pdf

ETrayyéApata oxeTika ye tnv TN
KOl TNV TTPO0TACIA TWV OEOOUEVWV

JOB PROEES

CRYPTOGRAPHER/ P /'

e CRYPTANALYST
INFORMATION E T 5

SYSTEMS ENCRYPTION
SECURITY EXPERT

MANAGER
S E C U R ITY DEGREE REQUIRED?

ENGINEER

PROFILE:

MULTI-DISCIPLINED
LANGUAGE =
ANALYST D

FORENSICS

N - EXPERT

CYBER

LEGAL
ADVISOR

JOB PROFILEs

CYBER
DEFENSE i ——

INCIDENT | 7 | "% nyn. |
RESPONDER > https://cyber.org/career-exploration

SOFTWARE E] \
DEVELOPER F -



https://cyber.org/sites/default/files/2020-06/Information%20Systems%20Security%20Manager.pdf

2.UYXPOVO EKTTAIOEUTIKO UAIKO — OUVEPYAOTIO OXOAEIWY

Ta oXOAELa TWV AKPLTLKWV KL OXL HOVO
TIEPLOXWV Hag TRpav dpiota (20) !

== ==
= =
Mnyég: - -
1. https://nationaldigitalacademy.qgov.gr/ : =
2. https://iep.edu.gr/el/gymnasio/pliroforiki il Hd
3.  https://lcyber-news.gr/2026/02/13/%cf%84%ce%b1- = =
%cf%83%cf%87%ce%bf%ce%bb%ce%b5%ce%af%ce%bl-%cf%84%cf%89%ce%bd- _ -';é e Eé
%ce%b1%ce%ba%cf%81%ce%b9%cf%84%ce%b9%ce%ba%cf%8e%ce%bd- Moo
%ce%ba%ce%hb9-%cf%8c%cf%87%ce%h9-%ce%bc%cf%%8c%ce%bd%ce%bf- s
%cf%80%ce%b5/ MpdoBeTo Wngiako Eyyelpidio MAnpogopikig A™  Mpdabeto Wneiakd Eyxeipidio MAnpogopikig B~ Mpdobeto Wnoiako Eyxelpidio MAnpogopikrig I
lupvaoiou lupvaoiou lupvaoiou

\ WA\


https://nationaldigitalacademy.gov.gr/
https://iep.edu.gr/el/gymnasio/pliroforiki
https://iep.edu.gr/el/gymnasio/pliroforiki
https://cyber-news.gr/2026/02/13/%cf%84%ce%b1-%cf%83%cf%87%ce%bf%ce%bb%ce%b5%ce%af%ce%b1-%cf%84%cf%89%ce%bd-%ce%b1%ce%ba%cf%81%ce%b9%cf%84%ce%b9%ce%ba%cf%8e%ce%bd-%ce%ba%ce%b9-%cf%8c%cf%87%ce%b9-%ce%bc%cf%8c%ce%bd%ce%bf-%cf%80%ce%b5/

@ https://nationaldigitalacademy.gov.gr m O

phawan
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e Me 311 padruara
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Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4haOwAA8A
Imagining the Internet, Robin Mansell, 2012, Oxford University Press, p. 38-40
https://mww.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-
%CE%BA%CE%B1%CE%B9-
%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B
5% CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
6.  https://dipe.art.sch.gr/index.php/home/84-kyvernoasfaleia-cybersecurity
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https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4ha0wAA8A
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.loc.gov/visit/
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AveEdapitntn Apxn

1 Apxn lNpoocTtaciac Asdouévwy MNMNpoowrrikou
Xapaktnpa
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2uvilyopog Tou KatavaAwTth
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Emikoivwviwv (AAAE)

d EOvikn EmiTporr ThAETIKOIVWVIWV KAl
Tayxudpopuciwv (EETT)

{&HKH ENIMPONH THAEMIKOINONMNIMN & TAXYAPOMEIDN

@eccTT
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O Emrtpotri ETromrreiag kai EAéyyxou Maryviwv
(EEEIN)

Tpamela Tng EAAGOOG

U O

2uviyopog Tou MNoAitn

U

EOvik6g Opyaviouog apudkwy (EOD)

BEATIOTN TTPAKTIKK)
Popcic tn¢ Exkmraideuonc, MNepipépeisg, Anuol, EmiusAnripia
UTTOPOUV va evTA§OoUV OTIC IOTOOEAIOES TOUC, TOUC OUVOEOOUC
Twv Aveéaprntwyv Apxwv


https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://apps.eett.gr/complaints/Complaint.seam
https://apps.eett.gr/complaints/Complaint.seam
http://www.synigoroskatanaloti.gr/index.html
https://www.opi.gr/
http://www.adae.gr/
https://www.eof.gr/web/guest;jsessionid=c9642e4e6876ead2dd197dd8694d
https://www.eett.gr/opencms/opencms/EETT/index.html
https://www.synigoros.gr/el
https://www.synigoros.gr/paidi/index.html
https://www.dpa.gr/el
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APEEAHDPhEéJgﬂAZ HAPXH TIOAITEX ®OPEIX ENHMEPQXH T1PA=EIX THX APXHX NOMOOEZIA ZXYNAEXH
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byDesign — UnpLakog BonBog Zuppoppwong MUE pe Tov GDPR

Mnyn:
https://lwww.dpa.gr/el/byDesign_toolkit

&

byDesign

1V J

Ynoeiakég Bonbocg
AleukOAuvon TG CUPPOPPWONG UIKpoueaaiwy emmixeipnocwy pe Ttov GDPR kal TrpowBnon tng
TTPooTACIaC OEQOPEVWY ATTO TOV OXEDIQOUO O€ TTPOIOVTa Kal uTtnpeoieg TIE

Y\


https://www.dpa.gr/el/byDesign_toolkit

EmmueAntnpio MNeEANaC

E101KO a@pIEpwa
25 pellachamber.gr/kivernoastfalia/ O-Tnv KU Bspvoao‘(pq’Aalq

Judicial cooperation...., € Bpsite n Snuoacie... D YouTube By Metdopoon Google p Live2d.gr Greek Ra... <% The World Clock —... G ; @ eSafety
| EA v | @
s ~pellachamber.gr/kivernoasfalia/
Apdoelc v MAnpodopieg ¥ EEutnpemnon v MM v ETikowwviot
] v e A , @ Acpdadsla X
TnNpPeoleg ALOWKNTIKNAG
KUBSDVOCIO'(D(I)\SL(I E : pellachamber.gr
gurnpetnong
@ € ETMLPEANTIPLO El H olbvbean eivon aopadng
, , O mAnpogopleg ooc (1o Tapaserypo, ot
AVAPTTOT) LE OUVALVEDT) KWSIKOL TIpOaRaanc 1) ot aplBpol TOTWTIKWY
To mapdy BIVTED avopTAmo e TV EyKpLOT) KOl Tr) ouvadvean Tou Mewpylou — KD‘.pT-’.J-.,.‘\.':l elvolL IBLWTIK E.C, KOTQ nwv C(T[COTCI}U']
Momampodpdpou Avtiotparnyou e.o. (EAAT) Mtuyolyo Nopuwkrg ANS - AkaoTikd =7 LEIMH 0E CUTOV TOV 1I0TATOTIO. MA8sTs T[EDI.UU(:)T"DO’
=N k. { L . A £ Epo

[pagohdyo, Mpuwny AeuButr) AedBuvorg AlwEng Hiexktpovikad Eykinpartog tov orolo
EUYOPLOTOUHE BEP|IGL VIO TNV EUYEVLKT) TOU TIpoadopiL FTOY0G Elva 1) EVNpEPWOT) Kot

UMoOTrELEN Twv ETIYEITTEWY Tou vopol NeAkag oe Bepata KuBepvoaopaieias. H }
cupfolr] Tou eivon 1BalTeEpa onpovTIKY yia Ty svioyuer TG Yndlaxng aodahelag ooy To TMOTOTMOLNTIKO EIVOL EYKUPO L|

TOTIIKO ETTHELONHOTIKG KOTHO,

Y-M:Z
5
Yrinpeoieg AvarrtuEng &
0 08nydc tou EZMNA yio tnv ipootacio Twv SeSopEVw yia EEwotpedelag
HIKPEG ETTELPTIOELG
n ETILYELPNHATLKOG

Mot covohUTIKD KaBoS Yo OYETIKG LLE TV TIPOCTaCiol SESOUEVLIY TIDOCWITIKOU mm 05'1\'6':
YOPCKTTPOL OIS LIKPEG ETIYELDTOELS, ITOPETE val EToKeQBEITE Tov odnyo Tou

MNnyég:
1. https://www.pellachamber.gr/kivernoasfalia/
2. https://cyber-news.gr/2026/02/20/%cf%83%ce%b5%ce%bb%ce%af%ce%b4%ce%b5%cf%82-%cf%86%ce%bf%cf%81%ce%ad%cf%89%ce%bd-
%ce%ba%ce%b1%ce%hb9-%cf%83%cf%87%ce%bf%ce%bb%ce%b5%ce%af%cf%89%ce%bd-%ce%bc%ce%b5-%ce%b1%cf%86%ce%b9%ce%ad%cf%81%cf%89/



https://www.pellachamber.gr/kivernoasfalia/
https://www.pellachamber.gr/kivernoasfalia/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgugOcJZQTuZzMo-ker60pSIzOIfBPPIV7Gq_7nmOU9lVqJWZ-qyurLC-Pj3lrPrrh-pemoJC6Ix27Dam2LmNasddSS21m37_7YV8qbC2MPE8j1gEIcBqcMqSAvhq5WnAJ34OV3IZYoqhivJo0oN3C2A4NWA0csosSV4jFIbqhOopCrXwKPFu96oW6_Yg/s288/tune.png

UTTAPXEI TTAOTPOPUA —AMEC O, EUKOAO KOl OWPEAV

Avagpopa KuBepvoeyKANUATWV-

KatayyeAisg yua eykAnpata kufepvoywpou

SLadLkTuou

KatayysAia yia olkovopLkd KuBspvosykArpata omou spmAEKovVTaL
nAskrpovika/YinpLakd vopiopatra

KatayyeAia yia mapafiacr Tou amopprtou Twv AEKIPOVLKWY Kal
INASPWVLKWY EMLKOLVWVLWY

KatayysAla yia mapavopn SLakivngorn oMILKOGKOUOTLKWY £pYwV

HEow SLadiLktuou

KatayysAia yLa EPLTTWOELG AMATNG € UTIOAOYLOTH

Mnyéc:
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies

https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas 18-12-2020

https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh

https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
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https://www.europol.europa.eu/report-a-crime



https://pixabay.com/el/vectors/%CF%83%CE%B9%CE%BB%CE%BF%CF%85%CE%AD%CF%84%CE%B1-%CE%BA%CF%85%CF%81%CE%AF%CE%B1-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CE%BF%CF%83%CF%8D%CE%BD%CE%B7-%CE%BD%CE%BF%CE%BC%CE%B9%CE%BA%CF%8C%CF%82-3686231/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.europol.europa.eu/report-a-crime
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.europol.europa.eu/report-a-crime
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Aoc@daleiag kail MikTa
ACTUVOMIKG
TuAuaTa

- M
AOINEZ APXEZX NOY
AXKOYN EIAIKA
MPOANAKPITIKA
KAOHKONTA

N 51 87/ 2025 (DEK A 48 «Avadiopyavwan g dopng Tng EMnvikig Aatuvopiag kai avaBaduion g ekmaideuang Tou vatohou

TPOCWTTIKOU TG EkauyypovIapog Tou Beapol TG NAEKTPOVIKAG ETITRPNANG UTTOBIKWY, KATAdIKWY Kal Kpatouuevwy ag adeia PUBuIon Bepdrwy
KpaToUpEVWY € Gw@POVIOTIKG kataoTipata Kai GAAeg diatdeeig

ApBpa 51, 24, 52-60, 44-45
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http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/

EykAnuatoAoyikn ‘Epeuva Wnoelakwy lNeiotnpiwv pe epyaAeia TN
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e . PRECISION
FORENSICS

S _ = cssisiEi=E g IT'S ALL IN THE NAME

& Because 'International Organization for
I e g Standardization' would have different i
— acronyms in different languages (10S in |_|pOTU'IT£§ Kal
English, OIN in French for Organisation 'ITIO'TO'ITOIF]}JE'ZVEZQ
- internationale de normalisation), our A dladikaaies (ISO
L ; " founders decided to give it the short yd 9001, I1SO

i ‘ form ISO. ISO is derived from the Greek 17025)

'isos', meaning equal. Whatever the

country, whatever the language, we are

e always IS0.
- f
Mnyég:
1. https:/mwww.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/
2.  https://www.iso.org/about-us.html
3. https://enfsi.eu/
4. https://enfsi.eu/wp-content/uploads/2024/06/ENFSI Annual Report 2023-1.pdf p. 16


http://www.astynomia.gr/images/stories/2010/22122010ktirio1.JPG
https://www.iso.org/about-us.html
https://enfsi.eu/
https://enfsi.eu/wp-content/uploads/2024/06/ENFSI_Annual_Report_2023-1.pdf
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report%20-%20The%20Second%20Quantum%20Revolution.pdf

2UVEPYaaia via TTepiocotepn AC@QOAEIa OoTOV
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https://www.nomoreransom.org/el/index.html

ETKaipoTroinon BecuIKoU TTAAITIOU Medicrime Convention

(n Zuppaon yia Ta GAPHMAKA TTOU SIOKIVOUVTAI TTAPAvVOua 0TO O100iKTUO)

Tnv uttéypaye n xwpa pag 18/5/2022

EKkpepEi N ETIKUpWON atrd TNV 28 October 2011
EAANVIKA BouAn

27/04/2026

ENTERING INTO FORCE

1st January 2016

1st COMMITTEE OF PARTIES

17 December 2018

23 RATIFICATIONS

15 CoE member States

8 non CoE member

States (Belarus, Benin, Burkina
Faso, Guinea, Ivory Coast,
Morocco, Niger, Russian
Federation)

22 SIGNATURES

Mnyég: 14 CoE member States

11 Vi

1. https://www.coe.int/en/web/medicrime

2. https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3AN6QmrARke1B/content/greece-signs-the-medicrime- 8 non CoE member
convention?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fmedicrime%2Fnewsroom%3Fp_p_id%3D101_INSTANCE_3N6QmrA States (Chad, Chile, Congo,
RkelB%26p_p_lifecycle%3D0%26p_ p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1 Ecuador, Israel, Mali, Togo,

3. https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/ Tunisia)

4. https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-
078e1bc7375a/12951870.pdf?fbclid=IwY 2xjawkKratleHRUA2FIbOIXMABicmIKETBAT 1hObDNNNkh4TWZ6SEAWAR7ZYLMoQFAYNOXbg7VUbCBMpkOWKCVhgsWCz

krb32 SQWV-jKJpRxtPZjs 4w_aem_O00bjjEQYTRQrYa7NFznhNg
5. https://www.opengov.gr/yyka/?c=17616&fbclid=IwY2xjawRakutleHRUA2FIbQIXMABicmIKETB2aElscjJNeEMwWnVyZG1xc3J0YwZhcHBfaWw QQMjlyMDM5MTc40ODIw
MDg5MgABHmMUuU0zwYXnw004dhTi83hFCr3cm61VaVVpTix7D8LxYjzyROOt9xoVV_0Lqr_aem_488086woRUKI9OLXibRJISLg

2 countries invited to

sign (Cameroon, Senegal)



https://www.coe.int/en/web/medicrime
https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3N6QmrARke1B/content/greece-signs-the-medicrime-convention?inheritRedirect=false&redirect=https://www.coe.int/en/web/medicrime/newsroom?p_p_id%3D101_INSTANCE_3N6QmrARke1B%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1

g

Criminal-law penalties,
international prevention
and victim-protection
measures

Framework for
international co-operation
and co-ordination at
national level

[ \‘—“7 /

TiI TTPOBAETTEI N 2UuBaon

Setting up contact points within
national judicial, health and law
enforcement authorities to ensure
transborder co-operation

Setting up a Committee of
the Parties to monitor
implementation

Medicrime Convention

O lMowvikotrolei TRV Tapaywyn Kai Ty dlakivnan Twv TAAGTWY
QOPUAKWV

O MNpoPAémrel ouvepyaaia pe diebveic opyaviauoug dmmwg Tov MOY,
TV Interpol, Tnv Europol

] EmkevIpWVETAI OTNV TTPOCTACIA TNG dNUOCIAC UYEIOG



https://rm.coe.int/medicrime-10-questions-and-answers-eng/168096d6bc

MEDICRIME
CONVENTION

Avnathmes; Anpoeghery;

Ahe/Tiokn, 29/05/2025
EPOTHEH
NPOX: 1.YNOYPIEIO YTEIAZ
2 YNOYPIEIO WHOIAKHE AWKYBEPNHIHE
3.YMOYPIEIO AIKAIOZYMHE
4.¥YNOYPrEIO MPOLTAZIAL TOY NOMTH

BEMA: ANAIKAIA H EMIKYPOIH & E®APMOIH THI AIEBNOYE
IYMBAEHE A THN MAPANOMH AIAKINHIH ®APMAKQON ITO
AIAAIKTYO  (MEDICRIME CONVENTION], TNPOKEIMENOY NA
BOOPAKIITEI H AHMOZIA YTEIA!

To ZupBolho g E upmng 1o 2011 mMpoywpnoe, ge eMikmpo Ypdvo, O
Béamon guprmayods vopoBenkod mhmoiou wia Ty karamolipnon  mg
Mapdvoung SIOKVNONG PApUaKEUTINGNY OKEUAOUATWY OTOV Wrgia m\‘.! wiopo,

D\lp&w Tag Ty fugBvi] ZopBaan yia wupuum nuubt uuuuuuuuuuu
Biadin eupltepa ywwot wg «ahMedi nmeC nvention:, r omola ko Téenke

1oy 10 2016.

H EAhada, amodifoviag v Séouoa Bapdtmra atn Siap r| ID)( on g
dnudoag uyeiag g ywpac, Tpodfn oty @ Mg ux; )

1oy Mdio Tou 2022, n omoia wotdoo Sev el :vmnu arwle "wclune m
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Figure 1. Layers of cybersecurity needs.
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