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Baoika onueia TNC onUEPIVNC TTPOCEYYIONC

. T1 yvwpiloupe yia TO 0IKoOoUOTNHa Tou KuBEpvoxwpou;

. Mwc¢ oxeTieTal T0 BEPa TWV PAPPAKWY ME TNV KuBEpvoao@aAEia Kal TO
KuBepVvoEykKANUQ;

. [1olo €ival To onuepIvo dIaKUBEUHA YIa ATOA, OIKOYEVEIEG KAl KOIVWVIEG;
. Moieg de€iotTnTec Xpeidletal va diaBEToupue oTov 21° aiwva;
. [oleg BeopIKEC aAAayEC gival ATTapAITNTEG;
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Keeping safe when buying medicines

[v] Falsified medicines can cause
@ When buying over the internet, only use [gZe[[SIg=ls Helslila (=MoL Elgna EIai(=H

QMwAolv xwpic auvrayn

L Xpnaoiyotolouv Ta social media
Kal TO darknet lv] Click on the logo and [eliilg that the online pharmacy

) ) ) is listed on the national authority website Q -
JKpupouv v TauTotnTa/TOTTOBE TN @ Ciiszn
Q> 1éAvouv pikpd dépara % O 5,

|| Check that the online pharmacy you are using has the [l
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T1 gival Ta TAOOTA QAPUOKA KAl TTOIEC Ol TUVETTEIEC

QA dapuaka ye weldTikn TAUTOTNTA, GUVBEON 1) TTPOEAEUON
L Mmopei va mrepiExouv AaBog r) kaBoAou dpaaTIKr ouaia
L EvVdExeTal va gival To¢IKA | HOAUOUEVA

O Ta mAaoTd kal pn eykekpIpéva @Appaka amoteAoUv ooBapd Kivouvo yia T dnuoacia uyeia.

O Mmopei va trepiéxouv emikivouva 1) TTapAvoPa CUCTATIKA TTOU EVOEXETAI VO TTPOKOAEOOUV 0OBAPEC ATBEVEIES 1
akoun kai Bavaro.

O H paydaia avarmTuén Twv d1adIKTUaKWY TTAATQOPUWY £XEl OIEUKOAUVEI TV TTPOGRACN Twv AvBpWTTWY O€ aUTd Ta N

Ao @aAr @APUAKA, EVW TTAPAAANAQ £XEI AVOICEI VEEC EUKAIPIES YIa EKMETAANEUAN ATTO EYKANUATIKA DiKTUA.
David Caunter, Director pro tempore of Organized and Emerging Crime at INTERPOL, Ziykatroupn, 25-06-2025
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SOURCE
there may be a problem with
the product's supply and
distribution history

THE UNIQUE

IDENTIFIER

ANTI-TAMPERING
DEVICE

EE kal peudeTtTiypaga gapuaka

» Ta peudettivpaga @Aappaka gival TTAACTA pAPUAKA TTOU JIMOUVTAI TO
TTPAYMATIKA, EYKEKPIMEVA PAPPAKA.

» Ta PeudeTTiypaPa @APUOKA EVOEXETAI VA TTEPIEXOUV CUOTATIKA,
OUNTTEPIAQUBAVONEVWY TWV OPACTIKWY OUCIWY, TA OTToIA €ival XapunAng
TT010TNTAG ) 0€ aKATAAANAN doooAoyia — €iTe TTOAU UWNA €iTE TTOAU XaUNAR.

» Agdopévou OT1 Oev £xouv UTTORANBEI oTnNV avaykaia agloAdynon TroloTnNTag,
QO @PAAEIOC KAl ATTOTEAEOUATIKOTNTAC, OTTWG ATTAITEITAI ATTO TN dladIKaoia
EYKpiong TnG EE, evdéxeTal va ouvioTouv oof3apr] atTelAn yia TNV UyeEia.
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1. https://ec.europa.eu/commission/presscorner/detail/el/memo 19 802
2. httos://europa.eu/youreurope/citizens/health/prescription-medicine-abroad/buying-medicines-online/index en.htm
3. https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_25_2923/IP_25_2923_EN.pdf
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AladikTuaka Gappuakeia -IMototroinon -MNAaiolo EE

|

Page contents il France www.ordre.pharmacien.fr (FR)
Look out for the logo = Germany http://www.dimdi.de & (DE)
Dangers of falsified medicines = Greece To be made available shortly @
List of registers of online medicine
retailers == Hungary http://www.ogyei.gov.hu & (HU)
—
Legal framework il Ireland http://thepsi.ie @ (EN)
Related EU legislation
il Italy http://www.salute.gov.it & (IT)

Related content

http://www.salute.gov.it f (IT)

External links

— Latvia https://www.zva.gov.lv [ (LV)
|

Topics https://www.zva.gov.lv T (EN)
- Lithuania http://www.vvkt.lt & (LT)
B Luxembourg To be made available shortly
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3. https://www.fda.gov/consumers/consumer-updates/how-buy-medicines-safely-online-pharmacy
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Every country is vulnerable

Ti diammoTtwvel o Naykoouio¢ Opyaviouocg Yyeiag

(] TO TTAYKOOMIOTTOINMEVO EMTTOPIO UTTOPEI VO UTTOVOWEUTEI TN puBuion aTo
XWPO TOU (Qapuakou Kal, 10iw¢ ae TEPIBAAAOVTO [E TTEPIOPITUEVOUC
TTOPOUC, auéaverar n ouxvorTnTa EUQEAVIONS QAPUAKWY KATWTEPNS
ITOIOTNTAC N} TTAPATTOINUEVWV.

O H mpoomabeia yia v augnon ¢ mpooBaong o€ BAcikG GAPUAKa, JE
TapaAANAO TrEPIOPIOUO TNG O10000NG TTAPATTOINMEVWY TTIPOIOVTWY,
BpioKkeTal OTO ETIKEVTPO TNC TTAYKOOHIOG oTpatnyikng Tn¢ MNOY yia 1a
PAPMOKA.
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TexvoAoyiec AIXHNG
BiotexvoAoyiec - TN — KBavTiKEC TexVOAOyieC

The History of

INNOVATION CYCLES

R, 8- el Do),
A global domain within the information e SelSa
environment consisting of the 3"1.",”12., g;ﬂ:m
interdependent networks of information scowmwe D o
technology infrastructures and resident data, =Tl . -

including the Internet, telecommunications
networks, computer systems, and embedded
processors and controllers .

‘ #%\ Figure 1. Cyberspace — the Embedded Domain
< 25 YEaRS
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H katavonon tou KuRepvooiKoouaTHATOC

THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB

Clear web (surface web)

Infrastructure consisting Content indexed by standard = social networks
of a standardized set of web-search engines, accessible = public pages
data transfer protocols for to anyone using the Internet. /profiles

digital information exchange.

Content not indexed by standard | aonline banking

web-search engines; content msocial networks r V' d V'
Dark web (darknets) can be located and accessed wrestricted pages n OAU "Ao Ko - ouvesTo Trspl BGAAOV
by a direct URL or IP address [profiles

Darknets, or overlay networks
within the Internet that can
only be accessed with specific

but may require a password or

other sucuy sccee to get pot Me aBefaidTnTEG

public-website pages; includes

software, configurations, or
authorization, and often use a
unigue customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.

many very common uses such
as web mail, online banking,
private or otherwise restricted
access content and profiles.

Academic Information DEEP WEB Multilingual Databaq

Medical Records . =2 Financial Records

\\ / Legal Documents L > Government Resour(

Competitor Website

ﬂnyég - : i . Organization-spec

Repositories

1. http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg

2. https://reliefweb.int/report/world/unodc-world-drug-report-2022  BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57 ol Z,V::ax::?i’é“’.’,’,’“’ B et e Do et

3. https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed7 1a1
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[Toloucg ayyilel n KuBepvoaopaAcia

Individuals

Firms
Organizations

: J AToua
® Cyber incidents D ETalpaieg
= d Opyaviopoi

Factors:

d Kuepvnoeig

* Digital

Sowurce: Original figure for this book, based on Woods and Béhme 2021,

Mnyéc:

1. https://ec.europa.eulinfo/strateqy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
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3. https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf p. 15-25
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TiI atrelAei onuepa Tov KuBepvoxwpo;

1.Ransomware

. Malware

. Social Engineering threats

. Threats against data

Threats against availability: Denial of Service
. Threats against availability: Internet threats

. Disinformation — misinformation

. Supply-chain attacks

O~NOOUAWN

Popcig aTeIAWV XPNOIMOTTOIOUV TNV TEXVNTH VONMOOUVI
o€ MIO TTOIKIAIa KAOKOBOUAWY dpacTnpIoTHTWY

ENISA THREAT Anuoqat’JGnKs 01/10/2025

-
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Fake news — Hate Speech-
Deepfakes- Cyber-bullying
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Cybercri 1€ (etymology)

Norbert Wiener 1894-1964
“Cybernetics”, 1948

[

=KaBe éykAnua otov Kuepvoxwpo

116 Sovéndnucs ‘Teparind:,

7eb diafPorou.  Kpiwa oquaie 70 avro x, Kpiaug
(jugement,) oiov ** Ta xifuuraf oo woe 2fQurdog

K VAT :
U B & p r] r] g moAAy T 1) ¢ Kpipata, {npo, das” xara T C Fimen
‘Hovysor. Znpaies axcun xai 10 Kardxpua 2)

kybe rnetes #yow T4 Raradion (condamnation ) *Keiua, ,

TO R@TAXpIUE XA N xaradinn, w5 7o Kpipa tavre Kpl IJG
€0fies xai mives 2. 7. A" 3)  Aéyes xai o ‘Havyog
governor Of a Sh I p € K’efy.a, afwa-rro’&a:; ;950’5." Kal’-rp/-rov, auTo TO

KOIVCIEVOY EYXANUR 1 QpapTNpUa, AEYETa K e Tpa,

- 2Gev oi ‘Pwpaion éraBav 7o Crimen (crime,) ovo-
(Captal n) palovres oUTwg THY EyXAYUaTICY THY TONTIXGY V(-
pwv waga'ﬁamv, w§ Vel Copepoy cvopaopey (i 3?”‘
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Profit - KEpdoc

EUR 47 million in crypto
traced to disrupt digital
piracy services

16.6 million packages of
fake and harmful toys taken
off EU markets
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Impact of different cybercrimes

Cyber crime type Average loss Victims Loss

15%
GROWTH
PER YEAR

Investment fraud $108,479 30.5k $3.3B

Tech support scam $24,788 32.5k $806.6M
Confidence or romance fraud $38,688 19k $735.9M
Online payment fraud $6,134 62.9k $386.1M
Credit card fraud $11,492 23k $2641M
Government impersonation $20,820 11.6k $240.6M
Identity theft $6,776 27.9k $189.2M
Sielele}ilgle] S5,227 20.6k $107.9M
Lottery scam $14,797 5.7k $83.6M
SIM swapping $35,860 2k $72.7M
Extortion $1,379 $54.3M

Phishing S173 $521M

Ransomware attack $14,404 ! $34.4M
Denial of service attack $30,105 S171M

Online harassment S757 $10.6M

Malware attack $12,239 $9.3M

EUROPEAN UNION

SERIOUS AND

‘ORGANISED CRIME ¢
THREAT ASSESSMENT n rl YE g

https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 geA. 1
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://deepstrike.io/blog/cybersecurity-statistics-2025-threats-trends-challenges
https://cybersecurityventures.com/official-cybercrime-report-2025/
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The
changing
DNA of
serious
and

organised
crime

[leplypapn TNC KATGoTAONC

loxupd OIKTUO OPYAVWHEVOU EYKANMOTOG
TToAAaTtTAaciadovTal oTnv EupwTtrn,
avTAwVTAC duvaun aTtro 1o O1adIKTUO,
OlEI00UOUV OTNV OIKOVOMIa Kal ETTIOPOUV
apVvNTIKA OTNV KOIVWVIia Jac,

OTTWG ETTIONMAIVETAI TNV AIOAOYNON ATTEIAWY GO0V aPopd To coBaps Kal
opyavwuévo EykAnua otnv EE
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[Tepiypa@n TNG KataoTaong

MOAIC TO opyavWwWPEVO EYKANMO £OpaIwWOEi O€
JIa KOIVOTNTA 1 €VAV OIKOVOUIKO TOUEQ, N
£CAAEIWYN TOU KABioTATAI ECAIPETIKA

, OUOKOAN:
e TO £VA TPITO TWV TTAEOV ATTEIANTIKWYV
DNA of ’ ’ V4
e EYKANMATIKWY OIKTUWV OPACTNPIOTTOIEITAI YIA
__ crine TTEPIOCOTEPA ATTO OEKA £TN.
E Mnyég

1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 gtA. 1
2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf



https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

EUROPEAN UNION

SERIOUS AND
ORGANISED CRIME
THREAT ASSESSMENT

The
changing
DNA of
serious
and
organised
crime

[leplypapn TNC KATGoTAONC

Ta KpuTITOVOHIioUATA KAl TA
TTAPAAANAQ XPNUATOTTIOTWTIKA
ouoTnuara Bondouv 1a dikTUO TOU
OPYOVWHEVOU EYKANUATOC VA
VOMIMOTTOIOUV KOl VO ATTOKPUTTTOUV
Ta €0000A TOUC ATTO EYKANUATIKEC
OpaCTNPIOTNTEC.
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OIKOVOUIKEC ATTWAEIEC ATTO TO KUBEPVOEYKANUO

d Apeoceg OIKOVOUIKEC ATTWAEIEC

(Trx. KataBoAl AUTpwv AUTPIOUIKOU, KATOROA XPNMATWY O€ aTTtaTeg, aTraTnAEC OIAdIKTUOKES QAYOPEG,
OI100IKTUOKAOG TCOYOG, aAyopd VAPKWTIKWY — YUXOTPOTTWYV OUCIWYV KAl TTOPAVONWYV QAPHAKWY, ayopd
UAIKOU 0€E0UAAIKAG EKUETAAAEUONG AVNAIKWY, CUVOPOUEG O€E TTEIPATIKA KAVAAIA, KQ)

d 'Eppeceg OIKoVOUIKEC ATTWAEIEC

(Trx. OIOKOTTA A€ITOUpYiaG ETTIXEIPNOEWY Kal opyaviopwy, Znuid PAung, Au¢nuéva Ac@aAioTpa,,
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AdUVOUIa KaTaypagprnc Tou OUVOAIKOU KOOTOUC

d Avac¢iomoTa kal EANTTA 2uothuaTta Avagopac
KuepvoeykANUATWY

d ATtToudia evapuovIoUEVOU VOUIKOU TTAQITiou

d Mn oAioTikn xpnon Twv TIE o1o cuoTnua ATTOVOWNC
OIKAIOOUVNG

d EANITTAC evnuEPWON TWV EUAAWTWY ATONWYV

d Meiwpévo evdiapEépov TwV CUuVAPPOdIWY POPEWV ik

(Travschr']ula, EPEUVNTIKA KEVTPA, smus)\mr']pla)
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Comprehensive Study
on Cybercrime

1. https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html

2. https://blogs.worldbank.org/en/digital-development/combatting-cybercrime-in-budapest-and-hanoi

3. https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg no=XVIll-16&chapter=18&clang=_en

4. https://www.unodc.org/documents/Cybercrime/publications/un_cyber policy processes links add the links t 4 z 4
0_the web page.pdf?v=3.6 72 quTn TnV SXOUV UTTOYPGLIJH

5. https://www.eurojust.europa.eu/sites/default/files/assets/files/united-nations-convention-against-cybercrime- ZTOIXSIG ™G 06/12/2025
sirius-factsheet.pdf
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Human Population Growth

€9 World Population l
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mostly in developing economies

People living in developing and developed economies, billions

@ Developing economies @ Developed economies

|
Projections -

TOP 10 MOST POPULOUS COUNTRIES (July 1, 2025)

1. India 1,419,316,933 6. Nigeria 242 794,751
IPopuIatlon Boom and Bust? 2. China 1,407,181,209 7. Brazil 221,359 387
szrmomremmemmemorr | 13, United States 342,034,432 8 Bangladesh 170,183,916
. 4. Indonesia 283,587,097 9. Russia 140,134,279
5. Pakistan 257,047,044 10. Mexico 131,741,347
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J. Bradford Delong, Ztov dpduo mpog v outoTria, 2023, Metaixuio, aeA. 25-26, 36-40, 42

*as of Nov15 ** given the attainment of developmental goals
Sources: U.N. Population Division, The Lancet
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Number of Internet of Things connected devices (billions)
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Source: Original figure for this book, based on data from Transforma Insights 2024.
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More Phones Than People

Estimated number of mobile-cellular phone subscriptions
vs. world population estimates

= World population Mobile phone subscriptions*

10.0B
8.59B
8.0B e
4.0B ' \
2.0B ,
0.0B -
1990 95 '00 '05 "10 "15 '20 22

* includes postpaid and active prepaid subscriptions that offer voice
communications; excludes subscriptions via data cards or USB modems,
radio paging and telemetry services

Sources: ITU, World Bank, UN Population Division

statista %a
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THE GROWTH OF GLOBAL

INTERNET USERS

SOURCE: DATAREPORTAL

2 A B - %) - A
S e Nl % 4700 million
20 B
209 36
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Figure 2.1: Individuals using the Internet
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Figure 2.2: Percentage of individuals using the Internet by region and special groups
2005 and 2025
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@eopiko TAaiolo KuBepvoaopdAeiag | &

» H Ztpartnyikin KuBepvoao@aAeiag Tng EE (2013)

» H odnyia NIS (2016) KATAPFHOHKE ME OAHTIA NIS.2 2022/2555/EU (AeképfBpiog 2022)

* N. 4577/2018 @ek A-199
Evowpdtwan atnv eAAnvikry vopoBeaia g Odnyiag 2016/1148/EE Tou EupwraikoU KoivoouAiou kail Tou 2UUBOUAioU OXETIKA e WETPA YIa
UPNAO KOIVO ETTITTEDO A0PAAEIAC TUOTNHATWY DIKTUOU Kal TTANPOPOpIwy a€ 0AOKANPN TNV Evwan kal AAAES dIaTACEIC.

» H Cybersecurity Act 2019 (KANONIZMOZ (EE) 2019/881)

* N. 4927/2019 @ek A-143 Kipwaon e Zupewviag Edpag petalt Tng KuBépvnang Tng EMnVIKAS Anuokpartiag kai Tou EupwraikoU
Opyaviouou Ao@daAeiac Aiktuwv kai MAnpogopiwv (ENISA), «Eupwtraikot Opyaviagpou KuBepvoao@aAeiag (ENISA)».

* N. 4727/2020 PEK A-184
Wnoiakn AlakuBépvnon (Evowpdtwan atnv EAAnvik NopoBeaia e Odnyiag (EE) 2016/2102 kai 1ng Odnyiag (EE) 2019/1024) HAekTpovIKES
Emkoivwvieg (Evowpdrwan ato EMnvik6 Aikaio 1ng Odnyiag (EE) 2018/1972) kai aMeg diataceic KuBepvoao@aleiag Tng EE

* N. 4961/2022 ek A-146
Avadudpeveg TexVoAoyiec TTANPOQOPIKAG KA ETTIKOIVWVIWY, EvioXuan TS wnelakng diakuBEpvNong Kal AAAEC DIOTACEIC.

* N. 5002/2022 @ek A-228
Aladikagia Gpang Tou ATTOPPATOU TWV ETTIKOIVWVIWY, KUBEPVOATPAAEID KOl TTPOCTAC IO TIPOCWTTIKWY OEOOUEVWY TTOAITWY

* N. 5086/2024 ek A-23 EBvikA Apx KuBepvoao@aAeiag Kai AoITrég SlaTagelg

* N. 5099/2024 @ek A-48 oXeTIKA HE TV eviaia ayopd ynolakwy utrnpeaiwy (Kavoviopog EE 2022/2065)

* N. 5160/2024 @ek A-195 oxeTik@ pe TNV evowpdtwon tng NIS2 (Odnyiag EE 2022/2555)

N. 5188/2025 @ek A-49 Mpagn yia Tnv AlokuBépvnon Twv Aedopévwy (Kavoviouodg EE/2022/868)
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@eOUIKO TTAQICIO

KuBepvoao@AaAegiag Kal uyeiag

O OAAA 1948, apBpo 25
(uyeia we PEPOC TOU DIKAIWMATOC YIa ETTAPKES PIOTIKO ETTITTEDO)
O AigBvég ZUPPWVO YIa TO OIKOVOUIKA, KOIVWVIKA Ko TTOAITIOTIKG dikanwpata 16/12/1966 Ap6po 12
(To dikaiwua Tou KaBevOS aTtnv amdAauan Tou uwnAdTEPOU duvaTou ETTITTEDOU CWUATIKAG KAl WUXIKAC UYEIAQ)
O Xovraypa 1975/1986/2001/2008/2019 ap6po 21 rap. 3
(To Kparog yepipva yia tnv uyEia Twv TToAITwv)
O Xaptng OcpeAiwdwy Aikaiwpatwy TnG EE apbpo 35
(MpoaTagia TG UYEIAg - KaBe Tpoowo dikaioltal va éxel TpdaRacn oTtnv mpdAnwn ot Béuara uyeiag kal va oroAavEl IaTPIKAG
mePiBaAyng, oluewva Pe TIC TPoUTIOBEEIC TTOU OpilovTal OTIC EBVIKEC VOPOBETiEC Kal npaKnKég)
(d Medicrime Convention (CETS-Council of Europe Treaty Series No 211/28.X.2011)
O Kavovioudg EE/2017/745 yia 1a 1atpotexvoAoyikd TTpoiovTa
O Kavovioudg EE/2017/746 yia 1a in vitro d1ayvwaTIKA 1ATPOTEXVOAOYIKA TTPOIOVTA
O Moivikdg Kwdikag, (N. 4619/2019, N 4855/2021)

_/
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Baoikec YTTodouEC Kal AiKTua Nis 2

Expanded scope to include more sectors and services as either essential or important entities.

2

Odnyia NIS @o1er11a8/EE) NIS2 202212555/e€) =

[+ ]

PROVIDERS OF PUBLIC ELECTRONIC DIGITAL SERVICES SUCH AS SOCIAL
COMMUNICATIONS NETWORKS OR NETWORKING SERVICES PLATFORMS
SERVICES AND DATA CENTRE SERVICES

WASTE WATER AND WASTE SPACE
MANAGEMENT

]

000

. ’ MANUFACTURING OF CERTAIN POSTAL AND COURIER SERVICES
AVG'lTTUgn O'TOXSUIJ&VU)V CRITICAL PRODUCTS (SUCH AS
. PHARMACEUTICALS, MEDICAL
'|Tp00'£VV|o'£wv YIG DEVICES, CHEMICALS)

High Value Targets HVTs

FOOD PUBLIC ADMINISTRATION

Mnyég:
1. https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
2. https://eur-lex.europa.eu/eli/dir/2022/2555
3. https://digital-strateqy.ec.europa.eu/en/fags/directive-measures-high-common-level-cybersecurity-across-union-
nis2-directive#ecl-inpage-nis2-directive
4, https://digital-strateqy.ec.europa.eu/en/policies/nis2-directive
5. https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
6

https://cyber.gov.gr/odigia-nis2/
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1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf p. 14
2.

Mnyég:
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EU Drug Markets

Analysis | 2024

Key insights for policy and practice

= EURTPOL

THE MEDICRIME CONVENTION

IN 10 QUESTIONS AND ANSWERS
The Coundl of Europe Comsention

on the CounterTeting of Medical Products and
Sim#ar Crames irreobving Theeats so Public Health

Enhance monitoring and analysis of the use
of online platforms to trade and distribute
drugs. Particular attention should be paid to

developments on the surface web and social
media platforms, especially in relation to their use
by young people.

FIGURE 1
EU drug markets ecosystem

€12.1bn
Cannabis 39 %

€0.6 bn

€1.6 bn
Amphetamines 5 %

€5.2 bn /
€11.6 bn
cm.im 37%

EE 2021,
eAayiotn Alaviki agio
31 d1g €
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https://newpost.gr/ellada/5dff4032e2 16184 39dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton

https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice p. 10
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e
Clearnet marketplaces e
Online 7 \
platforms e - e

Messenger sServices Social media

marketplaces

Darknet marketplaces

CLEARNET

The publicly-accessible
Internet that is easily
accessed with a normal
Internet connection and

a browser.

Examples of content:
Google, Facebook, YouTube,
Wikipedia, Netflix.

DEEP WEB

The publicly-accessible
Internet that is unknown

to search engines, such as
encrypted or unindexed
websites, private databases,
and other unlinked content.
Examples of content:
Academic databases,
medical records,

financial records, legal
documentation, government

information, library access,
bank accounts.

DARKWEB

A collection of websites that exist

on darknets. These are not directly
accessible from the Cleamet and often
require special software to access

such websites. Websites use hidden IP
addresses which are hosted on securely
encrypted networks for increased
anonymity.

Examples of content: Tor encrypted
websites, whistleblowing platforms, ultra-
secure email services, darknet markets.

AR
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https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

https://vvv.vev.site/unodc-syntheticdrugstrateqy-en/

httos://www.euda.europa.eu/publications/european-drug-report/2025 en#pdf p.14-15
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YTrovOopEUon Twv avBpwITIVWV KOIVWVIWY ATTO TO OPYOVWHEVO EYKANMA

Xpnon tng TexvoAoyiag yia oofapEc EYKANUATIKEC dPATTNPIOTNTES
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The
changing
DNA of
serious
and
organised
crime

EUROPEAN UNION
SERIOUS AND
ORGANISED CRIME
THREAT ASSESSMENT

ég
1 Person A sends money to person B

Cybercrime

(=)—(®) -

Person A opens their A block representing that The transaction is The network of nodes
crypto wallet and request transaction is created broadcast to the P2P validates the transaction
a transaction netweork consisting of

computers, known as nodes

Transaction is complete The updated ledger is The transactions (block) is The nodes receive a reward

and Person B received distributed across the P2P combined with other for Proof of Work, typically
network transaction to create a new

block of data for the ledger

the money in their in cryptocurrency

crypto wallet

" jopioidstrategy

#syntheticDrugs
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Mnyéc:
https://www.unodc.org/centralasia/en/news/unodc-explains-the-combined-use-of-unmanned-aerial-vehicles-and-ground-surveillance-systems.html

https://www.reuters.com/article/crime-europol/technology-is-now-at-root-of-almost-all-serious-crime-europol-idUSL2N1GM27Z/
https://www.theguardian.com/world/2019/jan/28/spanish-drug-smugglers-who-used-drones-to-spy-on-police-are-arrested
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https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf p.14-15

Eric Schmidt, Jared Cohen, H Néa Wnoiakn Etroxr|, 2014, Ekddoeig AiauAog, oeA. 208, 216
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https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

TepAOTIO XPNUATIKA TTOOA YUPW OTTO TA VOPKWTIKA

INWARD AND OUTWARD ILLICIT FINANCIAL FLOWS RELATED
TO DRUG-TRAFFICKING FOR COUNTRIES WHERE DATA ARE AVAILABLE

Cybercrime AVERAGE ANNUAL AVERAGE ANNUAL
COUNTRY INWARD ILLICIT OUTWARD ILLICIT
FINANCIAL FLOWS ($) | FINANCIAL FLOWS ($)
Colombia - o ts
(2015-2019) Cocaine 1.2-2.6 billion 227 million
Mexico Cocaine 4.5 billion
Methamphetamine 2.8 billion
(2015-2018) Sierain 4.8 billion 337.5 million
Peru (2015-2017) Cocaine 1.5 billion
Afghanistan : i
(2018-2021) Opiates 1.3-2.2 billion
Heroin “Yaba" 61.9 million
Bangladesh (methamphetamine) 140.3 million
) (2017-2021) Phensedyl (cough syrup) 215.4 million
Mnyn Buprenorphine 63.1 million
https://www.unodc.org/documents/data-and- TP T e
: P aldives eroin .25 million
analysis/WDR_2025/WDR25 Bl Key findings.pdf (2020-2021) Earnalic S
Nepal . .
(2019-2021) Heroin 4.6 million
lyaniar Opiates 0.5-1.3 billion

(2018-2022)


https://www.unodc.org/documents/data-and-analysis/WDR_2025/WDR25_B1_Key_findings.pdf
https://www.unodc.org/documents/data-and-analysis/WDR_2025/WDR25_B1_Key_findings.pdf

8th GlobalConference
on Crimihal Finances

Kputrtoxpnua & ‘EykAnua

and Cryptocurrencies

11-12 SEPTEMBER 2024
UNODC, VIENNA
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c;ryptorc:nk Coins Fundraising IDO/ICO Exchanges Token Unlocks Products 88 i} Watchlist 53 Portfolio @ Q search for Coins, Contracts, IDO/IE.

Main >

All Cryptocurrencies

Understand

Overview  AllCoins  Performance  ATH Gainers  Losers  IDO/ICOROI  All Categories Ecosystems

Q Filter coins... v 89 Lavout = FILTERS & PRESETS Download Data 3k usb v >
g # o~ Name Price Chg (24H) Market Cap Volume (24H) Circ. Supply Price Graph (7D)
N f
Bitcoin of
i\j 1 BTC $69,515 -0.82% $1.38T $13.06B BTC 19.78M
Ethereum radodii
ﬁf:? 2 $2,512 -0.42% $302.94B $5.56B ETH 120.41M A
¥ ETH y
A +dadd
Tether . e
w 3 @ $1.00 0.10% $120.52B $27.59B USDT 120.57B o \ o
usDT
MNMnyég:

https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=q7jFA5v6zqY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://cryptorank.io/all-coins-list

el



https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=g7jFA5v6zgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://cryptorank.io/all-coins-list

EmypauuikeEc ammarec — Online Frauds

Finance worker pays out $25 million after video Néa Odnyia

call with deepfake ‘chief financial officer’ 2020/1828/EE

W QVTITTIPOCOWTTEUTIKEG AYWYEG YIa TNV = EURSPOL
OXse TTPOCTACIA TWV CUAAOYIKWV

Buying on the dark web?

OUM@EPOVTWYV TWV KATAVOAWTWY Kal

TNV Katapynon 1ng Odnyiag
2009/22/EC

N. 5019/2023 ®EK A
Evowpatwbnke oTo
EOWTEPIKO dikaIO
Atrolnuiwon Buudatwy
KUBEPVOATTATNG UTTO
TTPOUTTOBECEIC

lNnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_- pcf prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://lwww.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html

Nooakkwd =



https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web

[TapaAAayEC OIAOIKTUOKWY ATTATWY

ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

. _ 7 THE ANATOMY OF BUSINESS EMAIL COMPROMISE
@ it ""‘  Rt ‘ o 3 TOXIC INGREDIENTS

EMPLOYEE ACCOUNT
COMPROMISE

Millions in CEO FRAUD /
illegal profits CEO IMPERSONATION

ZELRPOL

EYPOMAIKH AZTYNOMIKH FPA®EIO (EYPOMIOA)

Waresi s Hacking Money laundering BCHEljlaE'NVO'CE
i gty ,,‘ﬂ?’, ;‘;‘,: -4 An emall account is Multiple transfers are made
[ oy babpdihel - eompromised through [ Social en englneermg \gineering fraud invelving foreign banks/
N s, e, uwhnwmh»ﬂwmnl ttw» oy, Saseie malware, employee Th I institutions
ol e ix “hs el e victim is manipulated into providing
. information or funds.
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https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.messinialive.gr/eksarthrothikan-dyo-speires-pou-arpaksan-630-000-evro-eksapatontas-polites-120-peristatika-thymata-kai-stin-kalamata/?fbclid=IwY2xjawKlUB1leHRuA2FlbQIxMQBicmlkETBaVzlmbWJCejdnQXJ5UkJwAR7IJbmyoK0G5_AkG0_6HJ9_su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0xFuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA

[TpoowTTika dedoueva (personal data)
T €ival Kal TTOI0C TA KATEXEI,

Cloud storage

« 0,11 €ival OIKO pouU»

ATravTnon pabnt A’ SNpoTIKOU KoIvo 2nJEio vOIaPEPOVTOC YIA

O€ €PWTNON TOU OMIAOUVTOC

11/2/2020 o¢ ekdriAwon oTo NOESIS TTAI0IA, YOVEIG KI EKTTAIOEUTIKOUG

\\


https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents

Ta Madlika Asdoueva oT1o «VvEO TTEPIBAAAOV»

S [ ——

SECRET PERSONAL | | PUBLIC | | ANONYMIZED | | NONPERSONAL
= = Passwords Name Username What | Click Weather or
Passport Number Home Address Language What Websites Temperituce
Health Data Email Address Device Type kil ConEsrLenrqu% -

Wh at h ap pe ns GPS Coordinates  Home Telephone . gfg?:ri]i . What | Search For
o n the ] nte rnet Religion Gender |dentity

Political Affiliation Date of Birth

in a single day
Mnyég:

https://cyber.gov.gr/antimetopisi-apeilon/systaseis-pros-polites/
https://www.cima.ned.org/publication/big-data-not-big-brother

https://www.dpa.gr/el/polites/gkpd

https://www.coe.int/en/web/data-protection

https://unsdg.un.org/sites/default/files/UNDG BigData_final web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486

Emails sent 333 billion
SMS sent 24 billion

Google searches 8.5 billion

Facebook posts 2.5 billion

©OND A WNE

Tinder swipes 1.6 billion

X posts 500 million

Zoom meeting hours
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o

<

£ | Snapchat snaps 8.5 billion
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151 million


https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486
https://pixnio.com/objects/computer/program-programmer-notebook-personal-computer-laptop-digital-computer-portable-computer-computer

[Taid1ad BupaTa KuRBepvoeyKANUATWY

Connected baby
monitor

1|n3

internet

users is a child
How is the EU protecting them?

#DigitalEU #ChildrensDay

n nyég . International Edition
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-
carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strateqgy-
better-internet-kids-bik
https://op.europa.eu/el/publication-detail/~/publication/ddf757¢c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-quide-to-
encryption/?fbclid=IwAR2Si0OsZPE_UezZcqykzkCdmolD9 0vZ0S3j13i0PKzWDUeMW1UFvEzwvvg#parents

https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on- THREATS AND TRENDS
child-sexual-abuse CHILD SEXUAL EXPLOITATION AND ABUSE

\\

COVID-19 IMPACT

& eSafetyCo n cotmortonitn__ esafety.gov.au
______ @ esafetyCommissioner = EURTPOL europoleuropaau



https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on-child-sexual-abuse
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://pixabay.com/photos/students-computer-young-boy-99506/
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Steal, deal
and repeat

2.£COUOAIKN EKpeTaAAeuon AvnAikwy (2EA)

Internet
Organised
Crime Threat
Assessment

2025

How cybercriminals
trade and exploit your data

R

Au¢non oTn dlakivnon UAIKOU

EvykardoTtaon kakoouAou AoyiouIKoU Kal aAieuon OEDOUEVWV

Au¢non T1n¢ O1adIKTUaKAG atrotrAdvnong ota MKA «kal oTIg
OIAdIKTUAKEC TTAATPOPUES TTAIXVIOIWV

Xpon KPUTTTOYPOA@PNHUEVWY EQOPMOYWYV DUOXEPAIVEI TO €PYO TWV
Apxwv EmoArnc¢ tou Nouou -AEN

O1 KuBepvoeykAnuaTiec Tou xwpou egeAicoovTal (xprnion TN)

O OKOTEIVOG 1I0TOG £CAKOAOUDOEI va TTAPANEVEI OQV UIO ONUAVTIKNA
TTAATQOPUA YIa TNV avTaAAayn UAIKou 2EA

AuZnon Twv TIEPITITWOEWYV dwvTavhc METAdOONG TTEPITTTWOEWYV 2EA
(LDCA-Live Distant Child Abuse)

Eutropeupartotroinon 1ng diadikTuakng 2EA

IOCTA 2025 p.6, 11, 17

Nnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
2. https://lwww.eurojust.europa.eu/term/crimes-against-children
3. https://www.coe.int/en/web/children/lanzarote-convention



https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-threat-assessment-iocta-2024
https://www.eurojust.europa.eu/term/crimes-against-children
https://www.coe.int/en/web/children/lanzarote-convention
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf

2.£COUOAIKN EKpeTaAAeuon AvnAikwy (2EA)

2.waoTn xpnon OpoAoyiag

TERMINOLOGY GUIDELINES

FOR THE PROTECTION OF CHILDREN
FROM SEXUAL EXPLOITATION AND
SEXUAL ABUSE

ERMINOLOGY
¥ Bano sewantics

The Luxembourg Guidelines were developed by a group of 18 international partners, including INTERPOL. We consider these

guidelines to be best practice and recommend their use to law enforcement across the globe.

The below table provides some key examples of terms which should be avoided when referring to child sexual abuse.

Terms to be used with caution, or avoided completely

Recommended

Child pornography

Child sexual abuse

Child sex tourism

Sexual exploitation of children in the context of travel and tourism

Child sex tourist

Travelling perpetrators of child sexual offences

Child prostitution

Exploitation of children in/for prostitution

Child prostitute, child sex worker

Victim of sexual exploitation

Customer, client, John

Abuser, child sex offender

Webcam child sex tourism / webcam child sex abuse

Live online child sexual abuse

Mnyég:
1. http://luxembourgguidelines.org/wp-content/uploads/2017/06/Terminology-guidelines-396922-EN.pdf
2. https://www.interpol.int/Crimes/Crimes-against-children/Appropriate-terminology
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Additionally, these networks are instrumental for Y- B
propaganda campaigns aimed at spreading disinformation 7
and influencing political systems. These campaigns often

iInvolve fake social media accounts, coordinated troll

operations, and manipulated news content, which serve

the strategic interests of hybrid threat actors by weakening :

opponents from within. S

AnuooieuBnke 20/03/2025 —\ \"‘;"Nﬁ(\\:~\

Mnyég:
https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
https://www.consilium.europa.eu/en/policies/hybrid-threats/
https://www.hybridcoe.filhybrid-threats/ PALPASY oo
https://healthpharma.gr/operators/sapoynas-proteraiotites-eof-kainotoma-farmaka/

el S



https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
https://www.consilium.europa.eu/en/policies/hybrid-threats/
https://www.hybridcoe.fi/hybrid-threats/
https://healthpharma.gr/operators/sapoynas-proteraiotites-eof-kainotoma-farmaka/
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https://www.biography.com/scholar/hippocrates
https://commons.wikimedia.org/wiki/File:%CE%91%CF%83%CE%BA%CE%BB%CE%B7%CF%80%CE%B9%CE%B5%CE%AF%CE%BF_%CE%9A%CF%89%CF%82.jpg

Néeg AegioTnTEG oTOV 21° Alwva

— O poAo¢ NG EKTTaidguong

Exhibit 1: Students require 16 skills for the 21st century

Foundational Literacies
How students apply core skills
to everyday tasks

21st-Century Skills

Competencies
How students approach
complex challenges

Character Qualities
How students approach
their changing environment

SUSTAINABILITY

PEOPLE AT
THE CENTRE

SOLIDARITY AND
INCLUSION
DIGITAL

RIGHTS AND

PRINCIPLES

Unpuwkn
Kovotnta

Npoownika,
KOWVWVIKA Kat

MaBnpatika, Betikeg
ENLoTApEC, Texvoloyia
KL pnxaviki

MoAuyAwoown
Kavortnta

HETYVWOTIKA
IKavotnta

Buowec

1. Literacy @ & Er'étl':ﬁg]mit'égﬂ?% 11. Curiosity

2. Numeracy @ 8. Creativity
A - atgfarg;’flc @ 9. Communication

4. ICT literacy @ N

5. Financial
literacy

(KOVOTNTEC

FREEDOM OF
CHOICE

[pappatiopog

12. Initiative TV péowv

13. Persistence/
grit

14. Adaptability

Evepydg
OUppEToXA
ota Kowvd

@
@
O
=)
O

i

MoAwotikn eniyvwon

15. Leadership 2
Kat éKppaon

sl 6. Cultural and .
rﬂﬂfj civic literacy 16. Social and cultural

awareness

Ikavotnta tou

europa.eu mee[pe(v
Rights and principles to guide the digital transformation

CO0000

Lifelong Learning

MNnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.qgr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles ?fbclid=IwAR0eotI200iJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci320ai6 1QSyxNSo7Xad8 onueia 4
(wnoiakn ekTTaideucn Kal KOTAPTION Kal YNOIOKES BEEIOTNTEG), 16 (Ao @AAEG KAl TTPOOTATEUNEVO WNOIAKO TTEPIBAAAOV), 20,21,22 (TrpooTacia Kal evOUVANWON TwV TTAIBIWV Kal TWV VEWV OTO
WNPIaKO TTEPIBAAAOV
9. https://www.unesco.org/en/digital-competencies-skills/ict-cft
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https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles?fbclid=IwAR0eotl20OiJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci32Oai61QSyxNSo7Xad8
https://www.facebook.com/DigitalEU/videos/555642449332033/
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/

Ynoelako Xaopa I'evewv — Wnolakn EuxEpeia

Digital
generationa

Percentage of individuals using
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1. https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-youth-internet-use/
2. https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
3. https://en.wikipedia.org/wiki/Baby_boomers#/media/File:Generation_timeline.svg
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https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-youth-internet-use/
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
https://en.wikipedia.org/wiki/Baby_boomers#/media/File:Generation_timeline.svg
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https://cyber.org/sites/default/files/2020-06/Information%20Systems%20Security%20Manager.pdf

AvayKn yia eKTTAIOEUTIKO UAIKO OUYXPOVO Kal ETTIKAIPO

AIAAKTYAKH HMEPIAA ME ©EMA:

g

] -
Mpwnv AteuBuvirg Tg Aiw&n

HAekrpovikoU EykAfjpatogs
Tou Apxnyeiou g EAA

INETIOYTO TEXNOAOTIAZ YNOAOTETAN KA EKAOIEON +BIIOANTOR, |

NAHPO®OPIKH

-
—
o
=]
e
=3
o
—
—
=

B Tagn Mupvaoiou
I'" Tagn Mupvaagiou

Mnyég. -
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2.  https://iep.edu.gr/el/gymnasio/pliroforiki
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https://techblog.gr/software/vivlio-a-gymnasioy-pliroforikis-toys-mathainoyn-gia-cd-rom-kai-ypologistes-tsepis-me-periorismenes-dynatotites/?fbclid=IwAR1QXE0S8TnN6utVTPlQ0NNziVHj-wQWvXez2_4tmE-apG6zPPMcesU4AyU
https://nationaldigitalacademy.gov.gr/
https://iep.edu.gr/el/gymnasio/pliroforiki
https://blogs.sch.gr/gymrizio/2024/02/02/diadiktyaki-imerida-kyvernoasfaleia/

SAFE. 2 'th

Safe Youth

NEa E@apuoyn

» Emergency Button

» EvnueEPWTIKO UAIKO

H epappoy SAFE.YOUth trepiAapBavel Tic €¢nG AEITOUpPYiEC:

» YT1oPBoAN katayyeAiag yéow Tou gov.gr
» Emkoivwvia pe tn AiletBuvon Aueong Apdong AtTikng "100"
» Emkoivwvia pe tn Npaupn KatayyeAiwy yia avnAikoug "10201"

i

O Emergency Button €ival éva epyaAgio TO OTTOI0 XPNOIYOTIOIEITAI O€ TTEPITITWOEIC KIVOUVOU (WG
O EvepyoTtroliwvTtag To KOUUTT €100TTOIEiTAI KAl TrTapeUPaivel dueca n EAAnvikR AcTuvouia yia Tnv

TTapoxn ponbeciac.

O Ammaiteital N TTPOCUMTIARPWON Miag @OPHAG ME TTPOCWITTIKA OTOIXEId TOU avnAikou
(Trpogyypa®@n) yia va evepyoTroinBei wg duvartotnTa, EVIOC TNG EQAPHOYNAG.

1.

Mnyég:

https://www.safeyouth.qgov.ar/

2.

https://www.safeyouth.qgov.gr/oroi-chrisis

3.

https://www.minocp.gov.qr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmoaqis-gia-tin-prostasia-ton-anilikon/
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EvNuEPWTIKO UAIKO yiIa

AvaZitnon
: : : : . * Malntéc/Tpieg
To Zmitt Twv NMNadiwyv - NMpoAnyn EmecstikoTNTag Kat ZXOoAlLKOU , .
Ex¢ofiopou ° rOVEIQ/ Kn 6E|JOV£§
17 NoepBpiov, 2023 ApXSiO ¢ E Kﬂalés UTI Koog
DeBpoudplog 2024

lavoudplog 2024
Aekeppprog 2023

NoguBplog 2023
Etikéteq NOMOZ YIT APIOM. 5029/2023 — «ZoUue ApUOVIKA
Madi — e n ZiwT»: PuBuioeig yia Tnv TpoAnwn
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Mnyég:

https://stop-bullying.gov.qgr/

https://stop-bullying.gov.gr/institutional-framework

https://www.gsvetlly.minedu.gov.gr/publications/docs2023/%CE%9D%CF %8C%CE%BC%CE%BF %CF%82_5029 2023 %CE%A6%CE%95%CE%9A 55 %CE%91.pdf
https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/scholikos-ekfovismos-schoolbullying-i-ekfovismos-bullying/an-eisai-goneas/
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https://stop-bullying.gov.gr/
https://stop-bullying.gov.gr/institutional-framework
https://www.gsvetlly.minedu.gov.gr/publications/docs2023/%CE%9D%CF%8C%CE%BC%CE%BF%CF%82_5029_2023_%CE%A6%CE%95%CE%9A_55_%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf
https://stop-bullying.gov.gr/wp-content/uploads/2023/05/%CE%9D.5029_2023_%CE%A6%CE%95%CE%9A55%CE%91.pdf

NEa MNAaTtpopua Parco - Kids Wallet app

parental
@ control

ApXLKh AuvatotnTeg 0b6nyiec yla ouokeuég Android 0bnylec yLa ouokeugg i0OS JUXVEC EpwTnoeLg

Ag TTApOUpE TOV

Twpa, EXETE TOV EAEYXO! EAeyyo oTa XEpIa

AnpoupynoTe Eva aopare pac!
WNPLAKO TTEPLBAANOV. : -

GETITON
P> Google Play

MNMnyég:

https://parco.gov.qr/
https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://kidswallet.gov.gr/

https://kidswallet.gov.gr/ios.pdf

https://kidswallet.gov.gr/android.pdf
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https://parco.gov.gr/
https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://kidswallet.gov.gr/
https://kidswallet.gov.gr/ios.pdf
https://parco.gov.gr/
https://kidswallet.gov.gr/index.html
https://kidswallet.gov.gr/index.html#instructions

EOvikn Akadnuia Wnolakov Ikavorntov- EAWI

@ https://nationaldigitalacademy.gov.gr

=' EtoSoc @ YouTube KYBEPNOErKAHMA Q Deepl Translate @ Technology | The G... NOMIKA GEMATA AIANOHTIKH IAIOK... Bk Metdoppaocn Goog

, EBviki Akadnpia Ynglakwy Ikavotitwy

Apykn Mabnpata Wneuaxog MoAitng MpwroBoulieg Emkowvwvia Q

Me 337 pabnuara
35 BeUATIKEG EVOTNTEC
1800 wpeg ekTTAIdOEUONG

2ToIXEia oTigc 06/12/2025

Nnvyn: https://nationaldigitalacademy.gov.gr/




[TANPOQPOpPIEC & TTNYEC VIO KAAEC TTPOKTIKEC

AigBveic Opyaviopoi (UN, ITU, EU, ENISA, COE,
WHO, OECD, 1S0.)

Avegaptnteg ApXEG Kal SnNUOOI0lI POPEig
KpaTikoi Opyaviouoi,

EmioTnuovikoi kal riototroinpévol ®opeig
(Favemmotnuia, Epsuvntika KEvipa, Ka)

Kpioiyo aTtorxeio n 2XOAgia (6AwV Twv BaBuidwWV) Paul Otlet
- BiBA100AKeg (Anuooisg, Anuortikes, ZYOAIKES, KQ)
G§IO1TIO'TIG Popcig 1I51wTIKOU Topéa (eraipeicc, MKO, ka) 1868-1944

Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4haOwAA8A
Imagining the Internet, Robin Mansell, 2012, Oxford University Press, p. 38-40
https:/lwww.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-
%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-
%CE%AD%CE%BD%CE%B1-%CF %80/
6. https://dipe.art.sch.gr/index.php/home/84-kyvernoasfaleia-cybersecurity
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https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4ha0wAA8A
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.loc.gov/visit/
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2.
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https://www.eof.gr/category/farmaka/

EupwTtraikoc Opyavionuog Oapuakwy

EUROPEAN MEDICINES AGENCY Q

SCIENCE MEDICINES HEALTH

Medicines ¥ Human regulatory ¥ Veterinary regulatory ¥ Committees ¥ News & events ¥ Partners & networks ¥ About us v

Public health threats \/

Safety committee meeting: December 2025 highlights

PRAC carried out its broad range of responsibilities for managing the risks associated with medicine

Read highlights >

A&loAoynon
Kat Ertomttela
GaApUAKWV
otnv EE

Mnyecg
https://www.ema.europa.eu/en/homepage
https://www.ema.europa.eu/en/partners-networks/one-health-approach
https://www.ema.europa.eu/en/partners-networks/pharmaceutical-industry

e

https://www.ema.europa.eu/en/documents/other/guide-information-human-medicines-evaluated-european-medicines-agency-what-agency-publishes-when_en.pdf
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https://www.ema.europa.eu/en/partners-networks/one-health-approach
https://www.ema.europa.eu/en/partners-networks/pharmaceutical-industry
https://www.ema.europa.eu/en/documents/other/guide-information-human-medicines-evaluated-european-medicines-agency-what-agency-publishes-when_en.pdf
https://www.ema.europa.eu/en/homepage

Avapopa KuBepvoeyKANUATWV-

UTTAPXEI TTAEOV TTAQTQOPUA —AUETA, EUKOAQ Kal OwWPEQV
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EIO‘CIVV&)\iCJ M pCDTOSH(d)V KatayysAieg yua sykAfpata kufBepvoywpou

dLadkTvou

Apxég EmPoAng Tov
Nopov

KatayyeAia yia olkovopLkd KuBepvosykArjpata 6Tov spmAEKovVTaL

INASPWVLKWY EMLKOLWVWVLWY

Ave€apTtnTeg AIOIKNTIKES
Apxeg

EiSikég MAQTPOPUES

KatayysAia yia mapavopn SLakivngon oMILKOGKOUOTLKWY £pywV

HEow SLadiktuou

KatayysAia yia MEPLMTWOELG ATIATHG JE UTIOAOYLOTI]

HAekTpoviko Taxvdpopceio

TnAepVviko Kévipo 11188 Mnyig:

. https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies

2. https://www.zougla.ar/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-
kivernoperistatikon-stin-xora-mas 18-12-2020
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.ar/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilekironikou-egklimatos-einqi-apo-tis-ypiresies-
aichmis-gia-tin-astynomia-tis-neas-epochis/
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http://www.ministryofjustice.gr/site/%CE%A4%CE%97%CE%9B%CE%95%CE%A6%CE%A9%CE%9D%CE%99%CE%9A%CE%9F%CE%A3%CE%9A%CE%91%CE%A4%CE%91%CE%9B%CE%9F%CE%93%CE%9F%CE%A3%CE%94%CE%99%CE%9A%CE%91%CE%A3%CE%A4%CE%99%CE%9A%CE%A9%CE%9D%CE%A5%CE%A0%CE%97%CE%A1%CE%95%CE%A3%CE%99%CE%A9%CE%9D.aspx
https://portal.astynomia.gr/webcenter/portal/digitalServiceElas/Citizens%20eCrime?_afrLoop=111745126199152578#!%40%40%3F_afrLoop%3D111745126199152578%26_adf.ctrl-state%3Dzeeeptz0x_4
https://cyberalert.gr/
https://pixabay.com/el/vectors/%CF%83%CE%B9%CE%BB%CE%BF%CF%85%CE%AD%CF%84%CE%B1-%CE%BA%CF%85%CF%81%CE%AF%CE%B1-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CE%BF%CF%83%CF%8D%CE%BD%CE%B7-%CE%BD%CE%BF%CE%BC%CE%B9%CE%BA%CF%8C%CF%82-3686231/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
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N SI OF FOREMNSIC SCIENCE
INSTITUTES

KevTpikég Kal
Meprpepelakég
uttnpecieg EAAZ
Aoc@daleiag kail MikTa
ACTUVOMIKG
TuAuaTa

- M
AOINEZ APXEZX NOY
AXKOYN EIAIKA
MPOANAKPITIKA
KAOHKONTA

N 51 87/ 2025 (DEK A 48 «Avadiopyavwan g dopng Tng EMnvikig Aatuvopiag kai avaBaduion g ekmaideuang Tou vatohou
TPOCWTTIKOU TG Ekauyypoviopog Tou Beapol TG NAEKTPOVIKAG EMITAPNANG UTTIOIKWY, KATAdIKWY Kal KpatoUpevwy ag adeia PUBuIoN Bepdrwy
KpaToUpEVWY € Gw@POVIOTIKG kataoTipata Kai GAAeg diatdeeig

ApBpa 51, 24, 52-60, 44-45

AieuBuvon

EyKANUATOAOYIKWYV
Epeuvwyv
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AOCTUVOMIKNC
2. UVEPYOOiag
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AieuBuvon Alaxeipiong
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http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/

EykAnuatoAoyikn ‘Epeuva Wneiokwy lNeiotnpiwv pe epyaAeia TN

e
£

NESI

EUROPEAN NETWORK
OF FORENSIC SCIENCE
INSTITUTES

IT'S ALL IN THE NAME

Because ‘International Organization for
Standardization' would have different
acronyms in different languages (10S in
English, OIN in French for Organisation
internationale de normalisation), our

PRECISION
FORENSICS

[MpoTUTTEC KAl
TTIOTOTTOINMUEVES
| dladikaaieg (ISO

2
4 founders decided to give it the short d 9001, ISO
i _ , : _
2 f.mm 1SO. ISQ is derived from the Greek 17025)
= 'isos’, meaning equal. Whatever the
. country, whatever the language, we are
o always 1S0.
P4
Mnyég:
1. https:/mwww.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/
2. https://www.iso.org/about-us.html
3. https://enfsi.eu/
4, https://enfsi.eu/wp-content/uploads/2024/06/ENFSI Annual Report 2023-1.pdf p. 16



http://www.astynomia.gr/images/stories/2010/22122010ktirio1.JPG
https://www.iso.org/about-us.html
https://enfsi.eu/
https://enfsi.eu/wp-content/uploads/2024/06/ENFSI_Annual_Report_2023-1.pdf
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report%20-%20The%20Second%20Quantum%20Revolution.pdf

=2 EURZPOL
Operation SHIELD IV

Global effort targeting the trafficking of
counterfeit and misused medicines and
illicit doping substances

1284 INDIVIDUALS CHARGED

ORGANISED CRIME GROUPS
INVESTIGATED

Q 3935 INSPECTIONS CARRIED OUT

AieBvnc 2uvepyaoia — Npacn kai ATToTeEAEouATO

R H emiyeipnon umoaTnpixBnke £mmiong amé Ty
@ 64 e Eupwaikn Ymnpeaia KaramoAéunang mg ATarng
© 12w (OLAF), 1o 'pageio AiavonTikng 1d10KTnaiag g

Europol, 13/02/2024

Eupwaiki¢ Evwang (EUIPO), Tnv Frontex, Tov
[Maykoouio Opyavioud KaramoAéunong Tou
N1omivyk (WADA) kai TIG €BVIKEC UTTNPETIES

QAPUAKWY

Mnyn:
https://lwww.europol.europa.eu/media-press/newsroom/news/fake-medicines-worth-eur-64-million-eu-markets




AieBvnc 2uvepyaaoia — [Npacn kal ATToTeEAEouATO

OPERATION PANGEA XVII

INTERPOL ~ Targeting the online sale of illicit pharmaceuticals

’. 90 © y. & Breakdown of product seizures

Countries involved AN

¢ - o,
In-\l/é’SZggthns \ LN ZDLft)erfeit, diverted o
TTl 847 conducted \ __‘ or misbranded 93/0

¥ Search warrants Unapproved
issued

ey
o 123 AL

Criminal groups Individuals
dismantled arrested

N
(/]
50.4

million
doses seized

H emyeipnon Pangea XVII d1¢x0n amé tov Aekéuppio 2024

uExP1 Tov Maio 2025,

> 00nynoe o€ 769 cUAAYEIS TTAYKOOHiWG,

» TNV Kataoxean duvnTikA EMIKIVOUVWY QAPUAKEUTIKWY
TTPOIOVTWY Agiag Avw Twv 65 eKaTopMUpiwy doAapiwy
HMA,

» 0¢ 1728 £peuveg Kal

> 010 KAcioIyo mepioadtepwy amd 13.000 rapdvopwy
I0TOTEAIOWV.

\ / Interpol, 25/06/2025
Mnyég

https://www.interpol.int/Crimesl/|llicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/News-and-Events/News/2023/Global-illicit-medicines-targeted-by-INTERPOL-operation

https://lwww.policemagazine.qgr/diethnes-epicheirese-pangea-xi-gia-ten-katapolemese-tes-paranomes-prootheses-kai-poleses-pharmakon

https://www.astynomia.gr/file/2025/02/19022025didhe-scaled.jpeg

R =

https://www.interpol.int/en/News-and-Events/News/2025/Record-769-arrests-and-USD-65-million-in-illicit-pharmaceuticals-seized-in-global-bust
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https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/News-and-Events/News/2023/Global-illicit-medicines-targeted-by-INTERPOL-operation
https://www.policemagazine.gr/diethnes-epicheirese-pangea-xi-gia-ten-katapolemese-tes-paranomes-prootheses-kai-poleses-pharmakon
https://www.interpol.int/en/News-and-Events/News/2025/Record-769-arrests-and-USD-65-million-in-illicit-pharmaceuticals-seized-in-global-bust

Figure 1. Layers of cybersecurity needs.

Anuokpatia & AvBpwTriva AlKalwpaTa

To TTpavVUaTIKO OlIaKUREUUO

DEMOCRACY
AND HUMAN
RIGHT PROTECTION
Cyber Ethics
Cyber Democracy
Cyber Human Rights, Core EU values

GLOBAL STABILITY PROTECTION

Cyber Norms, Cyber Diplomacy
Cyber Defence, Cyber Warfare

DIGITAL SINGLE MARKET PROTECTION

Cyber Attacks, Cyber Crime, Cyber Espionage
Cyber Sabotage

CRITICAL ASSET PROTECTION

NIS directive on Digital Service Providers (DSP) and
Operators of Essential Services (OES)

BASIC SECURITY PROTECTION

Cyber Hygiene
Safety and security of cyber space (Internet) users

FUTURE OF INTERNET

# = =

Eviaia Ayopa
[MANBOG
TTOOIOVTWY KAl
LTTNPECIWV

..D‘g//,,/ I ”":'w,

Democracy

Rules

Cutting-edge
technologies
for people

https://www.enisa.europa.eu/publications/enisa-position-papers-and-
opinions/enisa-input-to-the-css-review-b p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22 2695
https://www.hybridcoe.fi/wp-

content/uploads/2021/06/20210622 Hybrid CoE Paper 7_Geopolitics
and_strategies_in_cyberspace WEB.pdf
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade



https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b%20p.7
https://www.enisa.europa.eu/publications/enisa-position-papers-and-opinions/enisa-input-to-the-css-review-b%20p.7
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2695
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

AgikTnc Wnolaknc Oikovopuiag & Kolvwviag

Ynoiakn 2ZuykAion — Alagaveia (CPI 2024)

e ) TRANSPARENCY
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#DESleu #DigitalEU

Anpooigubnkav 28/07/2022 & 11/2/2025
Mnyég:

https://digital-strategy.ec.europa.eu/en/policies/desi
https://images.transparencycdn.org/images/Report_CP12024.pdf
https://www.ethnos.gr/opinions/article/195948/pshfiakosmetasxhmatismoskaidiafaneiahallazoymehboyliazoyme
https://digital-strategy.ec.europa.eu/en/library/country-reports-digital-decade-report-2023

INDEX 2024



https://digital-strategy.ec.europa.eu/en/policies/desi
https://www.ethnos.gr/opinions/article/195948/pshfiakosmetasxhmatismoskaidiafaneiahallazoymehboyliazoyme
https://images.transparencycdn.org/images/Report_CPI2024.pdf
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https://www.nomoreransom.org/el/index.html

Medicrime Convention

g S

Y1eypaye n xwpa pag 18/5/2022

ExKpeuEi N eTKUpWON aTrd TNV
EAANVIKA BouAn
06/12/2025

ETikaipotroinon 6ecuikou TTAaiciou

(apopd Ta @apuaka TTou dlakivouvTal TTapAavopa oTo d1adikTuo)

Mnyég:

1. https://www.coe.int/en/web/medicrime

2. https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3AN6QmrARke1B/content/greece-signs-the-medicrime-
convention?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fmedicrime%2Fnewsroom%3Fp_p_id%3D101_ INSTANCE_3N6Qmr
ARkelB%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1

3. https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/

4., https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-
078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRUA2FIbQIXMABiIicmIKETB4T1hObDNNNkh4TWZ6SE4WAR7zYLMoQFAYNOXbg7VUbCBMpkOWKCVhgsW
Czkrb32 SOWV-KJpRxtPZjs 4w aem_ 00bjiEqYTRQrYa7NFznhNg

OPENED TO S5IGNATURE

28 October 2011
ENTERING INTO FORCE

1st January 2016

1st COMMITTEE OF PARTIES

17 December 2018

23 RATIFICATIONS

15 CoE member States

8 non CoE member

States (Belarus, Benin, Burkina
Faso, Guinea, Ivory Coast,
Morocco, Niger, Russian
Federation)

22 SIGNATURES

14 CoE member States

8 non CoE member
States (Chad, Chile, Congo,
Ecuador, Israel, Mali, Togo,
Tunisia)

2 INVITATIONS

2 countries invited to
sign (Cameroon, Senegal)


https://www.coe.int/en/web/medicrime
https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3N6QmrARke1B/content/greece-signs-the-medicrime-convention?inheritRedirect=false&redirect=https://www.coe.int/en/web/medicrime/newsroom?p_p_id%3D101_INSTANCE_3N6QmrARke1B%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1

g

Criminal-law penalties,
international prevention
and victim-protection
measures

Framework for
international co-operation
and co-ordination at
national level

[ \‘—“7 /

TiI TTPOBAETTEI N 2UuBaon

Setting up contact points within
national judicial, health and law
enforcement authorities to ensure
transborder co-operation

Setting up a Committee of
the Parties to monitor
implementation

Medicrime Convention

O lMowvikotrolei TRV Tapaywyn Kai Ty dlakivnan Twv TAAGTWY
QOPUAKWV

O MNpoPAémrel ouvepyaaia pe diebveic opyaviauoug dmmwg Tov MOY,
TV Interpol, Tnv Europol

] EmkevIpWVETAI OTNV TTPOCTACIA TNG dNUOCIAC UYEIOG



https://rm.coe.int/medicrime-10-questions-and-answers-eng/168096d6bc

AhgE/Tokn, 20/05/2025

NPOZ: 1.¥YNOYPTEIQ YTEIAZ
2ZYNOYPrEID WHRIAKHE AIAKYBEPNHEHE
JYNOYPrEIO AIKAIOZYNHE
4. YNOYPTEIO NPOITAZIAZ TOY NOAITH

BOEMA: ANAIKAIA H EMIKYPOIH & E®APMOrH THI AIEBNOYEI
I¥YMBAIHE A THN MAPANOMH AIAKINHEH ®©APMAKON ITO
AIAAIKTYO  (MEDICRIME  COMNVENTION), NPOKEIMENOY NA
BOOPAKIITEI H AHMOZIA YTELA!

To Zupfodko g Eupwmng 1o 2011 mpoywpnoe, 9 eMikmpo ypdvo, ot
Béomon gupmoyols vopolenkod TAmOoU yia TV katamoripnaon  mg
mapdvoung Suxkimong QapUaKEUTIKUN OKELGOPATWY OToV Whiaxd Kupo,
uTtoypdpovtag Ty AieBv Zopfaon yia Ta dppaxa mou Saknvolvian gto
Giadiktuo, eupitepa ywwotr wg eMedicrime Conventions, n oTola ko Té8nke
oe 1oyl 1o 2016,

H EAhdda, amoBifovrag trv Sfouca Bapldmra om Sapkd evioyuon g
dnudoiag uyeiag e ywpag, Tpokfn omy ypagd g we dvw copfaang
1ov Mdaio Tou 2022, n omola wordoo dev £xe evowpartwls oto “vopoBenkd
omhoordme’ g Xuwpag, kadug exxpepel n Safwacia g emdpwong aurg.

Omwe emanpaiveral Kal ato ouvodeunikd umapvnpa Tou T AevBuvtod g
AiwEng  Hhiextpovikod  Eykhfjpareg,  Avngtpariyou  ea.,  Tewpyiou
Namampodpdpow, n kaBuotépnan eviya ocofapods owiivoug, koBug kol
emyspnmaxé; Sughomoupyies of AN apopd TV EQappoyr Tou vopou
MpogTarelavTag Toug Tokiteg.

H emkipwan g glufaoons Ba evepyomoifoe éva oTpatnyikng onpadiag
epyakeio yio Ty TpodTadia Twy Tolmoy amévavn o Suvnied Bavarngpdpa
aKepdTpaTa oywiaTou Tpoikeuang, ewayloviag wg Mokmeia Ty efwrepikr
Hag skova Tou emBewvOe wpipdTta, peBodikoTnta kol ouvEmea oTn
TMpodoman Tou uTéptatou ayabol g uyeiag.

Edecpn 1, ABiwa | Teh: 203673611 | Fa: HOBET5612 | Kuw: 697 B11 98 &3 | adimoschakis@outloch com
Eapaiaie 10, Akckavipodnads | Tnd: 25510 27548 | Fax 23510 36874 | EL Bewliiou 28, Abupdersgo |
Trjh.: 25530 23086

TI KAvel N xwpa pacg yia 1o BEua

Representative to
Committee of the Parties
Single Point of Contact

dYnoypadn
2upBaong
Matog 2022

L Emepwtnon yua
v pn Emikupwon
TN¢2upBaong
2EMTEPPPLOC 2025

Mnyég
1. https://lwww.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-

078e1bc7375a/12951870.pdf?fbclid=IwY 2xjawKr4ttleHRUA2FIbQIXMABicmIkETB4T1hObDNnNkh4 TWZ6SE4WART7ZYL
MoQFAYNOXbq7VUbCBMpkOWKCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjiEqYTRQrYa7NFznhNg
2. https://www.hellenicparliament.gr/UserFiles/67715b2c-ec81-4f0c-ad6a-476a34d732bd/12976450.pdf



https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg

TI ytTOPEI VA ViVEl

® [[po0TOCIO KI EVOUVAMWON TWV EUAAWTWY ATOUWYV OTO Yn@Iako TTEPIBAAAOV
» Avatrtucn KouAtoupacg Kufepvoao@aAeiag (+ TexvonBikn)

®» ACioTTOiNON TTOPWYV Kal QUVATOTNTWV

» KGT('XpTIGF]- 8K'ITGi6£UOT]- U£T£K1T(]I'5£UOT] (avepd)mvwv TTOPWV KI EUGAWTWYV opdéwv)

» > cBa0uOC TWV TTOAITIKWY KUBEPVOATPAAEIOG KAl TTPOCTACIAC TWV
TTPOCWTTIKWY OEOOUEVWV

® EcaAsiyn - TTEPIOPIOPOC AVICOTATWY KAl CUUTTEPIANWN
» Fvioyuon OeTikwv Apaoewyv Kal [TpwToBouAiwy

' HO G000 HEALTH 4 uALITY GENDER DECENT WORK ARD FEACE, MISTIGE
POVERTY AND WELL-BEING EDUCATION EQUALITY ECOROMIC GROWTH AMD STROKG
[MSTITUTIONS
L]
L ] L
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