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https://www.astynomia.gr/file/2025/11/13112025-kyvernoegklima-2-1.jpeg
https://pixabay.com/photos/people-crowd-business-men-woman-2597320/

Baoika onueia TNC onUEPIVNC TTapouaiaong

. T1 yvwpiloupe yia TO 0IKooUOTNHa Tou KuBEpvoxwpou;

. Mwc¢ diapopewveTal To ToTTio TG KUPBEPVOATPAAEIQC;

. Mwc¢ TpoodiopileTal N oiIkovoUIKA dIACTACH TOU KUBEPVOEYKANMATOC;

. Molo gival To onuepIvo dlaKUBeUPa YIa ATOPA, OIKOYEVEIEC KAl KOIVWVIEC;
. Moieg de€lotTnTeC XpelaleTal va dlaBEToupe oTov 21° aiwva;

. H onuavTikoTnTa TWV KOIVWVIKWY B0uWYV (OIKOYEVEIN, OXOAEIO,)



https://www.picpedia.org/chalkboard/images/education.jpg
https://www.picpedia.org/chalkboard/c/cybersecurity.html

[TpooaTta TTepIoTATIKO KUBEPVOEYKANUATWY

Profit - KEpdoc

2025

EUR 47 million in crypto
traced to disrupt digital
piracy services

16.6 million packages of
fake and harmful toys taken
off EU markets

Mnyég
1. https://www.astynomia.gr/2025/11/13/13-11-2025-i-elliniki-astynomia-stin-operation-endgame-
gia-ton-termatismo-leitourgias-ypodomon-pou-diefkolynoun-to-kyvernoegklima/
2. https://www.europol.europa.eu/media-press/newsroom



https://www.astynomia.gr/2025/11/13/13-11-2025-i-elliniki-astynomia-stin-operation-endgame-gia-ton-termatismo-leitourgias-ypodomon-pou-diefkolynoun-to-kyvernoegklima/
https://www.astynomia.gr/2025/11/13/13-11-2025-i-elliniki-astynomia-stin-operation-endgame-gia-ton-termatismo-leitourgias-ypodomon-pou-diefkolynoun-to-kyvernoegklima/
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Mnyég
https://www.tanea.qr/print/2025/10/20/greece/ekriksi-stis-psifiakes-apates/




H 1pitn o€ peyeboc OIKovouia TTaYKOOMIWG

15%
GROWTH
PER YEAR
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ORGANISED CRIME nnvég

THREAT ASSESSMENT

https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 gtA. 1
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://deepstrike.io/blog/cybersecurity-statistics-2025-threats-trends-challenges
https://cybersecurityventures.com/official-cybercrime-report-2025/
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https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://deepstrike.io/blog/cybersecurity-statistics-2025-threats-trends-challenges
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

H 1pitn o€ peyebocg Oikovouia

Country of Information

$33,598,000,000,000

United States $25,676,000,000,000

$14,244 000,000,000

$6,089,000, 000,000

Mnyég Japan $5,715,000, 000, 000

1. https://www.cia.gov/the-world-factbook/field/real-gdp-
purchasing-power-parity/country-comparison/

2. https://lwww.worldometers.info/qdp/gdp-by-country/ Germany $5,247,000, 000,000

Brazil $4,165,000,000,000

Indonesia $4,102,000,000,000

$3,732,000,000,000

United Kingdom $3,636,000,000,000



https://www.cia.gov/the-world-factbook/field/real-gdp-purchasing-power-parity/country-comparison/
https://www.cia.gov/the-world-factbook/field/real-gdp-purchasing-power-parity/country-comparison/
https://www.worldometers.info/gdp/gdp-by-country/
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Investment fraud

Tech support scam

Confidence or romance fraud

Online payment fraud
Credit card fraud
Government impersonation
Identity theft

Sielele}ilgle]

Lottery scam

SIM swapping
Extortion

Phishing

Ransomware attack
Denial of service attack
Online harassment

Malware attack

AVTIKTUTTOC TOU KUBEpVOEYKANUATOC

$108,479 . $3.3B
$24,788 ; $806.6M
$38,688 $§735.9M
$6,134 . $386.1M
$11,492 $2641M
$20,820 ! $240.6M
$6,776 . $189.2M
S5,297 i $107.9M
$14,797 : $83.6M
$35,860 §72.7M
$1,379 y $54.3M
$173 : $52.1M
$14,404 . $34.4M
$30,105 $171M

$757 $10.6M

$12,239 $9.3M

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide

(in trillion U.S. dollars)
13.82

12.43
1136
10.29
o —
o —_—

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights
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https://www.itsecuritypro.qgr/kyvernoasfaleia-kai-mikromesaies-epicheiriseis/

https://elisme.gr/to-pragmatiko-timima-toy-kyvernoegkl/

https://surfshark.com/research/data-breach-impact/statistics ?fbclid=IwAROAQp400nT3 hyJPbUECcf2d8SZelUUcwy NSrPFa2-rwyg4dKKNj-aw Cfw

https://www.facebook.com/photo/?fbid=711019361235436&set=a.561580072846033



https://www.itsecuritypro.gr/kyvernoasfaleia-kai-mikromesaies-epicheiriseis/
https://elisme.gr/to-pragmatiko-timima-toy-kyvernoegkl/
https://surfshark.com/research/data-breach-impact/statistics?fbclid=IwAR0AQp4OOnT3_hyJPbUEcf2d8SZelUUcwy_NSrPFa2-rwyg4KKNj-aw_Cfw
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf
https://www.facebook.com/photo/?fbid=711019361235436&set=a.561580072846033

The
changing
DNA of
serious
and

organised
crime

[leplypapn TNC KATGoTAONC

loxupd OIKTUO OPYAVWHEVOU EYKANMOTOG
TToAAaTtTAaciadovTal oTnv EupwTtrn,
avTAwVTAC duvaun aTtro 1o O1adIKTUO,
OlEI00UOUV OTNV OIKOVOMIa Kal ETTIOPOUV
apVvNTIKA OTNV KOIVWVIia Jac,

OTTWG ETTIONMAIVETAI TNV AIOAOYNON ATTEIAWY GO0V aPopd To coBaps Kal
opyavwuévo EykAnua otnv EE

Mnyég
1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 gtA. 1
2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf



https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

[Tepiypa@n TNG KataoTaong

MOAIC TO opyavWwWPEVO EYKANMO £OpaIwWOEi O€
JIa KOIVOTNTA 1 €VAV OIKOVOUIKO TOUEQ, N
£CAAEIWYN TOU KABioTATAI ECAIPETIKA

, OUOKOAN:
e TO £VA TPITO TWV TTAEOV ATTEIANTIKWYV
DNA of ’ ’ V4
e EYKANMATIKWY OIKTUWV OPACTNPIOTTOIEITAI YIA
__ crine TTEPIOCOTEPA ATTO OEKA £TN.
E Mnyég

1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 gtA. 1
2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf



https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

EUROPEAN UNION

SERIOUS AND
ORGANISED CRIME
THREAT ASSESSMENT

The
changing
DNA of
serious
and
organised
crime

[leplypapn TNC KATGoTAONC

Ta KpuTITOVOHIioUATA KAl TA
TTAPAAANAQ XPNUATOTTIOTWTIKA
ouoTnuara Bondouv 1a dikTUO TOU
OPYOVWHEVOU EYKANUATOC VA
VOMIMOTTOIOUV KOl VO ATTOKPUTTTOUV
Ta €0000A TOUC ATTO EYKANUATIKEC
OpaCTNPIOTNTEC.

Mnyég
1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 o¢A. 1
2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
3. https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%
93%20the%20international%20networks%200f%20illicit%20finance_PUBLIC 0.pdf
4. https://chateurope.eu/en/offshore-companies-at-the-heart-of-pandora-papers/
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EUROPOL SPOTLIGHT

SHADOW
MONEY

THE INTERNATIONAL
NETWORKS OF
ILLICIT FINANCE
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https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20international%20networks%20of%20illicit%20finance_PUBLIC_0.pdf

OIKOVOUIKEC ATTWAEIEC ATTO TO KUBEPVOEYKANUO

d Apeoceg OIKOVOUIKEC ATTWAEIEC

(Trx. KataBoAl AUTpwv AUTPIOUIKOU, KATOROA XPNMATWY O€ aTTtaTeg, aTraTnAEC OIAdIKTUOKES QAYOPEG,
OI100IKTUOKAOG TCOYOG, aAyopd VAPKWTIKWY — YUXOTPOTTWYV OUCIWYV KAl TTOPAVONWYV QAPHAKWY, ayopd
UAIKOU 0€E0UAAIKAG EKUETAAAEUONG AVNAIKWY, CUVOPOUEG O€E TTEIPATIKA KAVAAIA, KQ)

d 'Eppeceg OIKoVOUIKEC ATTWAEIEC

(Trx. OIOKOTTA A€ITOUpYiaG ETTIXEIPNOEWY Kal opyaviopwy, Znuid PAung, Au¢nuéva Ac@aAioTpa,,
eTTava@opd AsIToupyiag TTANPOPOPIOKWY CUCTNHUATWYV)

Mnyég
1. https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 otA. 1
2. https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
3. https:/lwww.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20interna
tional%20networks%200f%20illicit%20finance PUBLIC 0.pdf
4. https://chateurope.eu/en/offshore-companies-at-the-heart-of-pandora-papers/
5. https://documents1.worldbank.org/curated/en/099092324164536687/pdf/P17876919ffee4079180e81701969ad0a18.pdf
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THE LAW ENFORCEMENT
PERSPECTIVE IN THE
WAKE OF THE PANDORA
PAPERS LEAK

EUROPOL SPOTLIGHT

SHADOW
MONEY

THE INTERNATIONAL
METWORKS OF
ILLICIT FINANCE



https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20international%20networks%20of%20illicit%20finance_PUBLIC_0.pdf

AdUVOUIa KaTaypagprnc Tou OUVOAIKOU KOOTOUC

d AvagiomoTa 2uoTtipaTta Ava@opag
KuepvoeykANUATWY

d ATtToudia evapuovIoUEVOU VOUIKOU TTAQITiou

d Mn oAioTikn xpnon Twv TIE o1o cuoTnua ATTOVOWNC
OIKAIOOUVNG

d EANITTAC evnuEPWON TWV EUAAWTWY ATONWYV

d Meiwpévo evdiapEépov TwV CUuVAPPOdIWY POPEWV ik

(Travschr']ula, EPEUVNTIKA KEVTPA, smus)\mr']pla)

W/

https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148 geA. 1

https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20international%20networks %200f%20illicit%20finance_ PUBLIC _0.pdf
https://documents1.worldbank.org/curated/en/099092324164536687/pdf/P17876919ffee4079180e81701969ad0a18.pdf
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies

Mnyég
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https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52025DC0148
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://documents1.worldbank.org/curated/en/099092324164536687/pdf/P17876919ffee4079180e81701969ad0a18.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Shadow%20money%20%E2%80%93%20the%20international%20networks%20of%20illicit%20finance_PUBLIC_0.pdf
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umber of connected devices worldwide as of February 2025

AloekaToupUpIa
avlpwrTrol
KOl OUOKEUEC

Fixed phones Mobile phones Pcs, laptops and Wide-area loT devices

computer

Short-range loT
devices

- Embedded jn
e Al
pAcE Space ! Do

A global domain within the information environment consisting of the intferdependent networks
of information technology infrastructures and resident data, including the Internet,
telecommunications networks, computer systems, and embedded processors and conftrollers .

Mnyég
1. (JP 3-12) DoD Dictionary of Military and Associated Terms 2021 p. 55
2. Eric Schmidt, Jared Cohen, H Néa Wneoiakn Emoxr, 2014, Ekddoeig Aiauog, aeA. 127, 152,
3. https:/lwww.statista.com/statistics/15594 35/connected-devices-worldwide/ Figure 1. Cyberspace — the Embedded Domain

Y N


https://pixabay.com/illustrations/cyberspace-cyber-technology-1757801/
https://commons.wikimedia.org/wiki/File:Cyberspace_battles.jpg
https://www.ida.org/-/media/feature/publications/2/20/2011-cyberspace---the-fifth-operational-domain/2011-cyberspace---the-fifth-operational-domain.ashx
https://www.statista.com/statistics/1559435/connected-devices-worldwide/

H katavonon tou KuRepvooiKoouaTHATOC

THE INTERNET: CLEAR WEB, DEEP WEB AND DARK WEB

Clear web (surface web)

Infrastructure consisting Content indexed by standard = social networks
of a standardized set of web-search engines, accessible = public pages
data transfer protocols for to anyone using the Internet. /profiles

digital information exchange.

Content not indexed by standard | aonline banking

web-search engines; content msocial networks r V' d V'
Dark web (darknets) can be located and accessed wrestricted pages n OAU "Ao Ko - ouvesTo Trspl BGAAOV
by a direct URL or IP address [profiles

Darknets, or overlay networks
within the Internet that can
only be accessed with specific

but may require a password or

other sucuy sccee to get pot Me aBefaidTnTEG

public-website pages; includes

software, configurations, or
authorization, and often use a
unigue customized communica-
tion protocol. Two typical darknet
types are social networks (usually
used for file hosting with a peer-to-
peer connection), and anonymity
proxy networks such as Tor via an
anonymized series of connections.

many very common uses such
as web mail, online banking,
private or otherwise restricted
access content and profiles.

Academic Information DEEP WEB Multilingual Databaq

Medical Records . =2 Financial Records

\\ / Legal Documents L > Government Resour(

Competitor Website

ﬂnyég - : i . Organization-spec

Repositories

1. http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg

2. https://reliefweb.int/report/world/unodc-world-drug-report-2022  BOOKLET 2 DRUG DEMAND DRUG SUPPLY P. 57 ol Z,V::ax::?i’é“’.’,’,’“’ B et e Do et

3. https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed7 1a1

A R Y


http://www.thesydneyjournalist.com/wp-content/uploads/2017/08/Dark-Web-Infographic-by-Deep-Web-Tech.jpg
https://reliefweb.int/report/world/unodc-world-drug-report-2022
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1

TiI atrelAei onuepa Tov KuBepvoxwpo;

ENISA THREAT
LANDSCAPE 2025

OCTOBER 2025

1.Ransomware

. Malware

. Social Engineering threats

. Threats against data

Threats against availability: Denial of Service
. Threats against availability: Internet threats

. Disinformation — misinformation

. Supply-chain attacks

©O~NO U WN

Popcig aTeIAWV XPNOIMOTTOIOUV TNV TEXVNTH VONMOOUVI
o€ MIO TTOIKIAIa KAOKOBOUAWY dpacTnpIoTHTWY

Anuooigudnke 01/10/2025

Mnvyég

1. https://www.enisa.europa.eu/sites/default/files/2025-
11/ENISA%20Threat%20Landscape%202025 0.pdf

2. https://www.enisa.europa.eu/media/media-press-kits/logos

3. https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends

4 https://www.europarl.europa.eu/news/el/headlines/society/20220120ST0O21428/oi-megaluteres-
apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHq9309jgimHIFDgecBHcEcb-
WTFojtP1kwKz gxnmMJgMs

5. https://lwww.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications

6. https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity

https-/Amnany enisa eurapa eul/search?kevs=artificial+intelligence#caontentl ist



https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf
https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf
https://www.enisa.europa.eu/media/media-press-kits/logos
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends
https://www.europarl.europa.eu/news/el/headlines/society/20220120STO21428/oi-megaluteres-apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHq93o9jqjmHIFDgecBHcEcb-WTFojtP1kwKz_qxnmMJgMs
https://www.europarl.europa.eu/news/el/headlines/society/20220120STO21428/oi-megaluteres-apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHq93o9jqjmHIFDgecBHcEcb-WTFojtP1kwKz_qxnmMJgMs
https://www.europarl.europa.eu/news/el/headlines/society/20220120STO21428/oi-megaluteres-apeiles-ston-tomea-tis-kuvernoasfaleias?fbclid=IwAR1jJnQz2hSpnHq93o9jqjmHIFDgecBHcEcb-WTFojtP1kwKz_qxnmMJgMs
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://id4d.worldbank.org/guide/cybercrime-and-cybersecurity
https://www.enisa.europa.eu/search?keys=artificial+intelligence#contentList
https://www.enisa.europa.eu/media/media-press-kits/logos
https://www.enisa.europa.eu/sites/default/files/2025-11/ENISA%20Threat%20Landscape%202025_0.pdf
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Individuals

Firms
Organizations
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4 KuBepvnoeig

= Digital

Source: Original figure for this book, based on Woods and B&hme 2021.

Mnyég:

1. https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en

2. https:/lopenknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content p. 3
3. https://lwww.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf p. 15-25



https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content
https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf
https://openknowledge.worldbank.org/server/api/core/bitstreams/692c6149-748f-40dc-b9e6-8e09ba3e47bf/content
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2. UVOTTTIKQ Ol JOPPEC TOU KUBEPVOEYKANUATOC
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NapKkwTIKG AiavonTiKn
Kal IdiokTnoia
ddapuaka

[MapatrAnpo@opnon

Pnropiki Miooug
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Fake news — Hate Speech-
Deepfakes- Cyber-bullying

AiG@opa adikAuaTa
[T SiadikTuaksg 1géyog,

KuBepvoeTTiBETEIG

THB, Tpopokparia
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Cybercri 1€ (etymology)

Norbert Wiener 1894-1964
“Cybernetics”, 1948
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William Gibson 1948-
“Neuromancer”
Cyberspace”, 1984
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Anpogieubnkav 11/06/2025 & 04/4/2025 Steal. deal
’

Mnyéc; and repeat
https://www.europol.europa.eu/cms/sites/default/files/docum
ents/Steal-deal-repeat-IOCTA 2025.pdf
https://www.ic3.gov/AnnualReport/Reports/2024 IC3Report.

pdf

https://id4d.worldbank.org/quide/c

cybersecurity
https://www.europol.europa.eu/cms/sites/default/files/docum

ents/EU-SOCTA-2025.pdf

Internet
Organised
Crime Threat
Assessment

2025

How cybercriminals
trade and exploit your data

Federal Bureau.of Investigation
Internet Crime Report
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Comprehensive Study
on Cybercrime

1. https://www.unodc.org/unodc/en/cybercrime/convention/text/convention-full-text.html

2. https://blogs.worldbank.org/en/digital-development/combatting-cybercrime-in-budapest-and-hanoi

3. https://treaties.un.org/pages/ViewDetails.aspx?src=TREATY&mtdsg no=XVIll-16&chapter=18&clang=_en

4. https://www.unodc.org/documents/Cybercrime/publications/un_cyber policy processes links add the links t 4 z 4
0_the web page.pdf?v=3.6 72 quTn TnV SXOUV UTTOYPGLIJH

5. https://www.eurojust.europa.eu/sites/default/files/assets/files/united-nations-convention-against-cybercrime- ZTOIXSIG ™G 01/12/2025
sirius-factsheet.pdf
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Antigua and Barbuda
and Malaysia have
been invited to accede
to the Convention on
Cybercrime

On 24 September 2025, following the 1538th
Meeting of the Ministers’ Deputies’, Antigua and...

2UuBaon yia to KuBepvoeykAnua
To TTpwTO dIEBVEC KEIPEVO
Budapest 23/11/2001- CETS No 185
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1. https://www.coe.int/en/web/cybercrime/the-budapest-convention
2. https://www.unodc.org/documents/organized-
crime/cybercrime/CYBERCRIME _STUDY 210213.pdf
3. https://rm.coe.int/3148-1-3-4-cyberleg-global-state-jan-2023-public-v1/1680a99137
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on Cybercrime

OF THE COUNCIL OF EUROPE
CONVENTION DﬁUDAPEST SURLA CYBERCRIMINALITE

‘mmrcouvmnon ON CYBERCRIME fb OOl e

e DU CONSEIL DE LEUROPE SINCE2001  CONSEIL DE LEUROPE
=

4, https://www.coe.int/en/web/cybercrime/-/greece-becomes-31st-state-to-sign-the-second-

additional-protocol-to-the-convention-on-cybercrime

5 https://www.coe.int/en/web/cybercrime/-/antigua-and-barbuda-and-malaysia-have-been-

invited-to-accede-to-the%C2%A0convention-on-cybercrime
6. https://ministryofjustice.gr/wp-content/uploads/2019/08/12aNomos4411-1.pdf
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Anuokpatia & AvBpwTriva AlKalwpaTa
To TTpayuaTikKo dlaKUBEUUa

Figure 1. Layers of cybersecurity needs.
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Human Population Growth

IPopuIatlon Boom and Bust?

Global population (in billion people)

*as of Nov15 ** given the attainment of developmental goals
Sources: U.N. Population Division, The Lancet

statista%a

mostly in developing economies

People living in developing and developed economies, billions

@ Developing economies @ Developed economies

|
Projections -

1960 1980 2000 2020 2040

Source: UNCTADstat based on UN DESA Pop Division, World Pop:
2022

Note: The graph provides estimates from 1950 to 2021 and projections from 2022 to 2050
of total population

€9 World Population l
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TOP 10 MOST POPULOUS COUNTRIES (July 1, 2025)

1. India 1,419,316,933 6. Nigeria 242 794 751
2. China 1,407,181,209 7. Brazil 221,359,387
3. United States 342,034,432 8. Bangladesh 170,183,916
4. Indonesia 263,567,097 9. Russia 140,134,279
5. Pakistan 257,047,044 10. Mexico 131,741,347
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https://www.facebook.com/Statista.Inc/photos/pch.5553912264721206/5553912154721217
J. Bradford Delong, Ztov dpduo mpog v outoTria, 2023, Metaixuio, aeA. 25-26, 36-40, 42
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Number of Internet of Things connected devices (billions)
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Source: Original figure for this book, based on data from Transforma Insights 2024.
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More Phones Than People

Estimated number of mobile-cellular phone subscriptions
vs. world population estimates

= World population Mobile phone subscriptions*

10.0B
8.59B
8.0B e
4.0B ' \
2.0B ,
0.0B -
1990 95 '00 '05 "10 "15 '20 22

* includes postpaid and active prepaid subscriptions that offer voice
communications; excludes subscriptions via data cards or USB modems,
radio paging and telemetry services

Sources: ITU, World Bank, UN Population Division

statista %a
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THE GROWTH OF GLOBAL

INTERNET USERS

SOURCE: DATAREPORTAL

%)

« ¢700 million
people still live without
" electricity worldwide.
A
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Figure 2.1: Individuals using the Internet
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Figure 2.2: Percentage of individuals using the Internet by region and special groups
2005 and 2025
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https://ec.europa.eu/info/strategy/priorities-2019-2024/promoting-our-european-way-life/european-security-union_en
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade

@eopiko TAaiolo KuBepvoaopdAeiag | &

* H Zrparnyikn KuBepvoao@daAsiag Tng EE (2013)

* H odnyia NIS (2016) KATAPTHOHKE ME OAHIIA NIS.2 2022/2555/EU (Agkéuppirog 2022)

* N. 4577/2018 ek A-199 Evowpdtwaon otnv eAAnVIkr vouoBeaia Tng Odnyiag 2016/1148/EE Tou EupwTraikoU
KoivoBouAiou kal Tou ZUPBOUAioU OXETIKA PE METPA YIA UYPNAS KOIVO ETTITTEDO AC@PAAEIOG OCUCTNMATWY JIKTUOU KAl
TTANPo@opIwyV o€ 0AGKANPN TNV ‘Evwaon kai GAAeG diaTaceic.

 H Cybersecurity Act 2019 (KANONIZMOZ (EE) 2019/881)

* N. 4927/2019 ek A-143 Kupwaon NS Zupewviac ‘Edpag petalu tng KuBépvnong tng EAANVIKAG AnuokpaTiag Kal Tou
EupwTtraikot Opyaviopou AcopdAciag AikTuwv kail MNMAnpogopiwv (ENISA), «EupwTraikotu Opyaviouou KuBepvoao@aAeiag
(ENISA)».

* N. 4727/2020 ®EK A-184 Wnoiakn AlakuBépvnon (Evowpdtwaon otnv EAAnvikr NopoBeaia tng Odnyiag (EE)

2016/2102 ka1 Tng Odnyiag (EE) 2019/1024) HAekTpovikég ETTikoIvwvies (Evowpatwon oto EAANvVIKS Aikaio Tng Odnyiag

(EE) 2018/1972) ka1 GAAeg diatateic Kopepvoaopaleiag Tng EE

N. 4961/2022 ek A-146 Avadudueveg Texvoloyiec TTANPOPOPIKIAS KAl ETTIKOIVWVIWY, EVIOXUON TNS WNPIOKNG

dlakUBEpvVNOoNG Kal AAAEC DIATALEIC.

N. 5002/2022 ek A-228 Aiadikacia dpong Tou aTTopprATOU TWV ETTIKOIVWVIWY, KUBEPVOAO@AAEIa Kal TTpooTadia

TTPOCWTTIKWY OEQONEVWV TTOAITWV

N. 5086/2024 @ek A-23 EBvik Apxy KuBepvoao@aAeglag Kal AOITTEG OIATAEIG

N. 5099/2024 @&k A-48 OXETIKA HE TNV gviadia ayopd ynelakwy utrnpeoiwv (Kavoviouog EE 2022/2065)

N. 5160/2024 @&k A-195 oXeTIKA JE TNV evowpaTtwon tng NIS2 (Odnyiag EE 2022/2555)

N. 5188/2025 ek A-49 MNMpagn yia Tnv AlakuBépvnon Twv Aedopévwy (Kavoviouog EE/2022/868)



https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package?fbclid=IwAR2IWdrIQMiWv3aBNIJzkdDZVsxj12o6gn7ZK_2edWPuWVIbhf9Gat_cItM_aem_Abz5czPFhGSttxVQmG_U2oaUUlGQD7ogwR0M9948FzcRnZepyGCJv7Uutp6nsyoe1IgGzgPryCwtwRuLiozYdJW9

NIS 2

Baoikég YTodouEg & AikTua
Odnyia NIS @o1e/1148EE)y NIS2 (2022/25558)

Expanded scope to include more sectors and services as either essential or important entities.

E\Z °
PROVIDERS OF PUBLIC ELECTRONIC DIGITAL SERVICES SUCH AS SOCIAL

COMMUNICATIONS NETWORKS OR NETWORKING SERVICES PLATFORMS
SERVICES AND DATA CENTRE SERVICES

WASTE WATER AND WASTE
MANAGEMENT

000
AVATITUEN OTOXEUPEVWV CAITICAL PRODUCTS (SUCHAS
, PHARMACEUTICALS, MEDICAL
'|Tp00'£YV|O'£wV YIG DEVICES, CHEMICALS)

High Value Targets HVTs

PUBLIC ADMINISTRATION

Mnyég:
1. https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
2. https://eur-lex.europa.eu/eli/dir/2022/2555
3. https://digital-strategy.ec.europa.eu/en/fags/directive-measures-high-common-level-cybersecurity-across-union-
nis2-directive#ecl-inpage-nis2-directive
4, https://digital-strateqy.ec.europa.eu/en/policies/nis2-directive
5. https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
6 https://cyber.gov.gr/odigia-nis2/



https://www.icao.int/cybersecurity/Pages/default.aspx
http://www.uhi.gr/
https://acer.europa.eu/
https://en.wikipedia.org/wiki/European_Central_Bank#/media/File:Logo_European_Central_Bank.svg
https://en.wikipedia.org/wiki/Water_supply_network#/media/File:Grand_Coulee_Dam_spillway.jpg
https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2
https://eur-lex.europa.eu/eli/dir/2022/2555
https://digital-strategy.ec.europa.eu/en/faqs/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive#ecl-inpage-nis2-directive
https://digital-strategy.ec.europa.eu/en/faqs/directive-measures-high-common-level-cybersecurity-across-union-nis2-directive#ecl-inpage-nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
https://cyber.gov.gr/odigia-nis2/

Ransomware- AUTPIOUIKO

E B WHAT EUROPOL IS DOING

Home News Sport Business Innovation Culture Arts Travel Earth Audio Video Live

3 Pl toa, RANSOMWARE
-y \ case ®) ragnar
e e T - - Locker
REQUESTS
TO EUROPOL Lockergoga
. 2020 - 2021
EU CYber ageNncy says alrport software
s EUROPEAN MALWARE
held to ransom by criminals ANALYSIS SOLUTION (EMAS)
A Contributions increase
ddaags Share < Save [] = 2020 - 2021
Joe Tidy Cyber correspondent and Tabby Wilson
s ; s
s - &3?:?‘,,
- & @ EMPACT J-CAT <®/> NO MORERANSOM
- —E; (] - JOINT CYBERCRIME ACTION TASKFORCE
E - Coordinated action against

key cybercrime threats and targets

NMNpoocoyxni!!
Agv divoupe mToTE AUTpA (XpuaTa)!!!!

MNMnyég:
1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment _iocta_2021.pdf p. 14
2. https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape
3. https://lwww.bbc.com/news/articles/cgjeej854520
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https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape

Ransomware- AUTPIOUIKO

The fight against ransomware

CRIMINAL

Calling clients, Threatening
employees, business DDoS attack
partners and/or ' against victim
journalists to - B
pressure victim

Exfiltrating data and threatening publication/action

Eva €idog etriBeong, 01Tou o1 OPACTEC avaAauBavouy
TOV EAEYXO TWV TTEPIOUCIAKWY OTOIXEIWV EVOC OTOXOU
Kal  atmraitouv  AUTpa oO¢ aviaAAaypa  yia TRV
gmoTpOPn TNG OI1ABECINOTNTAG TWV TTEPIOUCIAKWY
OTOIXEiWV N 0€ avraAAaypa yia T1n Onuoéoia
ATTOKAAUWN TWV OEOOUEVWV TOU OTOXOU

MNnyég:

1. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment _iocta 2021.pdf p. 14

2. https://'www.enisa.europa.eu/topics/cyber-threats/threat-landscape
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https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf

KuBepvoetiBeoeic - DDOS emBEoelg

How can DDoS attacks paralyse the internet

The criminal hires a
DDoS attack service
on the internet

The DDoS attack
overloads the servers X X

ERROR

!! NO ACCESS

= EURZPOL

S KaTtaveunuUEVEC ETTIBECEIC ApvNONG
TTapoxNGS YTTNPECIWV
B TexvnTn au¢non Tou OYKOU TNG
OIKTUOKNC KIivnonNg OTOUG OIAKOMIOTEC
Tou Opyaviouou, OIAKOTITOVTAC TIC
TTAPEXOMUEVEC UTTNPECIEC OTOUC
VOMIUOUC XPNOTEC

Mnyn:

https://www.europol.europa.eu/publications-documents/how-can-ddos-attacks-paralyse-internet

A U



https://www.europol.europa.eu/publications-documents/how-can-ddos-attacks-paralyse-internet

[TpoowTTika dedoueva (personal data)
T €ival Kal TTOI0C TA KATEXEI,

Cloud storage

«O,T11 €ival OIKO pouU»

ATTGVTNGN HaBNTA A’ SNUOTIKOU KoIvo 2nJEio vOIaPEPOVTOC YIA

O€ €PWTNON TOU OMIAOUVTOC

11/2/2020 o¢ ekdriAwon oTo NOESIS TTAI0IA, YOVEIG KI EKTTAIOEUTIKOUG

\\


https://pixabay.com/photos/regulation-gdpr-data-protection-3246979/
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents

Ta Madika Aedopéva ot1o «N€o MepiIBaAAovy»

e

== SECRET PERSONAL | | PUBLIC | | ANONYMIZED | | NONPERSONAL
7 Passwords Name Username What | Click Weather or
Fascportiumber Homeiftoness Language What Websites Temperature
Health Data Email Address Device Type Visit ConEsrLer:\gp); ion
GPS Coordinates Home Telephone Cookie What | Search For
Religion Gender Identity Fisierenses

Political Affiliation Date of Birth

(in some circumstances)

To KOOTOC
TWV Mnyéc:
, https://cyber.gov.gr/antimetopisi-apeilon/systaseis-pros-polites/
OlapPOWV

https://www.cima.ned.org/publication/big-data-not-big-brother

https://www.dpa.gr/el/polites/gkpd

https://www.coe.int/en/web/data-protection

https://unsdg.un.org/sites/default/files/UNDG BigData_final web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486
O https://www.ibm.com/reports/data-breach
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https://www.cima.ned.org/publication/big-data-not-big-brother
https://www.dpa.gr/el/polites/gkpd
https://www.coe.int/en/web/data-protection
https://unsdg.un.org/sites/default/files/UNDG_BigData_final_web.pdf
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://www.enisa.europa.eu/topics/cybersecurity-policy/data-protection/?tab=publications
https://edps.europa.eu/data-protection/data-protection_en
https://www.facebook.com/photo/?fbid=122202984878146486&set=a.122121627272146486
https://www.ibm.com/reports/data-breach
https://pixnio.com/objects/computer/program-programmer-notebook-personal-computer-laptop-digital-computer-portable-computer-computer

H agia Twv dedouEvwy

DIKI or DIKW model
Data -Information- Knowledge -Intelligence/Wisdom

Aedopéva > | MAnpoopitg ) Fvwon > Nonpoouvn

ANYn atropacewyv ,

MNnvyég:
1. https://www.systems-thinking.org/dikw/dikw.htm
2. http://ioc.unesco.org/Oceanteacher/OceanTeacher2/02_InfTchSciCmm/DIKWchain.pdf



https://www.systems-thinking.org/dikw/dikw.htm
https://www.pexels.com/photo/green-and-yellow-printed-textile-330771/

Katavonon KATToIwV Kavovwy OIKaiou

]

\, ZERO TOLERANCE i . ¢
(&) rorseuatexpiommon | L
SEZ AND ABUSE

TN

Apxiy / Tlokireg /

MpooTacia natdiov

©)
Stop, prevent, protect %

ApBpo 21 NOMOX 4624/2019
JuykataBeon avnAikou

1. Otav epappodeTat To apbpo 6 mapaypagog 1 otowxeio a) Tov MKIA, n
sna&epvuom Bsﬁouevmv TIPOOWTILKOU XApaKTpa avnAikov, kata myv npumpupu
UTINPECLWYV TNG KOLVWVIag TwV MANpOPOpLWY anevBeiag oe autoy, eivat covvopn,
£(POCOV 0 AVNALKOG EXEL CUUTIANPWOEL TO 150 £TOG TNG NALKLAG TOV KAl TAPEXEL
TN ouykatadeon Tov. Mnyn:

https://www.dpa.gr/el/polites/prostasia

2.Eavo uvqhmoq glvalt Katw Twv 15 eTwv n ena&spvumu mg nﬂpavputpou 1
glvat ouVvVopn HOVO HETA TNV MApPOXI) CUYKATABEONG TOU VOUIHOU QVTLIPOCWITIOU
TOU.
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https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
https://www.kodiko.gr/nomothesia/document/552084#%CE%86%CF%81%CE%B8%CF%81%CE%BF_21|552181
https://www.dpa.gr/el/polites/prostasia
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Mnyég:
1. https://ec.europa.eu/newsroom/rtd/items/713444/en
2. https://techcrunch.com/2009/02/09/facebook-activates-like-button-friendfeed-tires-of-sincere-
flattery/?guce_referrer=aHROcHMG6Ly9lbi53aWtpcGVkaWEub3JnLw&guce_referrer_sig=AQAAAH]jAogdfUs5MX2xkxydv8nAa
Sxh1lgYdVW2la_YpxBQnv3X5hYg5TL7pe9boB--joVGIyXiGNNvWgKKd44nVm3gUYc-
olMwfhj4pyYDd50Ay902Z27CBdRoDUIQzyJ1UJG6D0YhHAMxyh6C70vdF1XTdBupwUD3FN8GTel07yThr9a
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562

Source: Pew Research Center (2023)
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https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://x.com/tutorialspoint/status/1818904743663878399/photo/1
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562
https://www.broadbandsearch.net/blog/internet-statistics#post-navigation-0
https://www.facebook.com/photo/?fbid=798586115633146&set=a.479638654194562
https://x.com/tutorialspoint/status/1818904743663878399/photo/1

Ta 0edopEVA HAC OTO VEO WNPIOKO TTEPIBAAAOV
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https://crackedlabs.org/en/corporate-surveillance/#6
https://crackedlabs.org/en/corporate-surveillance/#6
https://crackedlabs.org/en/corporate-surveillance/#7
https://crackedlabs.org/en/corporate-surveillance/#7
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents

[TpakTIKEC ouveTTEIEC- NEa Oikovouia

[TpooTipya o€ Millions —'Ecoda o€ Billions

Big Tech, Big Fines

Largest fines for breaching one or more articles of
the General Data Protection Regulation in the EU

Facebook

2023 $1,296M
A
M I $806M

INStagTam N $/37M

Facebock I 5236\ / £
WhatsAPP S $243M N X
Feeced L, \&

A
Instagram - $194M — %

2023

Google
2§21 Bl $97M B Meta
Facek;"o‘;‘j Il $65M B Google

Googl
°¢C M s65M W Amazon

Converted from euros on May 23, 2023
Sources: CMS GDPR Enforcement Tracker, European Data Protection Board

statista %a

Is Big Tech Growth
Losing Steam?

GAMAM revenue in the first nine months
of the following years (in billion U.S. dollars)

2020 W 2021 MW 2022

A +10%
364.8
3324 A +6%
260.5 Jhag et A +13%
e A +14%
182.7 182.3
1330514 A +0%
125.6 1102 2
84.2 84.4
A
amazon S Alphabet EE Microsoft  OQ Meta

Source: Company filings

statista %a

Nnyég:

1. https://www.facebook.com/Statista.lnc/photos/a.168793176566502/5540151162763983

[

2. https://www.statista.com/chart/25691/highes_t-fines-for-gdpr-breaches/



https://www.facebook.com/Statista.Inc/photos/a.168793176566502/5540151162763983/
https://www.facebook.com/Statista.Inc/photos/a.168793176566502/5540151162763983/
https://www.statista.com/chart/25691/highest-fines-for-gdpr-breaches/

ATTATHAA MHNYMATA HAEKTPONIKOQOY
TAXYAPOMEIOQY (PHISHING)

0 6pog "phishing” avapépeTat 6Ta anarnAd pnvopara nAEKTpoVIKOU
Taxudpopeion, oV okono £xouv va eEanarnBolV ot TapakinTeg ToUg
Kal va yVWOTOMOU|G0UV-GTOUG NATEWVES POOWITIKES Kal

OLKOVOPILKEG TOUG popopies ) Kwdikoug acpaleiag Tous.

NQx AEITOYPTEL

Autd Ta ppvipara

nAekTpovikol Taxudpopeiou:

pnopel va potaouv mdpa moAu pe Ta
pnvopara mov gTEAVOLV 0TOUG
MEAATEC TOUC OL Tpaneleg.

avTiypapouy To
AoyoTuno, Ta
XAPAKTNPLOTIKA Kat
T0 UPOG TWV
NpaypaTKwy
pnVopaTwy
NAEKTPOVIKOU
Taxudpopeiov.

oac Znrouv va
KaTeBaceTe 0T
OUOKEUI 0aG
gva
£MLOVVATTOPEVO
apyeto n va
KAVETE KAIK OE
gvav
NAEKPOVIKO
_ : olvdeopo (link).

Kavouyv Xpron

opohoyiag mou divel

Thv aioBnon Tou

KaTeneiyovrog.

Ot eykAnpatieg oTov KUBEPVOXWPO

[ D & SO NN S RN R DN

>

TI MMOPEITE NA ' KANETE;

Ararnpeive To AOYIOPIKG evpepwHEVD, ‘
NePIAapBAvOPEVOD TOU PUANOUETPNTI LOTOGEAIBWY
(browser), Tou avTiKoU mpoypapdTac (antivirus) Kat Tou
AEITOLPYIKOD CUCTAPATOC,

Na eioTe (31aiTepa NPOGEKTIKOL £AV Eva prvupa
nAeKTpovikol Taxudpopeion “Tpanelac” oag Inrd
evaioBnTeg MAnpopopies (m.y. Tov kwdikd npdopacng
ToU Tpanedtkol oag Aoyaplacpol péow internet
banking).

EAEYETE MPOCEKTIKA TO PVOLA NAEKTPOVIKOD
Tayudpopeiov: auykpiveTe Tr SiedBuvan pe Ta
Tiponyolpeva npayparika pnvopara and Ty Tpanela
ouvepyaoiag oag. EAEYETE yia opBoypapikd Aadn kat
Ad8n ypapparikig f oovragng.

Mnv anavrdre o GronTo Privopa NAEKTpOVIKOD
Tayudpopeiov, avriBeTa npowdnaTe To oTnv Tpdnela
ouvepyaoiag 0ag, TANKTPOAGYWVTAG TNV NAEKTPOVIKI
¢ SietBuvan pdvot oag.

Mnv kdveTe aneuBelag KA oTov AEKTPOVIKG OUVOETHO
(link) kat pnv npayparonoteiote Afjyn (download) Tou
EMOUVANTOPEVOU apXEiou, avTiBeTa MANKTPOAOYNOTE T
Bie0Buvorn Tou NAEKTPOVIKOD CUVBECHOU OTOV
pukhopeTpnTh LoTooeAidwy (browser) mou
xpnowonoteire.
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Eag ypagw yia va 0aG EVNUEPWOW 6N
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va Saogaliooupt 6n n EMOTpoen
OTUVETAI 010 0WOT6 AoYapiaauo, npénu
TIPWTA Va CITKUPWOOUE 1a OTONEIG Tou
Aoyapwaopod oag nporos umoptoouut va
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Mnyég:

https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-

tips-and-advice-to-avoid-becoming-fraud-victim

https://www.europol.europa.eu/sites/default/files/documents/report_on_phishing_-

a_law_enforcement_perspective.pdf

https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-quides/e-commerce-

tips-and-advice-to-avoid-becoming-fraud-victim

https://www.politica.gr/politica-89-8/g-papaprodromou-diarkis-epikairopoiisi-tis-atzentas-kubernoasfaleias-

na-axiopoiithoun-oi-neoi-epistimones/

https://www.facebook.com/hellenicpolice/posts/pfbid02btGBuuzZe7nx7HTnSsWT8fNtZHfnpudYAoqK74be

G9Ys8rBwFFn7DgPfxkFogcHudl
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AAicuon Aedopevwy -Smishing

Smishing (a combination of the words SMS
and Phishing) is the attempt by fraudsters
to acquire personal, financial or security
information by text message.

Tpé"§<° Agv, 10/5/21

~ eAéy€Te eyKkaipwg TO
pAvNHa acpaleiag-

15:49

HOW DOES IT WORK?

The text message will typically ask you to click on a link or call a phone
number in order to ‘verify’, ‘update’ or ‘reactivate’ your account. But...the
link leads to a bogus website and the phone number leads to a fraudster
pretending to be the legitimate company.

ouvdeopuog (link)

2 EURCPOL o B
| European Cybercrime HOUV b eroscaims
EC3 | &% I

Mnyég:
1. https://www.europol.europa.eu/sites/default/files/documents/3_phishing_vishing_sms.pdf
2. https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/symvoules-gia-asfali-prosvasi-sto-diadiktyo/



https://www.europol.europa.eu/sites/default/files/documents/3_phishing_vishing_sms.pdf
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MNMnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA 2025.pdf p. 17
https://encyclopedia.kaspersky.com/glossary/trojan-droppers/
https://www.nist.gov/image/nist-cybersecurity-framework-20-draft

https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity Incident_and_Vulnerability Response Playbooks 508C.pdf p. 12
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Ti €ival To Phishing kai TTw¢ 6a 10 ATTOPUYOUE;

* Agev OivoulE TTOTE TO OVOUO XPAROTHN KOl TOUG KWOIKOUG
mTPooRaong atrd Aoyapliaopoug (1oarredikoug KATT)

* Aev akoAouBouUpue cuvOECHOUG KOl OEV OVOIYOUME
OUVNMMEVA apXEia a1Td AYVWOTOUG ATTOOTOAEIC MNVUHATWY
(nAEKTPOVIKOU TaXUdOPOUEIOU, SMS)

* XpnoipotroloUue ao@AAECTEPOUS KWOIKOUG (OUVOUQOOC
VoaUUATWV, apiBuwyv, ouuBoAwv)

* ATTO@EUYOUHE TOV i010 KWOIKO YIa KABE Aoyaplaouo Hag

* ANAGCoupe TOV KWOIKO O€ TAKTA XPOVIKA dlaoTrNaTa

« Agv divoupe TOV apIBUO KIVNTOU TNHAEPWVOU UOC OTA PJECO
KOIVWVIKAG OIKTUWONG

* ETTIOKETTTONOOTE ACPAAEIG OIKTUOKOUG TOTTOUG OPYAVIOHWYV

Mnyn:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




Ti ivail To Phishing ka1 TTw¢ 6a 10 atroUyYOUUE;

* [Ipocéyoupe YIad CUVTAKTIKA KOl opBoypa@ikd Aadn ota pnvupaTta Pog
* O1 OUOKEUEG NAG va OIOBETOUV ETTIKAIPOTTOINMEVO AOYICHIKO

* [lopakoAouBoupe guyxva TNV Kivnon Tou AOyapIaoHOoU Uag

* [lopakoAouBoupe TNV AEITOUPYia TOU KIVvNTOU PaGC

* AVO@EPOUUE OTTWOONTIOTE OTTOIAONTIOTE ATTOTTEIPA ATTATNG

* ['vwpiloupe TNV dl1adIKaCia Ap@ICBATNONS CUVAAAAYRG TTOU AKOAOUOEI
N TPpATeda Jag aAAG Kal Ta OIKAIWMATA MAG WG KATAVOAWTEC-

(TTPOCOXN TO TTPWTO EIKOCITETPAWPO)

e 2ulnTOUME TO BEPQ PE TO Aueoo TTePIBAAAOV pag kal avalnTtouue Bondeia
(H o1wTtrn fonba kai evlappuvel TOUC ATTATEWVES TOU KUBELVOXWOOU)

* ETTIOKETTTONOOTE TOV ETTIONMO OIKTUAKO TOTTO TWV POPEWV KAl
OPYQVIOUWV

newsbeast
,

Mnyn:
https://www.newsbeast.gr/apopseis/arthro/7933191/ti-einai-to-phising-kai-pos-tha-to-apofygoume-chrisimes-odigies




Ta TTaidIad TTPOTEPAIOTNTA TWV KOIVWVIWV

Janus
Korczak
6/8/1942

6 2uvtayua 1975/1986/2001/2008/2019 apBpo 21 \

d The United Nations Convention on the Rights of the Child
(UNCRC) 20/11/1989

d E2AA apBpo 14

A Xaptng OepeAiwdwyv AikaiwpdTtwy apbpo 13, 14, 34

d N. 2101/1992 OEK A 192 Kupwon 1n¢ AieBvouc 2uuaong

via Ta Aikaiwuarta Tou [aidiou
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https://www.unicef.org/greece/%CF%83%CF%8D%CE%BC%CE%B2%CE%B1%CF%83%CE%B7-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CF%8E%CE%BC%CE%B1%CF%84%CE%B1-%CF%80%CE%B1%CE%B9%CE%B4%CE%B9%CE%BF%CF%8D
https://www.die-tagespost.de/kultur/janusz-korczak-ging-mit-seinen-schuetzlingen-in-den-tod-art-230984#group

[Taid1ad BupaTa KuRBepvoeyKANUATWY

Connected baby
monitor

1|n3

internet

users is a child
How is the EU protecting them?

#DigitalEU #ChildrensDay

n nyég . International Edition
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-
carers
https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strateqgy-
better-internet-kids-bik
https://op.europa.eu/el/publication-detail/~/publication/ddf757¢c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-quide-to-
encryption/?fbclid=IwAR2Si0OsZPE_UezZcqykzkCdmolD9 0vZ0S3j13i0PKzWDUeMW1UFvEzwvvg#parents

https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on- THREATS AND TRENDS
child-sexual-abuse CHILD SEXUAL EXPLOITATION AND ABUSE
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COVID-19 IMPACT

& eSafetyCo n cotmortonitn__ esafety.gov.au
______ @ esafetyCommissioner = EURTPOL europoleuropaau
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https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-highlights-impact-of-COVID-19-on-child-sexual-abuse
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
https://www.europol.europa.eu/publications-documents/covid-19-global-online-safety-advice-for-parents-and-carers
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https://digital-strategy.ec.europa.eu/en/library/digital-decade-children-and-youth-new-european-strategy-better-internet-kids-bik
https://op.europa.eu/el/publication-detail/-/publication/ddf757c8-53ea-11ec-91ac-01aa75ed71a1
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://www.globalencryption.org/parents-guide-to-encryption/?fbclid=IwAR2SiOsZPE_UezZcqykzkCdmolD9_0vZOS3j13i0PKzWDUeMW1UFvEzwvvg#parents
https://pixabay.com/photos/students-computer-young-boy-99506/

@ STOPCHILDABUSE

KauTtravia tn¢ Europol — Say No

: 2 : Has this
Online child sexual coercion happened to you? We can help you.
and extortion is a crime SAY NOI You are not alone.

Launched on 19 June 2017

Mnyég
https://eucpn.org/sites/default/files/document/files/3.Say%20No.pdf
https://www.youtube.com/playlist?list=PL34rDtSSoVg8XYUUVRWCNqCdRftckqzTi
https://www.kodiko.gr/nomologia/document pdf/530229
https://www.europol.europa.eu/stopchildabuse
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https://eucpn.org/sites/default/files/document/files/3.Say%20No.pdf
https://www.youtube.com/playlist?list=PL34rDtSSoVq8XYUUvRWCNqCdRftckqzTi
https://www.kodiko.gr/nomologia/document_pdf/530229
https://www.europol.europa.eu/stopchildabuse

INFORMATION DISORDER

HARMFUL

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks
Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Cutting-edge Fabricated Content
technologies

Jor peore Code of Practice on Disinformation

Transparency Centre Q

#DigitalEU

Mnyég
https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21 TYPES OF INFORMATION DISORDER
https://www.hybridcoe.fi/wp- FALSENESS  INTENT TO HARM
content/uploads/2021/06/20210622 Hybrid CoE_Paper 7 Geopolitics_and_strategies in_cyberspace WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf p. p1, 98
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-united-
states/?fbclid=IwWAR3L6VNUXXxnQ7n5RGhecgHtUIMTYKGupGXm-XyhweVPsJ55rXptiPAOLbM

8.  https:/lwww.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
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https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://www.hybridcoe.fi/wp-content/uploads/2021/06/20210622_Hybrid_CoE_Paper_7_Geopolitics_and_strategies_in_cyberspace_WEB.pdf
https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.facebook.com/innovationpolicy/posts/pfbid0Gefk7gEXbFaSP4TaCAJ75nYNfcuBXYQccmBSHFAxQnC3zziBZRrLSxELAMUyekRul

EkoTpateieC TTapaTTANPOPOPNONG

Roayien 1, fsccats
ERGING CR" gihph s 2 EURTPOL

Additionally, these networks are instrumental for T =
propaganda campaigns aimed at spreading disinformation e .
and influencing political systems. These campaigns often
iInvolve fake social media accounts, coordinated troll
operations, and manipulated news content, which serve

dl 10 U
the strategic interests of hybrid threat actors by weakening A G
opponents from within. eric
, (
U C =6

AnpooiebOnke 20/03/2025 W ““‘:"['ﬁ(\\:

. [ )
Mnyeg:
1. https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-
crime
2.  https://www.consilium.europa.eu/en/policies/hybrid-threats/ 2025 '. : ;

3. https://www.hybridcoe.fi/nhybrid-threats/
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https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/EUR_GCIv2_report.pdf
https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
https://www.europol.europa.eu/publication-events/main-reports/changing-dna-of-serious-and-organised-crime
https://www.consilium.europa.eu/en/policies/hybrid-threats/
https://www.hybridcoe.fi/hybrid-threats/

Fake news & KOAEG TTPAKTIKEC AVTIMETWTTIONG

INFORMATION DISORDER

HARMFUL

Mis-Information Dis-Information Mal-Information

False Connection False Context Leaks

Code of Practice on Disinformation

Misleading Content Imposter Content Harassment
Manipulated Content Hate speech
Fabricated Content

Transparency Centre Q

#DigitalEU

=

Mnyég

https://rm.coe.int/information-disorder-report-version-august-2018/16808c9c77 p. 5, 6, 17, 21
https://www.hybridcoe.fi/wp-

content/uploads/2021/06/20210622 Hybrid CoE Paper 7 Geopolitics and_strategies in_cybe
rspace WEB.pdf

https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030 Horizon-Scanning-and-
Analysis.pdf p. p1, 98

https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://itif.org/publications/2022/10/11/how-to-address-political-speech-on-social-media-in-the-
united-states/?fbclid=IwAR3L6VNUXxnQ7n5RGhecgHtuIMTYKGupGXm-
XyhweVPsJ55rXptiPAOLbM
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/photo?fhid=1069070901915601&set=a.577863084369721
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BEFORE YOU SHARE, THINK:

® WHO made it?
® WHAT is the source?

@ WHERE did it come from?

® WHY are you sharing this?

@ WHEN was it published?
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https://ccdcoe.org/uploads/2020/12/Cyber-Threats-and-NATO-2030_Horizon-Scanning-and-Analysis.pdf
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https://digital-strategy.ec.europa.eu/el/policies/europes-digital-decade
https://www.un.org/en/hate-speech/understanding-hate-speech/what-is-hate-speech
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.facebook.com/photo?fbid=1069070901915601&set=a.577863084369721

Exkpofiouoc otov KuBepvoxwpo

(Cyber-Bullying)

Exk@oBIouog, HEOW TNG XPNONGS

WNQPIOKWYV TEXVOAOYIWYV (2015, UNICEF)

@ > Next > Tech News

Naked deepfake i ft irl z A 4 Z
shook Spanish town: Burtis itan Al orime? AIaBIKTUOKN ETTIBETIKA OUNTTEPIPOPA (Léow

‘ UNVUUATWYVY, KANOEWYV, avapTnoswy, dlauolpacou
emBAaBoUc Tepiexouévou, KATT)
atrdé Tov 6UTN TTPOC TO BUA

[MpokANon BAGRNG, ETTAVOANTITIKOTNTA, AVAVTIOTOIXiO
duvapng BUTN-BuuaTog

ﬂnysg.
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.gov.gr/sdg/healthcare/national-emergency-numbers/general/116111/
https://www.stopbullying.gov/cyberbullying/what-is-it
https://ec.europa.eu/commission/presscorner/detail/en/QANDA 22 2826
https://www.reuters.com/world/europe/spain-readies-age-checking-tech-protect-children-adult-online-content-2023-12-14/
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime
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https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.gov.gr/sdg/healthcare/national-emergency-numbers/general/116111/
https://www.stopbullying.gov/cyberbullying/what-is-it
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_22_2826
https://www.reuters.com/world/europe/spain-readies-age-checking-tech-protect-children-adult-online-content-2023-12-14/
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.euronews.com/next/2023/09/24/spanish-teens-received-deepfake-ai-nudes-of-themselves-but-is-it-a-crime

Nea INAateoppa Parco - Kids Wallet app

parental
control

ApPXLKNA AuvaTtoTnTEQ 0bnyiecg yla ouokeueg Android 06nylec yla ouokeuég i0S 2ux

VEG EpWTNOELG

Ag TTApOUpE TOV

Twpa, EXETE TOV EAEYXO! EAeyyo oTa XEpia

AnuLOUPYNOTE EVa OOPAAEC pac!
WNOLOKO TTEPLRAAAOV. :

£ Download on the ST TON
@& AppStore | P> Google Play

MNMnyég:

1. https://parco.gov.gr/

2. https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmoaqis-gia-tin-prostasia-ton-anilikon/
3. https://kidswallet.gov.gr/



https://parco.gov.gr/
https://www.minocp.gov.gr/2024/11/12/12-11-2024-safe-youth-i-episimi-parousiasi-tis-neas-ilektronikis-efarmogis-gia-tin-prostasia-ton-anilikon/
https://parco.gov.gr/
https://kidswallet.gov.gr/index.html
https://kidswallet.gov.gr/index.html#instructions

Onllne Gaming — AIaOIKTUOKO I'Iou)(V|6|

iveTal BeTIKA €ival TTal

OeTIKA
« Alaok€daon — yuxaywyia
* AnuioupyikoTNTA
* AvaTtrTugn AgCIoTnTWYV Kal
2TPATNYIKNG

ApvnTika
« 'EKBe0n TTPOOWTTIKWYV OEDONEVWV
« Ek@ofiouog oto AladikTuo
» [lpooPaon o€ akaTtAAANAO TTEPIEXOUEVO
* AVETIOUUNTEC ETTAPES
« EvBdappuvon yia Tuxepa traixvidia
* [loAUG xpovog aTnv 086vn - €BiI0u6C

Mnyeg
1. https://www.gamingcommission.gov.gr/index.php/ypeythino-paixnidi/prolipsi-kai-katapolemisi-toy-ethismoy
2. https://www.esafety.gov.au/sites/default/files/2022-01/eSafety%20parent%20guide%20to%200nline%20gaming.pdf
3. https://www.who.int/news-room/questions-and-answers/item/addictive-behaviours-gaming-disorder



https://pixahive.com/photo/online-gaming-playing-in-a-mobile/
https://www.gamingcommission.gov.gr/index.php/ypeythino-paixnidi/prolipsi-kai-katapolemisi-toy-ethismoy
https://www.esafety.gov.au/sites/default/files/2022-01/eSafety%20parent%20guide%20to%20online%20gaming.pdf

EXEI>
OQONH
EIMA>TE

AINAA Z0OY

#exeisfoni

KAAEZE nh IZTEIAE

SMS ZTO 100
www.yptp.gr
www.hellenicpolice.gr

EvnuEpwaon YOVEWV PE XPNOIPEC 0ONYIEC

EAAHNIKH AHMOKPATIA
Ynoupyeio Npootaoiag tou MoAitn

@

Odryies npog Tovs roflites yla Tnv rgoscasia
avnliuwy oto diadiuzvo

v’ Zulntdpe yia tn
S1adiktuokn Zwn KaiL ta

O V' Aivoupe 1o owoto e
napddetypa pe tn Sikh pag \ svBlagpépovta Tou natslol
P 6w KAVOURE Kal y1a TV

‘.‘ SlabIkTuaKn oupnepipopd.

NPOYPOTIKA.
v’ Edéyxoupe padi ug
gﬁiﬁgﬁ::::spmou EcL o . v Kdvoupe pia avagkénnon tng

Aiotag twv @idwv tou natbol
0710 PECA KOWWVIKNAG

@
' Biktiwong, ota Sabiktuakd
v nawvisla kat g epappoyés.

Aoyaplacpwv tou (8inAdg

£neyxog tautétntag / two
step verification,
OUVBETOG KWBIKOG

np6oBaong)

v" ZupBoudeloupe To
natdi va anogelyeL 1o

v/ Zuintdpe pe 1o nawbid yia toug

KvbUvoug tng ékBeang Twv
npocwnikwv SeSopévwv Kat évog:!'.l a ono:Pukﬁ s
— PWTOYPAPLLV (GOEPVWV Kal Pn) guvbEaou Qink)
oto b1abiktuo. Sl
npoeAgUoEwe.
v Av avtiAngBoUps onoLodnnote
v EykaBlotoUpe eqappoyn . np6BAnpa napapévoups

YyovikoU eéyxou, nou pnopei va WUXPAIPoL, GKOUE AN TV
BonBroeL ta nawbid va @, 1otopia xwpig va SlaKOYOUpE To

nAonynBouv pe aopanela oto
5106iKTUO Kal Toug Yoveig va

naisi, Siapuidoooups ta énota
anoSeIKTIKG oTowxeia

£AEYEOUV TO NEPIEXOPEVO TWV (screenshot pwrtoypagiwv
10T00£AISWY Nou ENOKENTOVTAL. Jpnvupdtwv), avapépoups o
NEPLOTATIKG OTIG ApXEG KaL

Zntdpe Tn BoNBELD TWV EISIKWV.

EvnpepwBeite yia B£pata aopadols ndonynong oto Siadiktuo kal SlaBdote neploodtepeg
oupBouAég yia yoveig kat véoug oto www.cyberkid.gov.gr. Ze nepintwon avaykng i onolaodninote
nopaBatikig oUPNEPLPOPAG Péow BLOBIKTUOY, ENKOWWVATTE PE T AleUBuvon Aiwgng HAeKTpoviko
EykAnpatog oto 11188 f gtédvoviag email oto ccu@cybercrimeunit.gov.gr

https://www.astynomia.qgr/odigos-tou-

politi/chrisimes-symvoules/symvoules-

gia-asfali-prosvasi-sto-diadiktyo/



https://www.astynomia.gr/odigos-tou-politi/chrisimes-symvoules/symvoules-gia-asfali-prosvasi-sto-diadiktyo/

| MpooTaoia avnAKwY KATAVAAWTWV | wewssssthes

protect minors

O1 TTpounBeuTEC Bev dlaBETouV 0TV Ayopd TTPOIOGVTA, TA OTTOIa AOYW
TNG MOPPNG, EIKOVAC Kal XpNong, Yia TNV oTroia TrpoopidovTal 1)
TOU TPOTTOU dIA0ECNC KAl TTPOBOANC TOUC:

a) evEXouv KIVOUVOUC VIO TV OPOAR WUXIKA, TIVEUUOTIKN | NOIKA aVvATTITUEN TWV AVAAIKWY KOTAVOAWTWY,

B) ekBETOUV TOUG AVAAIKOUG KATAVOAWTEC O€ Kivouvo oe€oUaAIKAG BupaTotroinong N EKUETAAAEUONG.

O1 TTpopnBeuTEC Bev TTPOBAAAOUV TTPOIOVTA TTOU aTTEUBUVOVTAl O€ AVAAIKOUG KATAVAAWTEC,
UE TPOTTO TTOU OTPeRAWVEl TNV €IKOVA TNG TAIBIKAS NnAIKiag, 10iW¢ MECW TNG XPRONS TTPOoWONTIKWYV
EVEPYEIWV TTOU TTEPIEXOUV UNVUMOATO JE OEEOUAAIKO TTEPIEXOMEVO 1) OECOUAAIKA UTTOVOOUUEVA.

ApbBpo 7a N 2251/1994 émtwg TpotroTroindnke pe dpBpo 21 N. 5019/2023, N. 5099/2024

MNnvyég:

1. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%ADY%CF%81%CF%89%CF%83%CE%B7-
%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AE%CE%BBY%CE%B9%CE%BAY%CEY%BF%CF%82-
%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/

2. https://mitos.gov.gr/index.php/%CE%94%CE%94:%CE%9A%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1_/ %CE%91%CE%BD%CE%B1%CF%86%CE%BF%
CF%81%CE%AC_%CF%83%CF%84%CE%B7%CE%BD_%CE%95%CF%80%CE%B9%CF%84%CF%81%CE%BF%CF%80%CE%AE_%CE%A0%CF%81%CE%BF%CF%83%CF%84%CE%B1%CF
%83%CE%AF%CE%B1%CF%82_%CE%91%CE%BD%CE%B7%CE%BB%CE%AF%CE%BA%CF%89%CE%BD

3. https://digital-strategy.ec.europa.eu/en/library/commission-seeks-feedback-guidelines-protection-minors-online-under-digital-services-act



https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.facebook.com/photo/?fbid=1110959614404311&set=a.295498422617105

MpoidvTa TTou TTapaBiddouv TIC atTayopeloelC BewpolvTal IBiWG Ta TTPOIGVTA TTOU AUEDA I EUUETOQ:

a) TTPOKAAOUV YO0 1] avac@AAEIa OTOUG AVIAIKOUG,

B) TTapoTpUVOUV O€E TTAPAVOMN I ETTIBETIKA CUUTTEPIPOPA 1) Xprion PBiag,

Y) TTAPOTPUVOUV OE CUMTTEPIPOPES KATACTPOPNG TOU TTEPIBAAAOVTOC,

0) TTapOTPUVOUV O CUHTTEPIPOPEG KAKOTTOINONG (WwV,

€) KaAAIEpyoUV dilakpioeig AOyw QUANG, @UAoU, Bpnokeiag, 1I8ayEveiag, avaTtrnpiag ) 0€COUAAIKOU TTPOCAVATOAICUOU,

OT) €y€ipouv, AUECA 1 EUUECA, TTPOWPA, TOV EPWTIOHO MEOW AEKTIKWY N EIKOVIKWY AVOTIAPACTACEWV UE OEEOUAAIKA pnVUMATO
TToU dev oUVADOUV HE TNV EIKOVA TNG TTAISIKAG NAIKIOG KAl TA IDIAITEPA XAPAKTNPIOTIKA QUTHC,

() avaTtTapAyouVv oTEPEOTUTTA TTOU Biyouv TNV 1I00TNTA TWV dUO QUAWV,

n) TTAPOTPUVOUV O€ TTPAEEIG TTOU OEV CUVADOUV HE EUPEWG KABIEPWHEVA NBIKA TTPOTUTTA Kal OSiEG,

0) TTapoTpUVOUV TOUC AVAAIKOUG OTN CUMHMETOXN O& TUXEPA Traiyvia I} TIPOCOMNOIWVOUV TUXEPA TTaiyvIa dNUIOUPYWVTAC KivOuvo
€6iopou,

1) TTAPOTPUVOUV Ot XPROT VOPKWTIKWY OUCIWYV,

10) JTTOPEI va EKBETOUV TOUC AVAAIKOUG O€ KivOuvo 0€SOUAAIKNG BupaToTtroinong r eEKMETAAAEUONG.

ApBpo 7a N 2251/1994 omrwg TpoTtrotroindnke ue apbpo 21 N. 5019/2023, N. 5099/2024

IINyeg:

1. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%ADY%CF%81%CF%89%CF%83%CE%B7-
%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AE%CE%BB%CE%B9%CE%BA%CE%BF
%CF%82-%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/

2. https://mitos.gov.gr/index.php/%CE%94%CE%94:%CE%9A%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1_/ %CE%91%CE%BD%CE%B
1%CF%86%CE%BF%CF%81%CE%AC_%CF%83%CF%84%CE%B7%CE%BD_%CE%95%CF%80%CE%B9%CF%84%CF%81%CE%BF%CF%80%CE%AE_%CE%A0%CF%81
%CE%BF%CF%83%CF%84%CE%B1%CF%83%CE%AF%CE%B1%CF%82_%CE%91%CE%BD%CE%B7%CE%BB%CE%AF%CE%BA%CF%89%CE%BD

3. https://digital-strategy.ec.europa.eu/en/library/commission-seeks-feedback-guidelines-protection-minors-online-under-digital-services-act

¥ \



https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://www.kodiko.gr/nomothesia/document/217614/nomos-2251-1994%20άρθρο%207α%20Ν%202251/1994
https://unsplash.com/photos/UH-xs-FizTk

Opia kai
TEPIBWpPIa

Avoid eye strain and headaches
Follow the 20-20-20 rule

After 20 Look at an For at least
minutes object 20 feet 20 seconds
spent using (6m) away

a screen

@

+

PAIRS
EPass
UVENATES

UR BODY

‘ a & “I“I”"z:g
R

@ World Health
Organization

AIlyoTEPN 060VN
& TTEPICOOTEPN KivnNon

Increasing
physical activity can prevent
our children becoming obese.

Less screen time,
more play and recreation time is key.

%
I TOGETHER ¢/ World Health
‘ Nc:\ LET'S BEAT NCDs gﬁ,} Organization

wn e

Nnyég:

https://www.facebook.com/WHO/posts/1771269776251731

https://www.who.int/standards/classifications/frequently-asked-questions/gaming-disorder

https://twitter.com/WHO/status/1699044996995854779



https://www.facebook.com/WHO/posts/1771269776251731
https://www.who.int/standards/classifications/frequently-asked-questions/gaming-disorder
https://twitter.com/WHO/status/1699044996995854779
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg
https://twitter.com/WHO/status/1699044996995854779
https://www.facebook.com/photo/?fbid=851230177036374&set=a.627139002778827

TexvoAoyia kai NepiBaAAov:

OpBoAovIkn xpnon Twv dI0BECIHWY TTOPWV

/\IYOTﬁpﬂ evepyeld Recycling your cell phone
& WEPIUUéTEpﬂ recovers valuable resources,

] saves energy, and reduces
BiwaoiyotnTa greenhouse gas emissions.

Opia kai repiBwpla

www.epa.gov/recycle

NMnysg:

https://sdgs.un.org/topics/technology

https://www.epa.gov/recycle/electronics-donation-and-recyclingefbclid=IwAROk duNkMC7zuwo2EMFFL8NhEsSD3vZBbIPWNkg3806RgGazlgZUpniZ0 A
https://www.weforum.org/agenda/2023/12/areen-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449 /kyvernoasfaleia-me-perivallontiko-apotypoma/

oM



https://sdgs.un.org/topics/technology
https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAR0k_duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg38O6RgGgzlqZUpnj-Z0_A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://upload.wikimedia.org/wikipedia/commons/9/9c/People_concentrating_on_phones.jpg

TexvoAoyia kai [epiBaAiov: KukAikn Oikovouia

Redesign

|

Regenerate Reform

Regulate Respect
Restore
Revise

Revitalize

Recycling your cell phone -~ I

recovers valuable resources, —
eactivate
saves energy, and reduces <l O
greenhouse gas emissions. s
Reclaim Hptac)
Recondition The Circular Revamp
Recover
Refurbish Economy
Repair
Rezurpose
Restore Dl
Retrofit Waste Distribution Repackage
disposed Restrict
" Reconsider
Rebuilld . Refuse
Reconstruct Relinquish
Restore Renovate

Resolve
Reward

www.epa.gov/recycle

IInyeg:

https://sdgs.un.org/topics/technology

https://www.epa.gov/recycle/electronics-donation-and-recycling ?fbclid=IwAROKk _duNKkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg3806RgGqgzlgZUpnj-Z0 A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.gdrc.org/uem/waste/more-3r.html

https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/

ok whNE



https://sdgs.un.org/topics/technology
https://www.epa.gov/recycle/electronics-donation-and-recycling?fbclid=IwAR0k_duNkMC7zuwo9EMFFL8hEsD3vZBbIPwNkg38O6RgGgzlqZUpnj-Z0_A
https://www.weforum.org/agenda/2023/12/green-tech-multiplier-climate-change-goals-cop28/
https://riversafe.co.uk/resources/tech-blog/how-to-reduce-the-carbon-footprint-of-your-cybersecurity-operations/
https://www.gdrc.org/uem/waste/more-3r.html
https://www.naftemporiki.gr/techscience/1616449/kyvernoasfaleia-me-perivallontiko-apotypoma/
https://www.gdrc.org/uem/waste/more-3r.html
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Passwords. Credit Card Numbers | Sacial Security Number

[ { Jsmmeiund
00 "

Deleted Files I Text Messages

Sark Accountefo
ol ... Name and Address

Contacts ‘
e
@ e | Grent ocation

00— |00 |®

CYBER CRIME STATISTICS

| \

<I:I> \
Vi

L Jd

retina scan

MAKE YOUR
HOME A

CYBER SAFE /7o Witahae
STRONGHOLD " |

Review your apps'
permissions and
delete those you

don't use

Secure electronic
devices with
passwords, PIN or
" biometric
information

Back up your data
and run regular

software updates

Install antivirus
software on all
devices connected

[
&

to the internet

Choose strong and
different passwords
for your email and
social media
accounts

Review the privacy
2\ settings of your
/ social media
accounts

MaBaivoupe KOAUTEPO TIC CUOKEUEC UAC

ol {OIRER RIS I

www.nomoreransom.org

MNnyég:

1. https://www.enisa.europa.eu/securesme/#/cyber-tips#

2. https://www.nomoreransom.org/el/index.html

3. https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-
cyber-safe-stronghold

4, https://nonprofitcyber.org/common-guidance-on-

passwords/?fbclid=IwAR3zicRJ4rBYL2J0O35h0OgcPPxzEEPplelxlZgcXZ4vQFEWDSwrDdJwTzCe0

5. https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf

6. https://www.cisa.gov/secure-our-world/use-strong-
asswords?fbclid=IwAR3zicRJ4rBYL2J035h0OacPPxzEEPp1el x|ZacXZ4vOFEWDSwrDdJwTzCe0



https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#
https://www.nomoreransom.org/el/index.html
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://nonprofitcyber.org/common-guidance-on-passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPp1eLxIZqcXZ4vQFEWDSwrDdJwTzCe0
https://nonprofitcyber.org/common-guidance-on-passwords/?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPp1eLxIZqcXZ4vQFEWDSwrDdJwTzCe0
https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/make-your-home-cyber-safe-stronghold
https://www.pexels.com/photo/macbook-and-ipad-on-desk-207589/

[TPOKTIKEC ZUMPBOUAEC - 2UOKEUEC KAl KWOIKOI

XpNOIJOTTOIOUME AOYIOHIKO TTPOCTACIAC ATTO 10UC 0 OAEC TIC YNPIOKES HOC OUOKEUEC.
Al0TNPOUME EVNMEPWHEVO TO AOYIOUIKO TWV OUCKEUWV NAC.

EipooTe TTPOCEKTIKOI KATA TNV TTEPINYNOTN MAg oTo d1adiKTuo,

ATTOQEUYOUHE VA KAVOUUE KAIK O€ UTTOTITOUG OUVOEOOUC, avaduodueva TTapdbupa i Trapadupa
OlaAGyou.

JKEPTOMOOTE OITTAG TTPIV KAVOUUE KAIK 0€ OUVOEONUOUG ] CUVNUMEVO apXEia HEoa o€
ATTPOCOOKNTA UNVUUATA NAEKTPOVIKOU TaXUDPOMEIOU.

Opifoupue povadikoug KwodIkoUu¢ TTpdoacnc.

Anpgioupyoupe 1I0XUpoUG KWIIKOUG TTPO0RacnG.

EvepyoTtroloupe Tn AsIToupyia EAEYXOU TAUTOTNTAC TTOAAQTTAWY TTAPAYOVTWV.

MNnvyég:
1. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
2. https://lwww.cisa.gov/secure-our-world/use-strong-passwords?fbclid=IwAR3zicRJ4rBYL2JO35hOgcPPxzEEPplelxlZqcXZ4vQFEWDSwrDdJIwTzCe0



https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals

KuBepvoemBeoelc - DDOS e1mBEoeIC

Emixeipnon
Power Off
THIS WEBSITE HAS BEEN SEIZED 15-12-2022

The FBI has seized this website for operating as a DDoS-for-hire service. This
action has been taken in conjunction with Operation PowerOFF, a coordinated
international law enforcement effort to dismantle criminal DDoS-for-hire

services worldwide. DDoS attacks are illegal.

Law enforcement agencies have seized databases and other information . L. . .
relating to these services. Anyone operating or utilizing a DDoS service Me apoipn uohig 10 eupu, kaBe dTopo pe
is subject to investigation, prosecution, and other law enforcement XAHNAEG YVWOEIG UTTOPET VO £6ATTOAUOE!
action. emoOéoeigc DDOS pe 10 TATNUA £vOG

KOUUTTIOU, ByalovTag €KTOC AsIToupyiag
OAOKANPOUG I0TOTOTTOUG Kal diKTuA,
KATaKAUCOVTAG Ta YE Kivnon.

* H {nuia TTou PTTOPOUV Va TTPOKAAECOUV
oTa BUPOTA PTTOPEI va €ival ONUAVTIKA,

2 — i TTAPAAUOVTAG OIKOVOUIKA TIG ETTIXEIPNOEIG
‘ i—' : WEFOFF KOl OTEPWVTAG ATTO TOUG TTONITEG BACIKEG
UTTNPETIEG TTOU TTPOCPEPOUV OI TPATTECEG,

Ta KUBepvNTIKG 1dpUHATA KAl Ol
QOTUVOMIKEG OUVAEIG.

For more information, please visit:

https://www.fbi.gov/contact-us/field-offices/anchorage/fbi-intensify-efforts-
to-combat-illegal-ddos-attacks

Mnyn:
https://www.europol.europa.eu/media-press/newsroom/news/global-crackdown-against-ddos-services-shuts-down-
most-popular-platforms




£ OWPEAV XPNOTIKA epyaAcia,

OlOVTa TNG 01EOVOUC ouvepyaaiag

<@/> NO MORE RANSOM

ZupBoulég
ylo XPOTEG
TOU
Stadiktuou

ZuvepyCteg IyETIKG LE TO EpYO

ApxIKA Crypto é\um’,gwkcé FupPouheg Eavu?\aa# Kortayyeiites eva
oeAiba Sheriff PLITNIELS mpdinling amokpurToyRaenag eykAnua
CTTOVTNOELG ng

Anploupysite takTiKd avtiypaga ac@alsiog twv SeSopévwv mou gival

amoBnKeVPEVH OTOV UTTOAOYLOTH Ga¢, £TOL WOTE pLd pOAuvon amd

AUTPLOPILKO VOl PNV KOTOOTPEPEL T TTPOCWITIKA oag SeSopéva yia Tavta.

Elvar kahitepo va dnuloupyroste duo avtlypaga acpalsiag: va mou Sa amodnksutsl oto oivvepo (BupnBsite va
XPNOLUOTIOCETE PLa UTINPEGLA TTOU SNULoUPYEL £va AUTOATO AVTlypawo acPalelag Twv OpXEIWY OAc) Kal EVa YIO (PUTLKN
amoBrkeuon (PopnTtog okANPOE BIoKOG, PoPNTOS UTTOAOYLOTHC K.ATTL. ). ATOGUVOECTE Ta OO TOV UTTOAOYLOTH 0aG OTAV.

TENELWOETE.

Ta Windows kat n Apple 8taB£touv Toug UMTOAOYLOTES TOUG PIE EVOWPOTWHEVES AElTOUPYLEC Snuoupylag aviypawwy
acgwaheiag oTo cloud, OTIWE TO KAVOVLKO avTiypapo acpoheiog Twy Windows 1y to Apple Time Machine. Ta avtiypoapa

acwaheiag Ba oag Bonbricouy eniong av Slaypaete Kata AABOg £va Kpiowo apxelo f av cupBel oTBATOTE WE To OKANPO
oag dlako.

www.nomoreransom.org

MNnyég:
m ﬂmmn 1. https://www.enisa.europa.eu/securesme/#/cyber-tips#

2. https://www.nomoreransom.org/el/index.html

\ \


https://www.nomoreransom.org/el/index.html
https://www.enisa.europa.eu/securesme/#/cyber-tips#

NapkwTikd otov KuBepvoxwpo

To auyxpovo opyavwuevo EykAnua «aélotroiei» Tov KuBEpVoxwpo, ONUIoUPYWVTAC Uid

ITANPN utTodoun yia TN OIAKivNOnN TWV VAPKWTIKWVY KAl VEWV WUxodpaOoTIKWYV OUTIWV

[Mapaywyn

v Xpnon loxupng kputrroypagnong I\/IETO((pO pé(
TTOU KaBI10TA BUOKOAO ToV eVTOTTIONO Twv OCGS.
v EKTeTapévn xpRon Twy social media yia Alavikn didBgon
1I0iwg 0€ vEa avnAika TTaidia.
v Autopartotroinon péow TnG TN kail Twyv bots .
YO £TTIKOIVWVIEC, TIPOBAEWN KIVOUVOU, £EUTTVI OTTOGTOAN :E'IT)\UIJCX
OEUATWYV K.ATT.

\




MeTaTtoTtrion TNG TTAPAVOUNG AYyOoPAC OTO WNPIOKO TrePIBAAAOV

European Drug Report

CLEARNET

The publicly-accessible
Internet that is easily
accessed with a normal
Internet connection and
a browser.

2025 éxozm‘zle:a ofcont:r\:;;u o
Clearnet marketplaces ot xsbuck, )
Trends and developments S

Online

4 \
platforms 9 - e

Social media

m marketplaces

Darknet marketplaces

DEEP WEB

The publicly-accessible
Internet that is unknown

Messenger services

to search engines, such as
encrypted or unindexed
websites, private databases,
and other unlinked content.
Examples of content:
Academic databases,
medical records,

financial records, legal
documentation, government

information, library access,
bank accounts.

E\ = EURTPOL

DARKWEB

A collection of websites that exist

on darknets. These are not directly
accessible from the Cleamet and often
require special software to access
such websites. Websites use hidden IP

EU Drug Markets
Analysis | 2024

Key insights for policy and practice

addresses which are hosted on securely
encrypted networks for increased
anonymity.

Examples of content: Tor encrypted
websites, whistleblowing platforms, ultra-
secure email services, darknet markets.

MNnyég:
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrateqy-en/
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf p.14-15
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https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://vvv.vev.site/unodc-syntheticdrugstrategy-en/
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/onlinesalesplatforms.html
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf

YTrovOopEUon Twv avBpwITIVWV KOIVWVIWY ATTO TO OPYOVWHEVO EYKANMA

XpAon TnG TEXVOAoYiag yia coBapEC EYKANPATIKEC OPATTNPIOTNTEC

(=)-(®) -

Cybercrime

" jopioidstrategy
#SyntheticDrugs

Person A opens their A block representing that The transaction is The network of nodes
crypto wallet and request transaction is created broadcast to the P2P validates the transaction
a transaction network consisting of

computers, known as nodes

._._ e

Z EURTPOL

Transaction is complete The updated ledger is The transactions (block) is The nodes receive a reward
and Person B received distributed across the P2P combined with other for Proof of Work, typically
the money in their network transaction to create a new in cryptocurrency

crypto wallet block of data for the ledger

The
changing -
DNA of Mnyég:
serious https://www.unodc.org/centralasia/en/news/unodc-explains-the-combined-use-of-unmanned-aerial-vehicles-and-ground-surveillance-systems.html
https://www.reuters.com/article/crime-europol/technology-is-now-at-root-of-almost-all-serious-crime-europol-idUSL2N1GM27Z/

and : : ; : ;
ortarnised https://www.theguardian.com/world/2019/jan/28/spanish-drug-smugglers-who-used-drones-to-spy-on-police-are-arrested

9 https://www.emcdda.europa.eu/publications/european-drug-report/2023 en
crime https://Ifpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf p.14-15
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https://www.emcdda.europa.eu/publications/european-drug-report/2023_en
https://lfpress.com/news/local-news/plot-to-fly-drugs-into-emdc-by-drone-foiled-two-charged-opp-say
https://english.elpais.com/spain/2021-07-15/spanish-police-seize-large-drone-used-to-carry-drugs-from-morocco.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.euda.europa.eu/publications/european-drug-report/2025_en#pdf
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/onlinetrafficking/payment/index.html
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf

TepAOTIO XPNUATIKA TTOOA YUPW OTTO TA VOPKWTIKA

INWARD AND OUTWARD ILLICIT FINANCIAL FLOWS RELATED
TO DRUG-TRAFFICKING FOR COUNTRIES WHERE DATA ARE AVAILABLE

Cybercrime AVERAGE ANNUAL AVERAGE ANNUAL
COUNTRY INWARD ILLICIT OUTWARD ILLICIT
FINANCIAL FLOWS ($) | FINANCIAL FLOWS ($)
Colombia - o ts
(2015-2019) Cocaine 1.2-2.6 billion 227 million
Mexico Cocaine 4.5 billion
Methamphetamine 2.8 billion
(2015-2018) Sierain 4.8 billion 337.5 million
Peru (2015-2017) Cocaine 1.5 billion
Afghanistan : i
(2018-2021) Opiates 1.3-2.2 billion
Heroin “Yaba" 61.9 million
Bangladesh (methamphetamine) 140.3 million
) (2017-2021) Phensedyl (cough syrup) 215.4 million
Mnyn Buprenorphine 63.1 million
https://www.unodc.org/documents/data-and- TP T e
: P aldives eroin .25 million
analysis/WDR_2025/WDR25 Bl Key findings.pdf (2020-2021) Earnalic S
Nepal . .
(2019-2021) Heroin 4.6 million
lyaniar Opiates 0.5-1.3 billion

(2018-2022)


https://www.unodc.org/documents/data-and-analysis/WDR_2025/WDR25_B1_Key_findings.pdf
https://www.unodc.org/documents/data-and-analysis/WDR_2025/WDR25_B1_Key_findings.pdf

Kivouvol Kal aTTeIAEC OXI HOVO aTTO TA (PAPMOKA

THE MEDICRIME CONVENTION

IN TOQUESTIONS AND ANSWERS

FIGURE 1
The Coundl of Europe Comsention
on the CounterTeiting of Medical Preducts and EU drugmartets sccsystem
Sim#ar Crames ireobving Theeats so Public Health

€12.1bn
Cannabis 39 %

EU Drug Markets N o
Analysis | 2024 ) 3

MDMA 2%
€1.6bn
Key insights for policy and practice

€5.2 bn /
€11.6 bn
coﬂine 37%

Enhance monitoring and analysis of the use
of online platforms to trade and distribute i i ,
drugs. Particular attention should be paid to EE 2021, eAdxiotn Aiavikn agia
developments on the surface web and social 31dic €

media platforms, especially in relation to their use
by young people.

MNnyég:

https://lawandorder.gr/diathesi-farmakon-ston-kyvernochoro-to-thesmiko-plaisio-pote-arga/

https://newpost.qgr/ellada/5dff4032e21f618439dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations

https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice p. 10
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https://lawandorder.gr/diathesi-farmakon-ston-kyvernochoro-to-thesmiko-plaisio-pote-arga/
https://newpost.gr/ellada/5dff4032e21f618439dae68b/e-farmak-i-a-sto-diadiktyo-athorakisti-i-hora-sti-mastiga-ton-epikindynon-skeyasmaton
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.coe.int/en/web/medicrime/publications
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice

EmypauuikeEc ammarec — Online Frauds

Finance worker pays out $25 million after video Néa Odnyia

call with deepfake ‘chief financial officer’ 2020/1828/EE

W QVTITTIPOCOWTTEUTIKEG AYWYEG YIa TNV = EURSPOL
OXse TTPOCTACIA TWV CUAAOYIKWV

Buying on the dark web?

OUM@EPOVTWYV TWV KATAVOAWTWY Kal

TNV Katapynon 1ng Odnyiag
2009/22/EC

N. 5019/2023 ®EK A
Evowpatwbnke oTo
EOWTEPIKO dikaIO
Atrolnuiwon Buudatwy
KUBEPVOATTATNG UTTO
TTPOUTTOBECEIC

lNnyég:
https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_- pcf prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://lwww.weforum.org/stories/2025/02/deepfake-ai-cybercrime-arup/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html
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https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf
https://twitter.com/Europol/status/1084832758801883136/photo/1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32020L1828
https://eur-lex.europa.eu/EN/legal-content/summary/injunctions-protecting-the-collective-interests-of-consumers-until-2023.html
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web
https://www.europol.europa.eu/media-press/newsroom/news/global-law-enforcement-action-against-vendors-and-buyers-dark-web

ATTaTEC TOU EVOlaueoou —
MITM (Man in the Middle

CEO/BUSINESS EMAIL COMPROMISE (BEC) FRAUD
& Original connection

A fraudster calls or : LY .
e . NS
high ranking figure :
within the company paymemEs i banks < . Q
(e.g. CEO or CFO). outside Europe.
o
User Web application
e 4 = The employee
ey have goo transfers funds to an
@ knowledg_e apout H OW D 0 E S account controlled
the organisation. lT WOR K7 by the fraudster.
WM, . .
R . Man in the middle
They require an 2 = - New connection
urgent payment. Instructions on how

to proceed may be C
given later, by a third )

person or via email

requested not to

/ fllow the regulr 2. https://www.europol.europa.eu/sites/default/files/documents/ioc

They use language such as: procedures. ta 2019. [2df P 41

Sl 3.  https://www.youtube.com/watch?v=PehWRZ2816M

currently unavailable’.

They r_efer 1o a sensitive 2 gms
situation (e.gvtzrl‘x c<;mro|, I-I n Ysg .
merger, acquisition). . . . . .
© = ‘ & \ The employee is 1.  https://www.ibm.com/think/topics/man-in-the-middle



https://www.ibm.com/think/topics/man-in-the-middle
https://www.astynomia.gr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf
https://www.europol.europa.eu/sites/default/files/documents/iocta_2019.pdf

8th GlbbaléConference
on Crimihal Finances

Kputrtoxpnua & ‘EykAnua

and Cryptocurrencies

11-12 SEPTEMBER 2024
UNODC, VIENNA

. BASEL INSTITUTE ON

GOVERNANCE

c;ryptorcnk Coins Fundraising IDO/ICO Exchanges Token Unlocks Products 88 i} Watchlist 53 Portfolio @ Q Search for Coins, Contracts, IDO/IE...

Main >

All Cryptocurrencies

Understand

Overview  AllCoins  Performance  ATH Gainers  Losers  IDO/ICOROI  All Categories Ecosystems

Q Filter coins... 89 Lavout = FILTERS & PRESETS Download Data b

Regulate

# o~ Name Price Chg (24H) Market Cap Volume (24H) Circ. Supply Price Graph (7D)

Bitcoin e L2
BTC $69,515 -0.82% $1.38T $13.06B BTC 19.78M e -

Ethereum et

-0.42% $302.94B ETH 120.41M LA
Y ETH y
A M@
A =

A

Tether
@ . ] $120.52B $27.59B USDT 120.57B —
usDT [

MNMnyég:
https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=q7jFA5v6zgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strateqic-approach-to-ensure-security
https://cryptorank.io/all-coins-list
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https://syntheticdrugs.unodc.org/syntheticdrugs/en/cybercrime/detectandrespond/investigation/cryptocurrency.html
https://www.youtube.com/watch?v=g7jFA5v6zgY
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://www.europol.europa.eu/media-press/newsroom/news/cryptocurrencies-and-financial-crime-strategic-approach-to-ensure-security
https://cryptorank.io/all-coins-list

HOW DO CRIMINALS TARGET PEOPLE & HOW DOES THE CON START

ETrevOouTiKEC aTTaTEC — INnvestment Frauds
H KaAuTepNn €TEVOUCN Eival N EVNUEPWON

» EipaoTe emI@QUAAKTIKOI OTaV BAETTOUME DIOPNUIOEIC ETTEVOUTIKWY TTPOYPAMMATWY
07O JIadIKTUO TTOU UTTOOXOVTAI UPNAEC aTTOOOOEIC, AKOMA Kal OTav gu@avidovTal va
OUMMETEXOUV O€ QUTEC TTPOCWTTA UWNnAOU KUPOUG Kal JEYAANG avayvwpEIoIJOTNTOG.

» Agv erevOUOUNE XPrIMATA OAC O€ UTTNPETIEC XWPIG va €ipaoTe atToAUTWS BERaiol
yla TNV agloTrioTia Toud.

» EipaoTe emI@QUAAKTIKOI OTAV PAG TTPO0EYYiICOUV TNAEPWVIKA | HEOW PNVUNATWY
NAEKTPOVIKOU TAXUOPOWEIOU ATTO ETTEVOUTIKEC ETAIPEIEG TOU ECWTEPIKOU.

» AvalnToUME TTANPOPOPIEC YIA TNV ACIOTTIOTIO TWV ETTEVOUTIKWY ETAIPEIWY TTOU JAG
TTpoocyyidouv.

» ZnNTOUME TOUG OPOUC Kal TTPOUTTOBETEIC, TTPIV TTPAYMATOTIOINOOUME KATTOIA
ouvaAiayn.

> Tpiv TTpoouue o€ OTTOIAdATIOTE XOPNYNON OTOIXEIWV Pag ) atTépaacn yia
eTTEVOUOT), EAEYXOUME €AV N eTalpia dl1aBETel adela atrd TNV ETITPOTT)
Kepahaiayopdcg | Tnv Tpatrela Tng EAAGdOC 1} eupwTraikd diapariplo.

» Avatpéxoupe oTn AioTa TTpocIdoTToINCEWY TNG ETTITPOoTTAC KEe@aAaiayopdg yia To
ETTEVOUTIKO KOIVO, 0TO ouvdeouo http://www.hcmce.gr/el/warningsl.

A

https://www.astynomia.qr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/

MNnvyég:

https://www.ic3.gov/Crimelnfo/Investment

https://www.ic3.gov/Outreach/Brochures/2024 ABA Cryptocurrency Infographic.pdf

https://www.europol.europa.eu/media-press/newsroom/news/further-action-against-fraudulent-online-investment-platform-five-arrests-of-high-value-targets

https://www.youtube.com/watch?v=HIfGsQ_MkIU



https://www.astynomia.gr/2024/12/07/07-12-2024-prosochi-stis-paraplanitikes-diafimiseis-pou-proothoun-dithen-ependytika-i-alla-proionta/
https://www.ic3.gov/CrimeInfo/Investment
https://www.ic3.gov/Outreach/Brochures/2024_ABA_Cryptocurrency_Infographic.pdf
https://www.europol.europa.eu/media-press/newsroom/news/further-action-against-fraudulent-online-investment-platform-five-arrests-of-high-value-targets
https://www.ic3.gov/Outreach/Brochures/2024_ABA_Cryptocurrency_Infographic.pdf
http://www.hcmc.gr/el/warnings1

ETrevOouTiKEC aTTaTEC — INnVestment Frauds
H KaAUTEpN €TTEVOUCN €IVAl N EVNMEPWON

TPATIEZA THE EAAAAOX
EYPQLYLTHMA

KPYMNMTO«NOMIZMATA» %
KPYMNMTO«NOMIZMATA»

MPOoGCEETE NOIOV EPNICTEVECTE.

AvayvwpioTe Toug KIvOUVoUG andTng

KPYMNTO«NOMIZMATA»:

H KO?\OTspn Mnvuuara & e-mails ané dlsv agiéniota
avTaAAakTriipia  nopTopoAia KAEBouv

AkoAouBnoTe enicnNUES NNYES yia TNV enévouon givai KwdIkoUg NpéoBaong & kedpdAaia (phising
EVNUEPWON Oag. v !
n evnuépwon scams)

EVNUEPWOEITE NPIV ENEVOUCETE.

lNnyég:
1. https://www.youtube.com/watch?v=HIfGsQ MKkIU
2. https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/enhmerwsh-gia-ta-kryptonomismata
3. https:/lwww.ecb.europa.eu/press/economic-bulletin/articles/2019/html/ecb.ebart201905 03~c83aeaad4c.en.html

\\


https://www.youtube.com/watch?v=HIfGsQ_MklU
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/enhmerwsh-gia-ta-kryptonomismata

AladikTuakEC atraTec-Odnyiec TG TTE

TPANIEZA THE EAAAAOZ
EYPQIYETHMA

Mg npocTarevoual
ano TIG NAEKTPOVIKEG ANATEG

ENHMEPQNOMALI
AIAPKQE...

Y10 TOUG KIV3UVOUG Kal
TIG VEEG LIOPDES andTng.

EIMAI ZE
EFPHIOPZH...

DPONTIZQ TO
AEITOYPrIKO
ILYITHMATOY
YMNOAOTIETH
MOY...

x a givai avnuapwuévo Kaiva
npooTaTeVeTal ano antivirus.

_.anNévavTi OE N CUVABEIS CUUNEPIDOPES Kal
KATAoTACEIG (M.X. EVNUELWON VIA «UEYAAES

Eniong, EvnUEPWV® ToV browser nou
XPNOILoNoIw Kal e} 1 T¢

EIMAI IAIAITEPA
MPOXEKTIKOZX/-H...

...ME TIG SIASIKTUAKEG ayOopES
HOU Kal ENIAEYW
NAEKTPOVIKEG NAQTHOPUES
KAl KaTaoTAKATa
EPNICTOOUVNG EAEYXOVTAG
Kal TUXOV a§IoAOYNAOEIG NoU
undpxouy (EAEyxw OTI gival
TO OWOoTO url Kai 671 yiveTal n
xpenon «https://..» A 6T eniBeBaIvVw 6T apopolv SIKEG HoU
epgavigeTal To cUPBOAO TOU EVEPVYEIEG. TAKTIKA EAEYXW KAI TIG
AOUKETOU). KIVAOEIG TWV AOYApIACH®V HOU.

EAEMXQIMANTATIZ
EIAOMOIHZEIZ MOY
AAMBANQ AMNO THN
TPAMEZA MOY...

..Ta INVULATA NOU CUVOJEUOUV
KWOIKOUG pIag xpriong OTP,
£1IO0MNOINCEIS YIa CUVOEDH VEWV
OUOKEUWV, UNPIAKWY NOPTODOAILY,
UNNPEECIV NANPWHWY Kal

BEBAIQNOMAI OTI...

.0 ANOOCTOAEAG TwWV UNVULATWY Nou AapBave gival 0 npaypaTikog
(akdua kal av gpaivetal 611 €ival PIAIKS Hou NEOCWNO A ENICNHUOG GOPEAS).

MPIN AMTANTHZIQ ZE
ATTEAIAEPrAZIAZ,
EAErXQ...

EXQ YNMOWH OTIH TPAMEZA AEN
©A MOY ZHTHZEI NOTE...

..TO PN TNG KAPTAG ) TOV KWAIKO Tou e-banking pou.

EUKAIPIEG, AITAUATA Yia ENelyouca

..Ta OTOIXEla TNG ETAIPIAg Nou
NPOChEPE! TN BECN. _\\

KartaBoAn xpnudTtwy, UnonTn SpacTnEIGTNTA
oTov TPAnedIké AoYapIacuo f TNV KAPTA).

" AEN AMANTQ...
..0E UnonTta e-mail, sms, KANOEIS Kal GE Kapia nepinTwon dev akoAouBw links / QR codes

®aBwg Kal Sev avoiyw cuvnuuéva apxeia.

TAITOIXEIA... TPAMEZAZ MOY...

-Tpanedikou Aoyapiacuol / _.NANKTPOAOY® EY TNV NAeKTpOVIKN BiEUBUVON
KAPTag / KwdikoUs LIag KaI HEV AKOAOUBK XOPNYOUUEVOUS OUVBECIOUG
XPrioNG Kal euaictnTa and unxaves avadritnang.

NPOCWNIKA BeBOPEVA. BeBaicyvopal 4TI Bpiokopal oTo npayuarike site
NS TRPANEZAg (EAEyXW OTI £ival TO 0waTS url Kal
ot yiveral n xprion «https;//..» 1 6T epdavileTal To
OULBOAO TOU AQUKETOU).

AEN MOIPAZOMAI G FANAMMNQETOSITE THE

Snuooielw ayyeNEeG kal dTav SYNAEOMAL...

anavTw o€ ayyEAEG AAAWV.
..0€ dnudoia kail anpooTdreuTa dikTua wi-fi. L

Eilial NoAU NPOoEKTIKGG / -1y dTav m ATTODEYIQ NA

AEN ANMOOHKEYQ TOYXZ KQAIKOYZ MOY...

G TN XPNon

AEN AKOMA KAIME THN YNOWIA OTI
ANTAMOKPINOMAL... MIMOPEI NA EXQMEZEI ©YMA ANATHE...

..OE aVanAavTeXes KANOEIG ano ..E130MOIW TNV TPANEZA pou.

UMNOTIBEUEVOUG NAPAXOUS UNNPESIV AV XPEIQOTEI, ENIKOIVWVE HE TNV aoTuvouia (AiwEn
(Microsoft, EATA, AEH, Epopia kKAN) Xwpig va HAEKTPOVIKOU EYKANLATOG) Kal TNV UnNnpeocia péca and
€XEI VIVEI NPATA aiTNua and euéva. TNV ONoia NPAYKATONOINCA TN CUVAaAAayr.
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https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview

N

https://museum.bankofgreece.gr/personalfinance/?fbclid=IwY2xjawlrOhFleHRuA2FIbQIXMAABHSFZ0ZDekJpQNV1cljHeK8vp6RgpOUhxhbSLssHzZWOF8qVL0ZpM8Z2Ax-
Q_aem_LUDMT7nsjerfXu2jXRt366A#/lessons/in_swfHmMFJVomcam6z8GDKZikD_f1Qqg-



https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview
https://www.bankofgreece.gr/trapeza/koinwnikh-eythynh/xrhmatooikonomikh-ekpaideysh/prostasia-apo-hlektronikes-apates?mode=preview

[TapaAAayEC OIAOIKTUOKWY ATTATWY

ONE CRIME, MANY NAMES

USINESS EMAIL COMPROMISE CAN GO BY DIFFERENT NAMES - BE AWARE OF THEM ALL

. _ 7 THE ANATOMY OF BUSINESS EMAIL COMPROMISE
@ it ""‘  Rt ‘ o 3 TOXIC INGREDIENTS

EMPLOYEE ACCOUNT
COMPROMISE

Millions in CEO FRAUD /
illegal profits CEO IMPERSONATION

ZELRPOL

EYPOMAIKH AZTYNOMIKH FPA®EIO (EYPOMIOA)

Waresi s Hacking Money laundering BCHEljlaE'NVO'CE
i gty ,,‘ﬂ?’, ;‘;‘,: -4 An emall account is Multiple transfers are made
[ oy babpdihel - eompromised through [ Social en englneermg \gineering fraud invelving foreign banks/
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ol e ix “hs el e victim is manipulated into providing
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https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
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https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/beware-scams-involving-fake-correspondence-europol:el
https://www.messinialive.gr/eksarthrothikan-dyo-speires-pou-arpaksan-630-000-evro-eksapatontas-polites-120-peristatika-thymata-kai-stin-kalamata/?fbclid=IwY2xjawKlUB1leHRuA2FlbQIxMQBicmlkETBaVzlmbWJCejdnQXJ5UkJwAR7IJbmyoK0G5_AkG0_6HJ9_su5KQWOfYiihaNhCQalwZlyHwzb0Z8tg0xFuuQ_aem_rzsBtRSvS3RMd_mOyD9uwA

ATtratec Texvikng Ytrootnpigng — Tech Support Scams

. =
How to recognise g.3
tech support scams ‘5@'

technical support provider, claiming that
there iz a problem with your PC’s software.

The caller ID displays a support phone
number from a trusted company.

She tells you to act quickly or you

The downloaded program gives her
access to your computer and data.

She then asks for a small payment for
the service to make you log into your

online banking. PAY SERVICE

Cybercrook Brooke has now access to
your bank account and perform
fraudulent transactions.

[nyég

https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams

https://pix4free.org/assets/library/2021-06-16/originals/tech-support.jpg

- will lose all your data.
Cybercrook Brooke recommends
that you download a program that ¢
will fix the problem. L——l
1.
2.
3.

https://www.europol.europa.eu/cms/sites/default/files/documents/tech _support scam_en.pdf



https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
https://pix4free.org/assets/library/2021-06-16/originals/tech-support.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/tech_support_scam_en.pdf
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IP Crimes -Money Mules — Apaocei¢ Tn¢ Europol
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Sports

COUNTERMEASURES corruption

Mnyég:

. https://lwww.europol.europa.eu/sites/default/files/documents/gr_posters.pdf
https://www.youtube.com/watch?v=TkbgPXUf5eA
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-quides/money-muling
https://www.fatf-gafi.org/content/dam/fatf-gafi/reports/lllicit-financial-flows-cyber-enabled-fraud.pdf.coredownload.inline.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Uncovering_the ecosystem_of IP_Crime.pdf p.21
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet%200rganised%20Crime%20Threat%20Assessme
nt%2010CTA%202024.pdf p. 31
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https://www.europol.europa.eu/sites/default/files/documents/gr_posters.pdf
https://www.youtube.com/watch?v=TkbgPXUf5eA
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/money-muling
https://www.fatf-gafi.org/content/dam/fatf-gafi/reports/Illicit-financial-flows-cyber-enabled-fraud.pdf.coredownload.inline.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Uncovering_the_ecosystem_of_IP_Crime.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet%20Organised%20Crime%20Threat%20Assessment%20IOCTA%202024.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet%20Organised%20Crime%20Threat%20Assessment%20IOCTA%202024.pdf
https://www.europol.europa.eu/sites/default/files/documents/gr_posters.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Uncovering_the_ecosystem_of_IP_Crime.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet%20Organised%20Crime%20Threat%20Assessment%20IOCTA%202024.pdf

2 UVOAAQKTIKEC TTPOKTIKEC

-
Ask the retailer to confirm the amount
being debited from your card

=

=
Carefully discard your receipts from
card transactions and information
related to your financial affairs

Guard your cards
and card details

Don't let your card out of sight
when making a transaction

Sign new cards as soon
as they arrive

b |
'}

K

Check your receipts
against your (online) statements

Don't leave your cards unattended in
a public place . Keep your personal
belongings with you at all times

When making online transactions,
make sure you are using updated
antivirus and operating system software

Never write down your PIN nor
disclose it to anyone

Only buy from trusted sources. For
Internet purchases, use the security
protocol 3D-Secure

When replacement cards arrive, cut expired/unused/blocked cards into several pieces,

Don’t keep your chequebook including through the magnetic strip and/or chip

with your cards

=Z EURTPOL Cash Machines (ATMs)

Be aware of others around you
If someone is watching you choose a
different ATM

Assess the ATM

If you spot anything unusual about the ATM ol
there are signs of tampering, don’t use the
machine and report it to the bank or police

Stand close to the ATM
Always shield the keypad with your spare
hand and your body to avoid anyone
seeing your PIN

In case of loss
If the ATM doesn’t return your card, report
it to your bank

Payment Terminals (POS) =Z EURSPOL

Never lose sight (and, if possible,
touch) of your card during payment
transactions

;‘)I

Insist that your card is visible to
you at all times

Card skimming can occur at retail E
outlets, particularly bars, '+
restaurants, parking ticket

machines and (unmanned) petrol

stations

https://www.europol.europa.eu/cms/sites/default/files/documents/infographic - pcf prevention alert O.pdf

Mnyn:



https://www.europol.europa.eu/cms/sites/default/files/documents/infographic_-_pcf_prevention_alert_0.pdf

AIAOIKTUOKEC AYOPEC

EYKAIPIA-£ |

= = Ot Xpuool Kavoveg Twv SLadIKTUAKWY ayopuw

o 0

ArOPAZE ANO AZIOMNIEZTEX TKEWOY AYO ®OPEX MPIN MH ITEANEIZ XPHMATA ZE KAMNOION
MHrEZ NAHPOIEIS S MOY AEN 'NQPIZEIX

Xpnotporoinoe papkeg kat BeBattyoou 6Tt KATAVOELS %l‘? Asev Ba £61veg Xpripata oe £va Tuxaio dtopo
kataotipata ta onoia TOUG KIVBUVOUG TWV oTo Hpopo, PNV To KAVELS Kat oTo dtadiktuo.
yvwpileg. BLaSIKTUAKWY ayopuv. Eav eivat duvatov, aoknoe To dikaiwpa g

NpOTEPNG Napalafng Twv MPolovIwy.
[on
EAEr=E KPITIKEX KAl @ @

AZIOAOIHEZEIX XPHIIMOMOIHEE MIETOTIKEE KAPTEX

ELd1kd ayvuioTwy Katastnpdtwy OTAN ATFOPAZEIX AIAAIKTYAKA

©,

MH ITEANEIZ NOTE TA ITOIXEIA

Kt HEPHOVWHEVWY TIWANTWV. ) = < RREE
L\ OL NEPLOCOTEPES MUOTWTIKEG KAPTES £XOLV THI KAPTAX Z0Y MEXQ E-MAIL

o o LoYLPr) MOALTIKY Ttpootaciag nehatwy. Edv

e a 6ev AdBeLg auTo nou napryyetAeg, o k8OTNG MoTE pn oTEAVELS avTiypago Tng
EAETZE TIX ETANAAAMBANOMENEX ——— NG KApTag evOEXETAL Va OE ANoZNHIWOEL Kaptag cov, Tov aptBuo, to PIN f
XPEQXEIX = omnotodnnote AAAO OTOLXELD TN HEOW

—_— e-mail.
Mpiv SWOELG Ta OTOIXELQ TNG KAPTAG OOV
yla TANPWHI) CUVOPOHNTIKIG LTINPETIaAG,
péow d1adikTuou, pabe WG PNOPEIS va o g ; .
BLAKGWELS TNV UTNPESIa QUTH, EAETZE THN AXOAAEIA
Q :ﬁt NAHPOMAON THX

IETOZEAIAAX

°
, , ©W o\
O‘ Ka TO a I 'IT IV a O a O'w BEBAIOXOY OTI H META®OPA ATNOBGHKEYXE OAA TA IXETIKA ME TIX AEN OA AFOPAZEIY; MHN AOHXEIX MpaypaTonoingE TIc SIaBIKTVAKES
&= AEAOMENON EINAI ATOAAHE I Iy  E 3 :

e AIAAIKTYAKEL X0Y ArOPEX EFTPA®A THN KAPTA Z0Y MNIiz0 QyopEg 00U HOVO O LoTooeAIBEG Tou
Xpnotpomnotolv mArpn auBevTikornoinon

Xpnowyonoinoe ta npwtokoAAa HTTPS kat Evbéxetal va xpetaotoly yia va Edv bev ayopdoetg Kdtt, pnv (onweg Verified by Visa /MasterCard
SSL otav nepinyeioat oto Stadiktuo. anodeifouv Toug Gpoug Kat TIg UTTOBAAELS 1) CWOELG Ta oTolXEla Secure Code).
Qupnoou: povo To SUHBOAO TOU AOUKETOU & npoinoBEcelg TnNg MwAnong f yava NG KApTag cou.
6ev KAveL £vav LOTOTOMO acPar). anodeifouv OTL EXELG ANPWOEL yia Ta
ayabd.

Z EURTPOL

CYBER
S 'A @g{vﬁ'ggﬁ #BuySafePaySafe

MG B SIS

MNMnyég:
1. https://www.europol.europa.eu/sites/default/files/documents/ecommerce goldenrules 2020 qgr O.pdf
2. https://www.europol.europa.eu/covid-19/covid-19-shopping-scams



https://www.europol.europa.eu/sites/default/files/documents/ecommerce_goldenrules_2020_gr_0.pdf
https://pixabay.com/illustrations/online-sales-ecommerce-technology-2108028/

@ KaA£g MNMpaKTIKEG YiIa aoc@AAsIC OIADIKTUOKEG OYOPEG

Baoikd pag SIKAIWHATA WG KATAVAAWTEG (EiTE WG EVAAIKOI EITE WG AVRAIKOI).
Kdavoupe kaAr €pguva ayopdg (EAEYX0OG aglOTTIOTIag, oUYKPIOoN TIMWYVY, Ka).
BeBaiwvopaoTe yia TQ aTTapaiTnTa BACIKA OTOIXEIA TS OIAOIKTUAKNAG ETTIXEIPNONG
(ETTwvupia, FTEMH, AOM, AietBuvon, 21aBepd TNAEPWVO, ).

Alaaloupe TTPOCEKTIKA OXETIKEC KPITIKEG VIO TNV OUVOAIKN €CUTTNPETNON OAAG KaIl TNV
YEVIKN TTOAITIKI) TNG ETTIXEIPNONG (TTEPITITWOEIC ETTIOTPOPWYV TTPOIOVTWV).
lNpooéyoupe TNV 0€AidA TOU KATACTAMATOC VA TTAPEXEI aoPaAr ouvdean (Https) L ————
NMpooEXOUNE TIC KEUKAIPIESY, TIC ACUVNOIOTA «XOMNAEG TIMESY KAl TIC K TTPOCPOPESY
EVNUEPWVOUOOTE VIO TNV TTOAITIKI] AKUPWONG CUVAAAAYWYV KAl ETTICTPOPWYV ’ 4 Y
TTPOIOVTWYV TTOU £PAPHUOJOUV TA KATOOTAMATA, ME TA OTTOI0 CUVAOAAOOCOOHOOTE

oo O 00D

Nnyég:
1. https://www.synigoroskatanaloti.gr/el/symboyles-gia-exypnes-kai-asfaleis-black-friday-kai-cyber-monday-agores
2. https://kataggelies.mindev.gov.gr/%CE%B5%CE%BD%CE%B7%CE%BC%CE%AD%CF%81%CF%89%CF%83%CE%B7-
%CE%BA%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CF%8E%CE%BD/%CE%B1%CE%BD%CE%AE%CE%BB%CE%B9%CE%BA%CE%B
F%CF%82-%CE%BAY%CE%B1%CF%84%CE%B1%CE%BD%CE%B1%CE%BB%CF%89%CF%84%CE%AE%CF%82/
3. https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals



https://www.synigoroskatanaloti.gr/el/symboyles-gia-exypnes-kai-asfaleis-black-friday-kai-cyber-monday-agores

@ KaA£g NMPpaKTIKEG YiIa ao@AAEIC OIADIKTUOKEG AYOPEG

lMpoTipoupe TRV TTANPWHNA ME AVTIKATABOANR.

'vwpifoupe yia To BACIKO HOG OIKAIWUO UTTAVOXWPENONS

(eTiIoTPOPN AYOPACOEVTOC TTPOIOVTOC EVTOG 14 NUEPWYV ATTO TNV Ayopq)

TTOU €QapMUOleTal 0€ OAA TA EUTTOPIKA KATACOTAMATA (EiTE QUOIKA €iTE DIADIKTUAKA).

Agv oTéEAVOupuE TOV apIBUO TNG KApTAG Hag, TO PIN 1 otroladitrote GAAN TTAnpO@OpPiIia TNG
KAPTOG MOG OE KAVEVAV HECW NAEKTPOVIKOU TAXUOPOMEIOU.

Agv OTEAVOUNE XPHMOTO OE KATTOIOV TTOU OEV YVWPI(OUE.

AtroOnkegvoupe TTavTa OAA Ta £yypa@a TTou oXETi(ovTal ME TIG O1AOIKTUOKEG MOG OYOPEG.
Edv dev ayopdaloupe KATI, Oev UTTORBAAAOUE TO OTOIXEIO TNG KAPTAG HOG.

N'vwpifoups atrd TTPIV TTOU B0 KATAYYEIAOUME TTEPITITWON ATTATNS KATA TN d1adIKACia TNG
O1aOIKTUOKAG ayopdg (TToIVIKO adiknua)

'vwpifoups TTOU A AVAPEPOUME TO iOIO TTEPICTATIKO YIO TNV EVNMEPWON TG APHODING
apXnG Yia TnV €mIBOAR TTPOCoTiPoU (O10IKNTIKO adiknua)

O oodod OopopoCfd

MNnyég:
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.fcdoservices.gov.uk/shopping-the-black-friday-sales-safely/
https://www.ncsc.gov.uk/news/black-friday-shoppers-urged-to-shop-securely
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies/kataggelia-gia-periptoseis-apates-me-upologiste
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies/anaphora-kataggelia-ston-sunegoro-tou-katanalote
https://kataggelies.mindev.gov.gr/%CE%BA%CE%B1%CF%84%CE%B1%CE%B3%CE%B3%CE%B5%CE%BB%CE%AF%CE%B1/
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https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-guides/e-commerce-tips-and-advice-to-avoid-becoming-fraud-victim
https://www.fcdoservices.gov.uk/shopping-the-black-friday-sales-safely/
https://www.ncsc.gov.uk/news/black-friday-shoppers-urged-to-shop-securely
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies/kataggelia-gia-periptoseis-apates-me-upologiste
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies/anaphora-kataggelia-ston-sunegoro-tou-katanalote
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https://www.biography.com/scholar/hippocrates
https://commons.wikimedia.org/wiki/File:%CE%91%CF%83%CE%BA%CE%BB%CE%B7%CF%80%CE%B9%CE%B5%CE%AF%CE%BF_%CE%9A%CF%89%CF%82.jpg

Néec AecloTnTec oTov 21° aiwva
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Exhibit 1: Students require 16 skills for the 21st century
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MNnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.qgr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF Schools of the Future Report 2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles ?fbclid=IwAR0eotI200iJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci320ai6 1QSyxNSo7Xad8 onueia 4
(wnoiakn ekTTaideucn Kal KOTAPTION Kal YNOIOKES BEEIOTNTEG), 16 (Ao @AAEG KAl TTPOOTATEUNEVO WNOIAKO TTEPIBAAAOV), 20,21,22 (TrpooTacia Kal evOUVANWON TwV TTAIBIWV Kal TWV VEWV OTO
WNPIaKO TTEPIBAAAOV
9. https://www.unesco.org/en/digital-competencies-skills/ict-cft
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https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://digital-strategy.ec.europa.eu/el/library/european-declaration-digital-rights-and-principles?fbclid=IwAR0eotl20OiJEF4TyAfzDuKMuyiJ2ihlvgQ9yYci32Oai61QSyxNSo7Xad8
https://www.facebook.com/DigitalEU/videos/555642449332033/
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/

Ynoelako Xaoua Nevewv — Wnoiakn Euxepelia

Digital
generationa

Percentage of individuals using
the Internet in 2023
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* 194664
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Africa Americas Arab States Asia-Pacific Cis Europe
Source : ITU, Facts and Figures 2023 @
Note: ITU-D regions
MNnyég.
1.  https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-youth-internet-use/

A

https://aisel.aisnet.org/cgi/viewcontent.cqgi?article=1254&context=bise
3. https://en.wikipedia.org/wiki/Baby_ boomers#/media/File:Generation_timeline.svg
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https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-youth-internet-use/
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1254&context=bise
https://en.wikipedia.org/wiki/Baby_boomers#/media/File:Generation_timeline.svg

AecIoTNTEC & IKAVOTNTEC

Knowledge
Creation

Knowledge Knowledge
Acquisition Deepening

Understanding ICT Policy Policy
In Education Application Innovation
Curriculum and Basi Knaw'edk?lel
S e o1 Application Society Skills
MoBnyatuka, Betikeg Assessment

enwotfpeg, Texvohoyia —_————

KL pnxaviki

e vecaoay T | i it
» AgZIOTNTEG KAIVOTOUIAG KAl B e

Kavotnta

OTO WNPIOKO TTEPIBAAAOV

ONUIOUPYIKOTNTAG i . ogictent wwtonr | e | o
+ TexvohoyIkég Be€IoTnTEG i (-, ,
«  AIOTTPOOWTTIKES BEEIOTNTEC 4 ey s
» Ecatopikeupevn & autoppuBuICOpEVN T . ]

paénon —m3 N e

ENXEPELV

* [Nlpoofaoiun & Xwpic atToKAEITHOUC
Habnon

 MdaBnon Baolopévn o€ TTpoBARuaTa & Mnyég:
o G https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
OUVEPYATIKN IJGG”OT] https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
o AeaéTnng TOU _ITGYKéO_HIOU 1TO)\iTr] https://www3.weforum.org/docs/WEF _Schools _of the Future Report 2019.pdf p. 4
« Ala Biou padnon kai

https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
« Md&6non pe yvwpova 1o padntn

https://mwww.unesco.org/en/digital-competencies-skills/ict-cft
https://unesdoc.unesco.org/ark:/48223/pf0000395236
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https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://www.weforum.org/agenda/2016/03/21st-century-skills-future-jobs-students/
https://www3.weforum.org/docs/WEF_Schools_of_the_Future_Report_2019.pdf
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.unesco.org/en/digital-competencies-skills/ict-cft
https://unesdoc.unesco.org/ark:/48223/pf0000395236
https://www.nationalcoalition.gov.gr/ds-resource/diathesimi-i-elliniki-ekdosi-toy-eyrop/
https://www.unesco.org/en/digital-competencies-skills/ict-cft
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https://cyber.org/sites/default/files/2020-06/Information%20Systems%20Security%20Manager.pdf
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Mnyég. | -

https://nationaldigitalacademy.gov.gr/ e

2.  https://iep.edu.gr/el/gymnasio/pliroforiki
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https://techblog.gr/software/vivlio-a-gymnasioy-pliroforikis-toys-mathainoyn-gia-cd-rom-kai-ypologistes-tsepis-me-periorismenes-dynatotites/?fbclid=IwAR1QXE0S8TnN6utVTPlQ0NNziVHj-wQWvXez2_4tmE-apG6zPPMcesU4AyU
https://nationaldigitalacademy.gov.gr/
https://iep.edu.gr/el/gymnasio/pliroforiki
https://blogs.sch.gr/gymrizio/2024/02/02/diadiktyaki-imerida-kyvernoasfaleia/

KatdAANAN TTPOETOINACIA KOI ATTOTEAECHOATO

ICT specialists, Total
DESI period: 2024 (data from 2023)

Eid0iIkoi TwV :

t
[TE otnv EE X
Q
2
E
@
5
Q
g
Q
=®
Mnyn 2
https://digital-decade-desi.digital-
strategy.ec.europa.eu/datasets/desi/charts/desi-
indicators?period=desi_2024&indicator=desi_ict_spec 0
&breakdown=total&unit=pc_ind_emp&country=AT%2C <
BE%2CBG%2CHR%2CCY%2CCZ%2CDK%2CEEY%2 & \ﬁo" & &L \ﬁo" ég“ & Q@"’ R < & &£ e,si\’* & & & 0 \,bo" @c\ P N
CEU%2CFI%2CFR%2CDE%2CEL%2CHU%2CIE%2 S T N Y SN AR ARV AR AP PR o & &
g & 2 e F & F » Q ’2 C Dol S &
ClT%2CLV%2CLT%2CLU%2CMT%2CNL%2CPL%2 SF Q‘e‘} g &
CPT%2CR0O%2CSK%2CSI%2CES%2CSE hd @)@

\\



EOvikn Akadnuia Wnolakov Ikavorntov- EAWI

@ https://nationaldigitalacademy.gov.gr , . : o
EBvikn Akadnpia Ynyrakwy Ikavotitwy

=' EtoSoc @ YouTube KYBEPNOErKAHMA Q Deepl Translate @ Technology | The G... NOMIKA GEMATA AIANOHTIKH IAIOK... Bk Metdoppaocn Goog
.1, EBvikn Akadnpia Wnglakwy Ikavotntwy &) gov

Apykn Mabnpata Wneuaxog MoAitng MpwroBoulieg Emkowvwvia Q

Me 337 pabnuara
35 BeUATIKEG EVOTNTEC
1800 wpeg ekTTAIdOEUONG

2Toixeia oTig 01/12/2025

Nnvyn: https://nationaldigitalacademy.gov.gr/




[TANPOQPOpPIEC & TTNYEC VIO KAAEC TTPOKTIKEC

AigBveic Opyaviopoi (UN, ITU, EU, ENISA, COE,
WHO, OECD, 1S0.)

Avegaptnteg ApXEG Kal SnNUOOI0lI POPEig
KpaTikoi Opyaviouoi,

EmioTnuovikoi kal riototroinpévol ®opeig
(Favemmotnuia, Epsuvntika KEvipa, Ka)

Kpioiyo aTtorxeio n 2XOAgia (6AwV Twv BaBuidwWV)

- BiBA100AKeg (Anuooisg, Anuortikes, ZYOAIKES, KQ)
G§IO1TIO'TIG Popcig 1I51wTIKOU Topéa (eraipeicc, MKO, ka) ]I_DB%UE; ?;[)Idefzf

Mnyég:
https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4haOwAA8A
Imagining the Internet, Robin Mansell, 2012, Oxford University Press, p. 38-40
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-
% CE%BA%CE%B1%CE%B9-

% CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB
% CE%B5%CE%B9%CE%B1-%CE%AD%CE%BDY%CE%B1-%CF%80/
6. https://dipe.art.sch.agr/index.php/home/84-kyvernoasfaleia-cybersecurity
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https://digital-strategy.ec.europa.eu/en/policies/digital-skills-initiatives
https://daily.jstor.org/internet-before-internet-paul-otlet/
https://artsandculture.google.com/story/awXRg4ha0wAA8A
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.libver.gr/%CE%B5%CE%BA%CF%80%CE%B1%CE%AF%CE%B4%CE%B5%CF%85%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-%CE%BA%CF%85%CE%B2%CE%B5%CF%81%CE%BD%CE%BF%CE%B1%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1-%CE%AD%CE%BD%CE%B1-%CF%80/
https://www.loc.gov/visit/

Avecaptntec ApxEc & Popeic

/ BEATIOTN TTPAKTIKA
p ZYNHIOPOX Popeic TG EKTraideuong, MNepipépcieg, Aquol,
WMi5epss B0 TTaiDiol o j¢mm | 7OV TIONTH peis ¢ Exmaibeuons, MNepipépeics, Afuo
e ANESAPTHTH APXH ETipeANTAPIA UTTOPOUV VA EVTACOUV OTIC IOTOOEANIDEG
p__ ' TOUG, TOUG OUVOEOMOUG TwV AveEapTnTwy ApXwy
-
| » ApyN lNpooTtaciag Asdouévwy MNPpoowITIKOU
XapakTipa
APXH NMPOXTAZIAX 2YNHIOPOZX . ,
AEAOME}’N TOY KATANAAQTH = 2uvnyopog Tou KatavaAwrn

AveEdadptntn Apxn

» Apxi Alac@AaAiong Tou ATrTopprTou TWV
Emikoivwviwyv (AAAE)

é% (—:ETT » EOviki EmiTporr) THAEITIKOIVWVIWYV KOl

Taxudpousgiwv (EETT)

» Emitporr) ETromrTeiag kKai EAEyxou Maryviwyv
(EEEN)

, zmaz:ﬂzual.um: m = Tpdrtreda Tng EAAGSOG
ITEN MR IKHE COPYRIGH .

aRReiAs | oraavizamion e 2uviiyopog Tou oAiTn

EGHIKH ENITPONH THAEMIKOIMONIIN & TAXYAPOMEIGN

» EOvik6g Opyaviouog Qapudkwy (EOD)



https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://www.dpa.gr/portal/page?_pageid=33,211532&_dad=portal&_schema=PORTAL
https://apps.eett.gr/complaints/Complaint.seam
https://apps.eett.gr/complaints/Complaint.seam
http://www.synigoroskatanaloti.gr/index.html
https://www.opi.gr/
http://www.adae.gr/
https://www.eof.gr/web/guest;jsessionid=c9642e4e6876ead2dd197dd8694d
https://www.eett.gr/opencms/opencms/EETT/index.html
https://www.synigoros.gr/el
https://www.synigoros.gr/paidi/index.html
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Mnyég
1. https://www.dpa.gr/sites/default/filhttps://www.dpa.gr/sites/default/files/2025-06/Annual%202024%20v1.0%20Web.pdf
2. https://bydefault-project.eu/wp-content/uploads/2024/08/Brochure_3.pdf
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2024

AGHNA 2025
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https://www.dpa.gr/sites/default/files/2025-02/Annual%202023%20v1.0%20-%20Webpage.pdf
https://www.dpa.gr/sites/default/files/2025-06/Annual%202024%20v1.0%20Web.pdf
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I} papyros W modus’

MNnyeg
1. https://eservices.dpa.gr/
2. https://lwww.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh



https://eservices.dpa.gr/
https://eservices.dpa.gr/

Ava@opd TTPOG TOV ZUVNYOPO Tou KatavaAwTh
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DAY Mnyég:
1. htips://www.synigoroskatanaloti.gr/el/etisia-ekthesi-2023 ogA. 5

2.  https://www.synigoroskatanaloti.gr/el/ypoboli-anaforas
3. https://www.synigoroskatanaloti.gr/el/deltio-typoy-pagkosmia-imera-katanaloti-0



https://www.synigoroskatanaloti.gr/el/etisia-ekthesi-2023
https://www.facebook.com/photo/?fbid=709652984713582&set=a.478348494510700
http://www.synigoroskatanaloti.gr/index.html
https://www.synigoroskatanaloti.gr/el/etisia-ekthesi-2023

KaAr TTPAKTIKI ATTO (POPEIC

AieuBuvon lNpwtoBaduiac Ektraideuonc Aprtag
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Mnyn:
https://dipe.art.sch.gr/index.php/2014-06-29-19-31-34/ekp-ko-
yliko/dimotiko/2-uncategorised/84-kyvernoasfaleia-cybersecurity
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Avapopd KuBepvoeyKANUATWYV-

UTTAPXEI TTAEOV TTAATQOPUA —AUECQA, EUKOAQ Kal OWPEEAV
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EIO‘CIVV&)\iCJ M pCDTOSH(d)V KatayysAieg yua sykAfpata kufBepvoywpou

dLadkTvou

Apxég EmPoAng Tov
Nopov

KatayyeAia yia olkovopLkd KuBepvosykArjpata 6Tov spmAEKovVTaL

INASPWVLKWY EMLKOLWVWVLWY

Ave€apTtnTeg AIOIKNTIKES
Apxeg

EiSikég MAQTPOPUES

KatayysAia yia mapavopn SLakivngon oMILKOGKOUOTLKWY £pywV

HEow SLadiktuou

KatayysAia yia MEPLMTWOELG ATIATHG JE UTIOAOYLOTI]

HAekTpoviko Taxvdpopceio

TnAepVviko Kévipo 11188 Mnyig:

. https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies

2. https://www.zougla.ar/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-
kivernoperistatikon-stin-xora-mas 18-12-2020
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.ar/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilekironikou-egklimatos-einqi-apo-tis-ypiresies-
aichmis-gia-tin-astynomia-tis-neas-epochis/
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http://www.ministryofjustice.gr/site/%CE%A4%CE%97%CE%9B%CE%95%CE%A6%CE%A9%CE%9D%CE%99%CE%9A%CE%9F%CE%A3%CE%9A%CE%91%CE%A4%CE%91%CE%9B%CE%9F%CE%93%CE%9F%CE%A3%CE%94%CE%99%CE%9A%CE%91%CE%A3%CE%A4%CE%99%CE%9A%CE%A9%CE%9D%CE%A5%CE%A0%CE%97%CE%A1%CE%95%CE%A3%CE%99%CE%A9%CE%9D.aspx
https://portal.astynomia.gr/webcenter/portal/digitalServiceElas/Citizens%20eCrime?_afrLoop=111745126199152578#!%40%40%3F_afrLoop%3D111745126199152578%26_adf.ctrl-state%3Dzeeeptz0x_4
https://cyberalert.gr/
https://pixabay.com/el/vectors/%CF%83%CE%B9%CE%BB%CE%BF%CF%85%CE%AD%CF%84%CE%B1-%CE%BA%CF%85%CF%81%CE%AF%CE%B1-%CE%B4%CE%B9%CE%BA%CE%B1%CE%B9%CE%BF%CF%83%CF%8D%CE%BD%CE%B7-%CE%BD%CE%BF%CE%BC%CE%B9%CE%BA%CF%8C%CF%82-3686231/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.zougla.gr/n/technology/world-of-tech/article/to-sistima-anaforas-kivernoeglimaton-ke-kivernoperistatikon-stin-xora-mas
https://www.synigoros.gr/el/category/default/post/eidikh-ek8esh-or-pshfiakes-platformes-kai-dhmosia-dioikhsh
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.minocp.gov.gr/2025/02/24/24-02-2025-i-diefthynsi-dioxis-ilektronikou-egklimatos-einai-apo-tis-ypiresies-aichmis-gia-tin-astynomia-tis-neas-epochis/
https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/kataggelies
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KevTpikég Kal
Meprpepelakég
uttnpecieg EAAZ
Aoc@daleiag kail MikTa
ACTUVOMIKG
TuAuaTa

- M
AOINEZ APXEZX NOY
AXKOYN EIAIKA
MPOANAKPITIKA
KAOHKONTA

N 51 87/ 2025 (DEK A 48 «Avadiopyavwan g dopng Tng EMnvikig Aatuvopiag kai avaBaduion g ekmaideuang Tou vatohou
TPOCWTTIKOU TG Ekauyypoviopog Tou Beapol TG NAEKTPOVIKAG EMITAPNANG UTTIOIKWY, KATAdIKWY Kal KpatoUpevwy ag adeia PUBuIoN Bepdrwy
KpaToUpEVWY € Gw@POVIOTIKG kataoTipata Kai GAAeg diatdeeig

ApBpa 51, 24, 52-60, 44-45
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http://www.astynomia.gr/index.php?option=ozo_content&perform=view&id=50&Itemid=41&lang=
https://www.kodiko.gr/nomothesia/document/356333
https://enfsi.eu/

EykAnuatoAoyikn ‘Epeuva Wneiokwy lNeiotnpiwv pe epyaAeia TN

e
£

NESI

EUROPEAN NETWORK
OF FORENSIC SCIENCE
INSTITUTES

IT'S ALL IN THE NAME

Because ‘International Organization for
Standardization' would have different
acronyms in different languages (10S in
English, OIN in French for Organisation
internationale de normalisation), our

PRECISION
FORENSICS

[MpoTUTTEC KAl
TTIOTOTTOINMUEVES
| dladikaaieg (ISO

2
4 founders decided to give it the short d 9001, ISO
i _ , : _
2 f.mm 1SO. ISQ is derived from the Greek 17025)
= 'isos’, meaning equal. Whatever the
. country, whatever the language, we are
o always 1S0.
P4
Mnyég:
1. https:/mwww.astynomia.gr/elliniki-astynomia/eidikes-ypiresies/diefthynsi-egklimatologikon-erevnon-d-e-e/
2. https://www.iso.org/about-us.html
3. https://enfsi.eu/
4, https://enfsi.eu/wp-content/uploads/2024/06/ENFSI Annual Report 2023-1.pdf p. 16



http://www.astynomia.gr/images/stories/2010/22122010ktirio1.JPG
https://www.iso.org/about-us.html
https://enfsi.eu/
https://enfsi.eu/wp-content/uploads/2024/06/ENFSI_Annual_Report_2023-1.pdf
https://enfsi.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Observatory_Report%20-%20The%20Second%20Quantum%20Revolution.pdf

Aiebvnc 2uvepyaoia — AvraAdayr) NAnpo@opiwv

%

S Guidelines for First
Responders in Child
Sexual Abuse
and Exploitation Cases

[TANpo@opieg Kal KOAEG TTPOAKTIKEG M

1. https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022 Public 0.pdf

MNnyég:

VISITORS

2. https:/lwww.interpol.int/Crimes/lllicit-goods/Pharmaceutical-crime-operations
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https://upload.wikimedia.org/wikipedia/commons/0/0d/Europol_building,_The_Hague,_the_Netherlands_-_901.jpg
https://www.europol.europa.eu/cms/sites/default/files/documents/Grace%20Guidelines%202022_Public_0.pdf
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-operations

AieBvnc 2uvepyaoia — [Npacn kal ATToTEAEouATO

Emixeipnon «Phobos Ransomware -
8Base»

 AigBvhg emixeipnon Ttng Europol «kai
Eurojust pali pe AGANeg 14 xwpeg
OUMUETEIXaV aTNV ETTIXEIPNON .
* O1 KuBepvoeyKANUATIEG KPUTTTOYPAPNOAV
KPIiOIUEG UTTOOOWEG, ETTIXEIPNMATIKA
OUCTAMATA KAl TTPOCWTTIKA OEOOUEVA EVAVTI
St e et e e ettt NOTPWV.

This hidden site and the criminal content have > aﬂleéo'ﬂg ” EYdAOU éYKOU €VGVTiOV IJ I Kp(bV
beer_\ seize_d by the Bavarian Statg Criminal , , , ,
" U5 Evoeeriior Banaid W St Kal HECQiWV ETTIXEIPAOEWY, O OTTOIEG CUXVA
oev d100€ETOUY TIG AMUVEG
KUBEPVOAOPAAEIOC VIO va TTPOCTATEUTOUV
*  QTTOTEAEOUQ:

2UAANYEIG, EPEUVEG KAl KATAOXECEIG.

Europol, 11/02/2025

Mnyn:
https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals
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2uvepyaaoia via treplocotepn Ac@AAEIa oTOV
Kufepvoxwpo

Akadnuaikn Koivotnta

o iORE RIS 0

www.nomoreransom.org

/
Anuoaoioc Topéac |IOIWTIKOC TouEQC
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https://www.nomoreransom.org/el/index.html

Medicrime Convention

g S

Y1eypaye n xwpa pag 18/5/2022

ExKpeuEi N eTKUpWON aTrd TNV
EAANVIKA BouAn
26/09/2025

ETikaipotroinon 6ecuikou TTAaiciou

(apopd Ta @apuaka TTou dlakivouvTal TTapAavopa oTo d1adikTuo)

Mnyég:

1. https://www.coe.int/en/web/medicrime

2. https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3AN6QmrARke1B/content/greece-signs-the-medicrime-
convention?inheritRedirect=false&redirect=https%3A%2F%2Fwww.coe.int%2Fen%2Fweb%2Fmedicrime%2Fnewsroom%3Fp_p_id%3D101_ INSTANCE_3N6Qmr
ARkelB%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1

3. https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/

4., https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-
078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRUA2FIbQIXMABiIicmIKETB4T1hObDNNNkh4TWZ6SE4WAR7zYLMoQFAYNOXbg7VUbCBMpkOWKCVhgsW
Czkrb32 SOWV-KJpRxtPZjs 4w aem_ 00bjiEqYTRQrYa7NFznhNg

OPENED TO S5IGNATURE

28 October 2011
ENTERING INTO FORCE

1st January 2016

1st COMMITTEE OF PARTIES

17 December 2018

23 RATIFICATIONS

15 CoE member States

8 non CoE member

States (Belarus, Benin, Burkina
Faso, Guinea, Ivory Coast,
Morocco, Niger, Russian
Federation)

22 SIGNATURES

14 CoE member States

8 non CoE member
States (Chad, Chile, Congo,
Ecuador, Israel, Mali, Togo,
Tunisia)

2 INVITATIONS

2 countries invited to
sign (Cameroon, Senegal)


https://www.coe.int/en/web/medicrime
https://dailypharmanews.gr/politiki-ygeias/diakinisi-farmakon-sto-diadiktyo-amesi-thorakisi-tou-thesmikou-plaisiou-kata-aftou-tou-organomenou-egklimatos/
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg
https://www.coe.int/en/web/medicrime/newsroom/-/asset_publisher/3N6QmrARke1B/content/greece-signs-the-medicrime-convention?inheritRedirect=false&redirect=https://www.coe.int/en/web/medicrime/newsroom?p_p_id%3D101_INSTANCE_3N6QmrARke1B%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-4%26p_p_col_count%3D1

g

Criminal-law penalties,
international prevention
and victim-protection
measures

Framework for
international co-operation
and co-ordination at
national level

[ \‘—“7 /

TiI TTPOBAETTEI N 2UuBaon

Setting up contact points within
national judicial, health and law
enforcement authorities to ensure
transborder co-operation

Setting up a Committee of
the Parties to monitor
implementation

Medicrime Convention

O lMowvikotrolei TRV Tapaywyn Kai Ty dlakivnan Twv TAAGTWY
QOPUAKWV

O MNpoPAémrel ouvepyaaia pe diebveic opyaviauoug dmmwg Tov MOY,
TV Interpol, Tnv Europol

] EmkevIpWVETAI OTNV TTPOCTACIA TNG dNUOCIAC UYEIOG



https://rm.coe.int/medicrime-10-questions-and-answers-eng/168096d6bc

AhgE/Tokn, 20/05/2025

NPOZ: 1.¥YNOYPTEIQ YTEIAZ
2ZYNOYPrEID WHRIAKHE AIAKYBEPNHEHE
JYNOYPrEIO AIKAIOZYNHE
4. YNOYPTEIO NPOITAZIAZ TOY NOAITH

BOEMA: ANAIKAIA H EMIKYPOIH & E®APMOrH THI AIEBNOYEI
I¥YMBAIHE A THN MAPANOMH AIAKINHEH ®©APMAKON ITO
AIAAIKTYO  (MEDICRIME  COMNVENTION), NPOKEIMENOY NA
BOOPAKIITEI H AHMOZIA YTELA!

To Zupfodko g Eupwmng 1o 2011 mpoywpnoe, 9 eMikmpo ypdvo, ot
Béomon gupmoyols vopolenkod TAmOoU yia TV katamoripnaon  mg
mapdvoung Suxkimong QapUaKEUTIKUN OKELGOPATWY OToV Whiaxd Kupo,
uTtoypdpovtag Ty AieBv Zopfaon yia Ta dppaxa mou Saknvolvian gto
Giadiktuo, eupitepa ywwotr wg eMedicrime Conventions, n oTola ko Té8nke
oe 1oyl 1o 2016,

H EAhdda, amoBifovrag trv Sfouca Bapldmra om Sapkd evioyuon g
dnudoiag uyeiag e ywpag, Tpokfn omy ypagd g we dvw copfaang
1ov Mdaio Tou 2022, n omola wordoo dev £xe evowpartwls oto “vopoBenkd
omhoordme’ g Xuwpag, kadug exxpepel n Safwacia g emdpwong aurg.

Omwe emanpaiveral Kal ato ouvodeunikd umapvnpa Tou T AevBuvtod g
AiwEng  Hhiextpovikod  Eykhfjpareg,  Avngtpariyou  ea.,  Tewpyiou
Namampodpdpow, n kaBuotépnan eviya ocofapods owiivoug, koBug kol
emyspnmaxé; Sughomoupyies of AN apopd TV EQappoyr Tou vopou
MpogTarelavTag Toug Tokiteg.

H emkipwan g glufaoons Ba evepyomoifoe éva oTpatnyikng onpadiag
epyakeio yio Ty TpodTadia Twy Tolmoy amévavn o Suvnied Bavarngpdpa
aKepdTpaTa oywiaTou Tpoikeuang, ewayloviag wg Mokmeia Ty efwrepikr
Hag skova Tou emBewvOe wpipdTta, peBodikoTnta kol ouvEmea oTn
TMpodoman Tou uTéptatou ayabol g uyeiag.

Edecpn 1, ABiwa | Teh: 203673611 | Fa: HOBET5612 | Kuw: 697 B11 98 &3 | adimoschakis@outloch com
Eapaiaie 10, Akckavipodnads | Tnd: 25510 27548 | Fax 23510 36874 | EL Bewliiou 28, Abupdersgo |
Trjh.: 25530 23086

TI KAvel N xwpa pacg yia 1o BEua

Representative to
Committee of the Parties
Single Point of Contact

dYnoypadn
2upBaong
Matog 2022

L Emepwtnon yua
v pn Emikupwon
TN¢2upBaong
2EMTEPPPLOC 2025

Mnyég
1. https://lwww.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-

078e1bc7375a/12951870.pdf?fbclid=IwY 2xjawKr4ttleHRUA2FIbQIXMABicmIkETB4T1hObDNnNkh4 TWZ6SE4WART7ZYL
MoQFAYNOXbq7VUbCBMpkOWKCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjiEqYTRQrYa7NFznhNg
2. https://www.hellenicparliament.gr/UserFiles/67715b2c-ec81-4f0c-ad6a-476a34d732bd/12976450.pdf



https://www.hellenicparliament.gr/UserFiles/c0d5184d-7550-4265-8e0b-078e1bc7375a/12951870.pdf?fbclid=IwY2xjawKr4ttleHRuA2FlbQIxMABicmlkETB4T1hObDNnNkh4TWZ6SE4wAR7zYLMoQFAYNOXbq7VUbCBMpk0WkCVhgsWCzkrb32_SQWV-jKJpRxtPZjs_4w_aem_00bjjEqYTRQrYa7NFznhNg

- - KUkAol KalvoTtouiag —
‘ Evioxuon KOUVOTOIJW(Q‘ ZUOTAUATA KOl ZUOKEUEG

The History of

INNOVATION CYCLES o=

Below, we show waves of innovation across 250 years,
from the Industrial Revolution to sustainable technology. ource: Edelson Institute

FIFTH WAVE NIST
LONG WAVES OF INNOVATION ) Digital network
The theory of innovation cycles was developed by ) Sof
economist Joseph Schumpeter who coined the term oftware
‘creative destruction' in 1942. . New media
Schumpeter examined the role of innovation in relation FOURTH WAVE

fo long-wave business cycles.

Petrochemicals )
THIRD WAVE -

Electronics \
@ Electricity @ Aviation \
@ Chemicals

MIT Economics

SECOND WAVE

@ Internal-combustion Al & loT
@ Steam power engine
FIRST WAVE @ Robots
il
@ Water power -t & drones

S @ s 4 WAYS DRONES ARE USED IN AGRICULTURE

@ Iron

MNMnyég:

1. https://www.visualcapitalist.com/the-history-of-innovation-cycles/?fbclid=IwAR2BybbJ-LFrcaQCW-
qf808FluNUhwPOFesuU-EiRNO2-DJGOv_cHXTOvkQ

60 YEARS 55 YEARS 5I] YEARS 40YEARS |

1785 1845 1800 1950 1890 2020 2. https://unctad.org/tir2023
FIRST WAVE SECOND WAVE THIRD WAVE FOURTH WAVE FIFTH WAVE e
During the Industrial Revolution, As railways proliferated, Henry Ford's Model T Aviation gains mass In 1990, 2.3M used As climate challenges 3. https -//ltlf-OrQ/abOUt/
the first factory emerged- their networks strongly introduced the assembly adoption on a global the internet-by 2016 ;nlehnsﬂy, cle;m
a cotton mill in Britain. infl d urb: th. line, revolutionizing thi | iding a thi hed 3.4B. ech may reshape . H 1 1
Sl e et s Ll e business madels and 4.  https://www.nist.gov/cybersecurity/cybersecurity-awareness-month
consumption patterns.
@ 5. https://nebraskacorn.gov/cornstalk/sustainability/four-ways-drones-are-used-in-agriculture/



https://www.visualcapitalist.com/the-history-of-innovation-cycles/?fbclid=IwAR2BybbJ-LFrcaQCW-qf8O8FIuNUhwP0FesuU-EiRNO2-DJGOv_cHXTOvkQ
https://www.visualcapitalist.com/the-history-of-innovation-cycles/?fbclid=IwAR2BybbJ-LFrcaQCW-qf8O8FIuNUhwP0FesuU-EiRNO2-DJGOv_cHXTOvkQ
https://unctad.org/tir2023
https://itif.org/about/
https://www.nist.gov/cybersecurity/cybersecurity-awareness-month
https://www.visualcapitalist.com/the-history-of-innovation-cycles/?fbclid=IwAR2BybbJ-LFrcaQCW-qf8O8FIuNUhwP0FesuU-EiRNO2-DJGOv_cHXTOvkQ
https://www.nist.gov/image/2023-cam-blog-series-banner
https://nebraskacorn.gov/cornstalk/sustainability/four-ways-drones-are-used-in-agriculture/

TexvoAoyia - Kaivotouia kal EAAGOQ
Mnxaviouog AvTiKuBnpwv

htps://www.thearchaeologist.org/blog/how-does-the-antikythera-mechanism-work

https://www.theguardian.com/science/2021/mar/12/scientists-move-closer-to-solving-mystery-of-antikythera-mechanism
https://en.wikipedia.org/wiki/Antikythera mechanism

h wObh=

h'r'rps://www.namuseum.gr/new/o-michanismos-’ron-an’rikythiron-kai-i-selini/
VY \



https://www.thearchaeologist.org/blog/how-does-the-antikythera-mechanism-work
https://www.thearchaeologist.org/blog/how-does-the-antikythera-mechanism-work
https://www.theguardian.com/science/2021/mar/12/scientists-move-closer-to-solving-mystery-of-antikythera-mechanism
https://en.wikipedia.org/wiki/Antikythera_mechanism
https://www.namuseum.gr/new/o-michanismos-ton-antikythiron-kai-i-selini/
https://en.wikipedia.org/wiki/Antikythera_mechanism#/media/File:NAMA_Machine_d'Anticyth%C3%A8re_1.jpg
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